Program Release Information
DL-No. DLKM_BT2510992EN

Product name: bizhub C360i/C361i/36C-0i/36C-1i Series

Subject: <MR> [bizhub C360i/C361i/36C-0i/36C-1i Series] [FW ver. G00-S7] Function Version 2.3 Maintenance Release

2025/07/17


1. Release version and download file name

The newly released program version and download file name is as follows.

<bizhub C45xi / 45C-xi / C36xi Series / 36C-xi Series MFP firmware>
*This firmware can use for Multi-Language. (Multi-Language firmware is the same as this firmware.)

**To build FW-Package MSG1-8C copy the FW to USB-Stick, then run the batch file mkMSGx.bat from root**
	Model
	Program Name
	Current Ver.
	New Ver.
	Program File Name
	Languages*

	bizhub C45xi C36xi Series
45C-xi
36C-xi Series
bizhub C55xi/55C-xi without Memory Board
	MFP firmware
	G00-RF
	G00-S7
	AA2J0Y0-F232-G00-S7-990-CHECKSUM-3059.ZIP
	mkMSGx.bat

(en, de, fr, it, nl)


* mkMSG1.bat (english, german, french, italian, dutch)

* mkMSG2.bat (english, danish, swedish, norwegian, finnish)

* mkMSG3.bat (english, greek, turkish, russian, ukrainian, bulgarian, estonian, lithuanian, latvian)

* mkMSG4.bat (english, czech, polish, slovak, romanian)

* mkMSG5.bat (english, spanish, portuguese, catalan, basque)

* mkMSG6.bat (english, german, croatian, slovenian)

* mkMSG7.bat (english, spanish, portuguese, hungarian)

* mkMSG8A.bat (english, french, arabic)

* mkMSG8B.bat (english, french, hebrew)

* mkMSG8C.bat (english, welsh)

* New version includes contents of base version.

　Please refer to "RFKM_BT2414564EN" for the countermeasures included in this firmware.
[Download File Name] 
AA2J0Y0-F232-G00-S7-990-CHECKSUM-3059.DOC (This file)
AA2J0Y0-F232-G00-S7-990-CHECKSUM-3059.ZIP
2. What changed
2.1 Release of <MR> [bizhub C360i/C361i/36C-0i/36C-1i Series] [FW ver. G00-S7] Function Version 2.3 Maintenance Release

The individual files are as follows.

	Program Name
	File Name
	Note

	MFP Card Version
	AA2J0Y0-F232-G00-S7
	　

	Linux-based MFP Controller
	Linux-4.4.8
	　

	MFP Controller Kernel Program
	AA2J0Y0-1C00-G00-J0
	　

	MFP Controller Subset
	AA2J0Y0-1F00-G00-S6
	　

	MFP Controller
	AA2J0Y0-0100-G00-S7
	　

	MFP Controller System
	AA2J0Y0-1000-G00-S7
	　

	MFP Controller Print Controller
	AA2J0Y0-3000-G00-S5
	　

	MFP Controller Print Controller Font
	AA2J0Y0-3F00-G00-S0
	　

	MFP Controller Print Controller Demo Page
	AA2J0Y0-3E00-G00-00
	　

	Image Reader Controller
	AA2J0Y0-8600-G00-R9
	　

	MFP Controller MIO
	AA2J0Y0-5000-G00-D5
	　

	MFP Controller PIC
	AA2J0Y0-8200-G00-N6
	　

	MFP Controller PIC Image Parameter (C360i/36C-0i Series)
	AA2J0Y0-8A01-G00-82,
AA2J0Y0-8A02-G00-82
	　

	MFP Controller PIC Image Parameter (C361i/36C-1i Series)
	ADXJ0Y0-8A31-G00-01,
ADXJ0Y0-8A32-G00-01
	　

	MFP Controller Thread Image Parameter
	ADXJ0Y0-8B10-G00-00
	　

	MFP Controller IR Image Parameter
	AA2J0Y0-8C01-G00-00,
AA2J0Y0-8C02-G00-00
	　

	FAX board controller
	A8790Y0-4000-G00-36
	　

	Operation panel message data
	AA2J0Y0-8100-G00-SJ(00)
	　

	MFP Controller OSL
	AA7N0Y0-G000-G26-55
	　

	MFP Controller CHR
	ACVX0Y0-G100-G21-MC
	　

	MFP Controller NDJ
	AA7N0Y0-G200-G25-47
	　

	MFP Controller UPL
	AA7N0Y0-G300-G20-20
	　

	ADF (DF-632)
	AAYH0Y0-0024-G00-31
	　

	ADF (DF-632 New CPU)
	AAYH0Y0-0024-G10-32
	　

	ADF (DF-714)
	AAMN0Y0-0024-G00-32
	　

	ADF (DF-714 New CPU)
	AAMN0Y0-0024-G10-33
	　

	Machine Controller (C360i/36C-0i Series)
	AA2J0Y0-0200-G22-A1
	　

	Machine Controller Printer (C360i/36C-0i Series)
	AA2J0Y0-0220-G22-A1
	　

	Machine Controller Media (C360i/36C-0i Series)
	AA2J0Y0-0230-G00-02
	　

	Machine Controller (C361i/36C-1i Series)
	ADXJ0Y0-0200-G22-A1
	　

	Machine Controller Printer (C361i/36C-1i Series)
	ADXJ0Y0-0220-G22-A1
	　

	Machine Controller Media (C361i/36C-1i Series)
	ADXJ0Y0-0230-G00-00
	　

	Machine Controller Scanner
	AA2J0Y0-0300-G00-12
	　

	Finisher (FS-536)
	A87G0Y0-0071-G00-15
	　

	Finisher (FS-533)
	A2YU0Y0-0071-G10-05
	　

	Finisher (FS-539)
	AAR40Y0-0071-G00-20
	　

	Finisher (FS-542) (C361i/36C-1i Series)
	ADDC0Y0-0071-G00-04
	　

	Separator (JS-506)
	A2YV0Y0-0070-G00-01
	　

	Separator (JS-506 ARM)
	A2YV0Y0-0070-G10-01
	　

	SD (FS-536SD)
	A3ER0Y0-0071-G10-02
	　

	SD(FS-539SD/FS-540SD)
	A3ER0Y0-0071-G20-06
	　

	DSC
	A0P00Y0-8500-G00-01
	　

	OCR Library
	AA2J0Y0-B000-G00-01
	　

	Panel Sound Data
	AA2J0Y0-C200-G00-01
	　

	Integrated Printer Driver Version
	6-2.3c-0-G00-S7
	　


2.1.2 Release of <MR> [bizhub C45xi/45C-xi, bizhub C55xi/55C-xi without Memory Board] [FW ver. G00-S7] Function Version 2.3 Maintenance Release
The individual files are as follows.

	Program Name
	File Name
	Note

	MFP Card Version
	AA2J0Y0-F232-G00-S7
	　

	Linux-based MFP Controller
	Linux-4.4.8
	　

	MFP Controller Kernel Program
	AA2J0Y0-1C00-G00-J0
	　

	MFP Controller Subset
	AA2J0Y0-1F00-G00-S6
	　

	MFP Controller (C450i/45C-0i)
	AA7R0Y0-0100-G00-S7
	　

	MFP Controller
 (C550i/C551i/55C-0i/55C-1i without Memory Board)
	AA2J0Y0-0100-G00-S7
	　

	MFP Controller System (C450i/45C-0i)
	AA7R0Y0-1000-G00-S7
	　

	MFP Controller System
 (C550i/C551i/55C-0i/55C-1i without Memory Board)
	AA2J0Y0-1000-G00-S7
	　

	MFP Controller Print Controller (C450i/45C-0i)
	AA2J0Y0-3000-G00-S5
	　

	MFP Controller Print Controller
 (C550i/C551i/55C-0i/55C-1i without Memory)
	AA7N0Y0-3000-G00-S5
	　

	MFP Controller Print Controller Font
	AA2J0Y0-3F00-G00-S0
	　

	MFP Controller Print Controller Demo Page (C450i/45C-0i)
	AA2J0Y0-3E00-G00-00
	　

	MFP Controller Print Controller Demo Page
 (C550i/C551i/55C-0i/55C-1i without Memory)
	AA7N0Y0-3E00-G00-00
	　

	Image Reader Controller
	AA2J0Y0-8600-G00-R9
	　

	MFP Controller MIO
	AA2J0Y0-5000-G00-D5
	　

	MFP Controller PIC
	AA2J0Y0-8200-G00-N6
	　

	MFP Controller PIC Image Parameter
 (C450i/45C-0i,C550i/55C-0i without Memory)
	AA7R0Y0-8A00-G00-81
	　

	MFP Controller PIC Image Parameter
 (C451i/45C-1i,C551i/55C-1i without Memory)
	ADXG0Y0-8A30-G00-01
	　

	MFP Controller Thread Image Parameter (C450i/45C-0i)
	AA7R0Y0-8B10-G00-00
	　

	MFP Controller Thread Image Parameter
 (C550i/55C-0i without Memory)
	AA7N0Y0-8B00-G00-00
	　

	MFP Controller Thread Image Parameter (C451i/45C-1i)
	ADXG0Y0-8B10-G00-00
	　

	MFP Controller Thread Image Parameter
 (C551i/55C-1i without Memory)
	ADXE0Y0-8B00-G00-00
	　

	MFP Controller IR Image Parameter
	AA2J0Y0-8C00-G00-00
	　

	FAX board controller
	A8790Y0-4000-G00-36
	　

	Operation panel message data
	AA2J0Y0-8100-G00-SJ(00)
	　

	MFP Controller OSL
	AA7N0Y0-G000-G26-55
	　

	MFP Controller CHR
	ACVX0Y0-G100-G21-MC
	　

	MFP Controller NDJ
	AA7N0Y0-G200-G25-47
	　

	MFP Controller UPL
	AA7N0Y0-G300-G20-20
	　

	ADF (DF-713)
	AAMP0Y0-0024-G00-09
	　

	Machine Controller (C450i/45C-0i)
	AA7R0Y0-0200-G22-A1
	　

	Machine Controller Printer (C450i/45C-0i)
	AA7R0Y0-0220-G22-A1
	　

	Machine Controller Media (C450i/45C-0i)
	AA7R0Y0-0230-G00-04
	　

	Machine Controller (C550i/55C-0i without Memory Board)
	AA7P0Y0-0200-G22-A1
	　

	Machine Controller Printer
 (C550i/55C-0i without Memory Board)
	AA7P0Y0-0220-G22-A1
	　

	Machine Controller Media
 (C550i/55C-0i without Memory Board)
	AA7P0Y0-0230-G00-04
	　

	Machine Controller (C451i/45C-1i)
	ADXG0Y0-0200-G22-A1
	　

	Machine Controller Printer (C451i/45C-1i)
	ADXG0Y0-0220-G22-A1
	　

	Machine Controller Media (C451i/45C-1i)
	ADXG0Y0-0230-G00-00
	　

	Machine Controller (C551i/55C-1i without Memory Board)
	ADXF0Y0-0200-G22-A1
	　

	Machine Controller Printer
 (C551i/55C-1i without Memory Board)
	ADXF0Y0-0220-G22-A1
	　

	Machine Controller Media
 (C551i/55C-1i without Memory Board)
	ADXF0Y0-0230-G00-00
	　

	Machine Controller Scanner
	AA7N0Y0-0300-G00-05
	　

	Finisher (FS-533)
	A2YU0Y0-0071-G10-05
	　

	Finisher (FS-539)
	AAR40Y0-0071-G00-20
	　

	Finisher (FS-540)
	AAR50Y0-0071-G00-28
	　

	Finisher (FS-540 New CPU)
	AAR50Y0-0071-G10-28
	　

	Finisher (FS-542)(C451i/45C-1i)
	ADDC0Y0-0071-G00-04
	　

	Separator (JS-508)
	A2YV0Y0-0070-G00-01
	　

	SD (FS-539SD/FS-540SD)
	A3ER0Y0-0071-G20-06
	　

	PK
	A99K0Y0-0071-G00-05
	　

	PI
	A8C60Y0-0071-G00-09
	　

	DSC
	A0P00Y0-8500-G00-01
	　

	OCR Library
	AA2J0Y0-B000-G00-01
	　

	Panel Sound Data
	AA2J0Y0-C200-G00-01
	　

	Integrated Printer Driver Version
	6-2.3c-0-G00-S7
	　


2.2. Addition of function/ Change of specifications

1. Administrator password change is required during initial setup.

    * The change has been applied from the machines manufactured with this firmware onward

    * The change applies to Konica Minolta models and EU-market machines.

2. Change the default values for the following settings.

    * The change has been applied from the machines manufactured with this firmware onward

    Password Rules

      Password Rules: Complexity 1

      Set Minimum Password Length 15

    Authentication attack detection

      Password attack detection: ON

      Detection for authentication access attacks: ON

3. Add the following settings to Enhanced Security in service mode.

    Reset Admin. Password

    Password Decrypt.

4. When "Basic Style" is selected for Default operation mode setting, the following apps can be selected in "Start-up display screen reset" item within "System auto reset" screen. 

    *Classic Copy

    *Classic Scan/Fax

    *Classic Fax

    *Classic Box

5. Completely disable the use of SSL 3.0, TLS 1.0, and TLS 1.1 in the security and network settings.

    The following DipSW functions have been removed.

    DipSW No.164 (bit 5)

    Disable SSL3.0/TLS1.0/TLS1.1 to be used on MFP.

            0x00 : Disabled

            0x20 : Enabled

6. OAuth2.0 authentication is supported.

    Please refer to [RFKM_BT2510667EN] for more details.

2.3. Fixed issues

1. The IWS application may not be able to monitor some print jobs.

    [INC000000051239/INC0018801]

2. When logging in to the MFP with the application and printing from the web browser, the re-authentication screen may be displayed. [INC000000053595/00012027]

3. A reauthentication request is not sent when printing from the MFP browser. [INC000000055344]

4. Chromium vulnerability remediation (CVE-2022-4174) [INC000000068124/INC0287435]

    Summary: A crafted HTML page may lead to potential heap corruption.

    Risk Rating: By Chance (Likelihood: Medium; Modified Impact: High; Affected Range: Large sized)

    Remediation Policy: Please ensure that the countermeasure FW is applied during the next scheduled visit.

5. Added the following software SW to address the issue where the panel remains on a white screen.

    - Reboot function activated when the panel remains white screen for 10 minutes.

    　SoftwareSW No.165 (bit2)
    　　Hex: 00　(Disable [default])
    　　Hex: 04　(Enable)
    - Logging function triggered when the panel remains white screen for 10 minutes.

    　SoftwareSW No.165 (bit3)
    　　Hex: 00　(Disable [default])
    　　Hex: 08　(Enable)
    - Logging function triggered by a refresh of the MFP browser screen.

    　SoftwareSW No.165 (bit4)
    　　Hex: 00　(Disable [default])
    　　Hex: 10　(Enable)
6. The loading screen for Marketplace may appear on the web browser screen. [INC000000058837]

    *Please refer to PSKM_BT2315881EN for more details

7. When the software SW No. 223 bit 3 is enabled, swiping the card on the card reader during screen saver mode does not wake up the device. [INC000000059818/INC0093662]

    Setting the following software switch is required to solve this problem.

    '-Software switch with function that allows the use of card devices by using the IWS application even when authentication is set to OFF.

    Software SW No.223 (bit3)

      Hex: 00 (Disable [default])

      Hex: 08 (Enable)

8. Even when PageScope Web Connection confirms only one device certificate, the certificate may not be deleted.  [INC000000058925/INC0069530]

    *Please refer to PSKM_BT2415321EN for more details

9. When "Group" is set in combination with "2-staple or Center Staple & Fold" in the IWS application, starting a copy job results in an error and the job cannot be executed. [INC000000059269/INC0078062]

10. Chromium Vulnerability Remediation (CVE-2023-2033, CVE-2023-2136, CVE-2023-3079) [INC000000060411 / INC0106034]

     Summary:

     CVE-2023-2033: A crafted HTML page may lead to heap corruption.

     CVE-2023-3079: A crafted HTML page may allow sandbox escape.

     CVE-2023-2136: A crafted HTML page may lead to heap corruption.

     Risk Rating:

     CVE-2023-2033: By Chance (Likelihood: Medium, Modified Impact: High, Affected Range: Large sized)

     CVE-2023-3079: By Chance (Likelihood: Medium, Modified Impact: High, Affected Range: Large sized)

     CVE-2023-2136: By Chance (Likelihood: Medium, Modified Impact: Critical, Affected Range: Large sized)

     Remediation Policy: Please ensure that the countermeasure FW is applied during the next scheduled visit.

     Please refer to “RFKM_BT2315625EN” for more details.

11. The total counter value does not match the sum of the individual color counters.[INC000000060077/PBM-00009892]

12. Countermeasure for OpenSSL vulnerability (CVE-2023-3446/CVE-2023-3817)

     Vulnerability Summary (Common for both CVE-2023-3446/CVE-2023-3817) :

     Checking DH keys or parameters using the function DH_check() may experience long delays.

     Base Score: 5.3, Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

     KM Risk Rating : As needed (Likelihood: Medium, Modified Impact: Low, Affected Range: Large-sized)

     Solution in the field: Apply countermeasure FW when requested by customers.

13. Unavailable Paper Tray might be displayed right after MFP wakes up from Low Power mode.[INC000000063358/PBM-00010881]

     *Please refer to PSKM_BT2411103EN for more details.

14. Toner Save is cancelled at printing Combined documents in User Box. [INC000000063590 /PBM-00010899]

     *Please refer to PSKM_BT2413661EN for more details.

15. FA14 may occur after receiving a fax job. [INC000000063834/PBM-00010939]

16. Using the app to output specific data causes an error. [INC000000063987/PBM-00011037]

17. When executing jobs using Extended JavaScript without setting [Starting Page Number], "download settings anomaly" occurs. [INC000000063875]

18. "There is no matching paper size." is displayed when printing received Fax with [Duplex Print (RX)] in A4 / Letter (8.5x11). [INC000000063889/PBM-00011042]

     *Please refer to PSKM_BT2413663EN for more details.

19. The IWS Service Platform application may be disabled. [INC000000063994]

20. Linux Kernel Vulnerability Remediation (18 cases) [INC000000060606/INC0110349]

     Summary: 

     CVE-2016-10229: Potential risk of unauthorized data access, data tampering, and denial-of-service (DoS) condition.

     CVE-2018-20784: Potential risk of unauthorized data access, data tampering, and denial-of-service (DoS) condition.

     CVE-2019-16746: Potential risk of unauthorized data access, data tampering, and denial-of-service (DoS) condition.

     CVE-2016-7039: Potential risk of denial-of-service (DoS) condition.

     CVE-2016-8666: Potential risk of denial-of-service (DoS) condition.

     CVE-2017-5970: Potential risk of denial-of-service (DoS) condition.

     CVE-2018-5391: Potential risk of denial-of-service (DoS) condition.

     CVE-2019-11477: Potential risk of denial-of-service (DoS) condition.

     CVE-2019-10638: Potential risk of unauthorized data access.

     CVE-2019-18282: Potential risk of unauthorized data access.

     CVE-2020-26147: Potential risk of unauthorized data access and data tampering, 

     CVE-2020-36516: Potential risk of data tampering and denial-of-service (DoS) condition.

     CVE-2023-1206: Potential risk of denial-of-service (DoS) condition.

     CVE-2020-16166: Potential risk of unauthorized data access.

     CVE-2020-24586: Potential risk of unauthorized data access.

     CVE-2020-24587: Potential risk of unauthorized data access.

     CVE-2020-24588: Potential risk of data tampering,

     CVE-2021-45486: Potential risk of unauthorized data access.

     Risk Rating:

     CVE-2016-10229: By Chance (Likelihood: Medium; Modified Impact: High; Affected Range: Large sized)

     CVE-2018-20784: By Chance (Likelihood: Medium; Modified Impact: High; Affected Range: Large sized)

     CVE-2019-16746: By Chance (Likelihood: Medium; Modified Impact: High; Affected Range: Large sized)

     CVE-2016-7039: As needed（Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)
     CVE-2016-8666: As needed（Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)
     CVE-2017-5970: As needed（Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)
     CVE-2018-5391: As needed（Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)
     CVE-2019-11477: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     CVE-2019-10638: By Chance (Likelihood: Medium; Modified Impact: Medium; Affected Range: Large sized)

     CVE-2019-18282: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     CVE-2020-26147: By Chance (Likelihood: Medium; Modified Impact: Medium; Affected Range: Large sized)

     CVE-2020-36516: By Chance (Likelihood: Medium; Modified Impact: Medium; Affected Range: Large sized)

     CVE-2023-1206: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     CVE-2020-16166: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     CVE-2020-24586: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     CVE-2020-24587: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     CVE-2020-24588: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     CVE-2021-45486: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large sized)

     Remediation Policy: Please ensure that the countermeasure FW is applied during the next scheduled visit.

21. Job execution may complete successfully even if the user logs out before the application starts executing the job. [INC000000064056]

22. The IWS application may not start at the time set by using the background application function. 

     [INC000000062401/PBM-00010672]

23. When MFPs do not have an ADF, scan functions are not available in the IWS applications. [INC000000067380/INC000000012603]

24. The item name of Eco Info 2 is different between [E-mail notification] and [panel/PSWC]. [INC000000064915/00016797]

25. DHCPv6 DUID changes when main power is turned off/on. [INC000000066560/INC000000004411]

     Please refer to “PSKM_BT2414286EN” for more details.

26. The screen may freeze while displaying "Now Remote Operating. Please Do Not Turn Off The Power."

     [INC000000065536]

27. HTTP ERROR 400 occurs after selecting Microsoft as the OAuth 2.0 provider and entering authentication information in the MFP's browser.[INC000000064728/INC0190566,INC000000064912/INC0196363,INC000000067191/INC000000009105]

28. [APP] button registered to [Register Key] on Home screen is not displayed.[INC000000063586/PBM-00010887]

      *Please refer to PSKM_BT2413665EN for more details.

29. Updating the Elatec card reader firmware using Fleet RMM fails.

     [INC000000067419/INC000000011906]

     This measure will enable the update of the Elatec card reader firmware from version v3.xx to v4.xx.

     When the Elatec card reader supports the Device Security functions, the card reader firmware cannot be updated.

30. Even if the sound volume is changed to "Low" in the "Sound Setting" on the device, the key sounds of the device are larger than those of other models. [INC000000065736]

     DipSW No.171 bit5 (Hex20) supports the following function:

     Function to set the speaker volume to the same level as the previous models

     Hex: 00 (Disable [default])

     Hex: 20 (Enable)

31. When printing specific documents, some table borders are not printed. [INC000000065795/INC0226547]

32. Countermeasure for DoS of Web Connection vulnerability. (KMVU-2024-0001) [INC000000065994]

     Summary: Importing a malformed file in importing certificates for S/MIME for Email destination registration causes Web Connection to stop responding.

     Risk Rating: By Chance (Likelihood: High; Modified Impact: Low; Affected Range: Large sized)

     Solution: Apply countermeasure FW at the next visit.

33. If the MFP has been connected to CSRC prior to the wizard is started, a check connection of the set-up wizard to WWRSPF fails.

     [INC000000067329/INC000000011002]

34. The message text overlaps on the Google login screen for Connector for Google Drive.

     [INC000000066937/INC000000006106]

35. [Paper Type] on MFPs is automatically changed to "Plain Paper" after printing from KMMP. 

     [INC000000066144/PBM-00011943]

36. Printouts may be smeared when using FW G00-20 or later under the following conditions [INC000000065448/SR00031789]:

     -Temperature: 20 - 28.5 degrees Celsius

     -Humidity: less than 20%

37. When the SSDP function is disabled on the machines managed by SafeQ, authentication fails.

     [INC000000066227/INC0237459]

     Setting the following software switch is required to solve this problem.

     '-Software switch with function that enables the use of OpenAPI when the SSDP settings are disabled (bit5)

     Software SW No.186 (bit5)

       Hex: 00 (Enable [default])

       Hex: 20 (Disable)

38. C-E301 is displayed immediately after downloading data through PSBO.

39. Result of WSD scan area is different from the selected area at Preview of Windows Fax and Scan.[INC000000066320/INC0238097]

     *Please refer to PSKM_BT2415346EN for more details.

40. When attempting to apply G00-RB to the device using FleetRMM, the application displays "Failed." [INC000000066491]

41. The error code of the message, "The demanded user has already login" which is notified via OpenAPI, is incorrect.

42. The web browser's homepage may be reset to "about: blank" after logging in to the PaperCut embedded machine as the user. [INC000000066864/INC000000006507]

43. Special characters are not recognized correctly when performing OCR scan of Slovenian documents.[INC000000066611/INC0248423]

44. Machines managed by PaperCut may display a timeout error screen when waking from sleep mode.

     [INC000000066751/INC000000005003, INC000000067403/INC0268944]

45. A white screen issue may occur on OpenAPI or IWS application managed machines.[INC000000066956/INC000000006312][INC000000068618/INC000000026321][INC000000066952/INC0256446][INC000000067056/INC0263261][INC000000067889/INC0282010][INC000000067931/INC0281710][INC000000069059/INC0313818][INC000000068346/INC000000024201][INC000000067989/INC000000018903]

46. HTTP/2 CONTINUATION Frame Vulnerability Remediation (CVE-2024-28182) [INC000000066412 / INC0243012]

     Summary: There is a potential for a Denial-of-Service (DoS) attack due to the unlimited processing of CONTINUATION frames in HTTP/2 protocol.

     Risk Rating: As needed (Likelihood: Medium; Modified Impact: Low; Affected Range: Large size)

     Remediation Policy: Apply the mitigation firmware as needed.

47. The trouble code C-E301 may occur while the MFP is receiving FAX and print jobs. [INC000000067173]

     *Please refer to PSKM_BT2414324EN for more details

48. "Booklet" and "Half-Fold" cannot be configured individually after applying G00-RB to the device.

     [INC000000067399/INC0270744]

49. Start of the IWS application may fail after the machine returns from Power Save mode. [INC000000067403/INC0268944]

50. "Unknown Error has occurred." is displayed on Copy Program Lock Settings.[INC000000067377/PBM-00012390]

     *Please refer to PSKM_BT2414592EN for more details.

51. C-E301(0xB488) may occur when doing SMB scan. [INC000000067450]

52. Even though the weekly timer is on, overtime password request screen is displayed during the normal mode hours.　（Turning the main power OFF/ON does not solve the problem.) [INC000000057154]
53. When launching SafeQ Print or Safe Q Scan, the web browser's proxy settings are cleared.

     [INC000000067553]

54. Scan to SMB fails to a Samba server with SMB v1 and NTLM v1. [INC000000066867/PBM-00012217]

     The following function have been added. Please refer to “PSKM_BT2415893EN” for details.

     　- Function to use NT hash regardless of User Mode notification
     　　SoftwareSW No.165 (bit6)
     　　　Hex : 00 (Disable [default])
     　　　Hex : 40 (Enable)
     Please apply this countermeasure FW and make the following settings.

     　SoftwareSW No.162 bit1 (0x02): SMB2 support for SMB client: Disable
     　SoftwareSW No.165 bit6 (0x40): Function to use NT hash regardless of User Mode notification: Enable
     　[Utility] - [Administrator] - [Network] - [SMB Setting] - [Client Setting]
     　　[SMB Authentication Setting]: NTLM v1
     　　[DFS Setting]: OFF
55. Slow display of the Setup Wizard initial screen at startup if the machine is not connected to the Internet.[INC000000067579/PBM-00012470]

56. wpa_supplicant vulnerability (CVE-2023-52160) [INC000000068124/INC0287435]

     Summary: The implementation of PEAP in wpa_supplicant through 2.10 allows authentication bypass.

     Risk Rating: By Chance (Likelihood: Medium; Modified Impact: Medium; Affected Range: Large sized)

     Solution: Apply countermeasure FW at the next visit.

57. Card detection using the IWS application may cause a Runtime Error. [INC000000067474/INC0271971]

58. Displaying DHCPv6 DUID and IAID in Administrator settings and Machine Management List and can be obtained from the applications via MIB. [INC000000066560/INC000000004411]

     Please refer to "PSKM_BT2414286EN" for more details.

59. A T83 error may occur when sending a fax. [INC000000068826/PBM-00011319]

60. The PaperCut application icon may not be displayed on the Basic Style.[INC000000067056/INC0263261]

61. An E301(0xB001) error may occur when setting up a wireless LAN. [INC000000068742/PBM-00012877]

62. When printing Excel data at 1200 dpi, error J99-02 may occur under certain conditions[INC000000070378/INC0381990]

63. After complete erasure of  the SSD data using Secure Erase, the MFP serial number recorded in the log is not the correct MFP serial number. [INC000000068726/INC0300390]

64. Only a portion is displayed in Basic Style after importing the address book via FleetRMM.[INC000000069108/INC0312651]

65. Unable to retrieve device information using Extended JavaScript. [INC000000069787/INC000000036652]

     *Please refer to PSKM_BT2510625EN for more details

66. "Toner Near Empty" Warning is displayed even after it is disabled.[INC000000069847/PBM-00012713]

     Please refer to [PSKM_BT2415922EN] for more details.

67. C5372 (CPU temperature failure) occurs during the low power or the sleep mode.

     As a countermeasure, please change software SW to work the FAN at half speed during Low Power and Sleep mode after applying this firmware.

         -------------------------------------------------

         A function to work the CPU FAN at half speed during low power and sleep mode.

         Software SW No. 187 (bit6)

         Hex: 00 (Disable [default]) FAN stops in low power/sleep mode.

         Hex: 40 (Enable) FAN works at half speed in low power/sleep mode.

         -------------------------------------------------

     When using this function, the following software SW must be disabled

         -------------------------------------------------

         A function to work the CPU FAN at full speed during low power and sleep mode.

         Software SW No. 159 (bit7)

         Disable : FAN stops in low power/sleep mode.

         Enable  : FAN works at full speed in low power/sleep mode.

         -------------------------------------------------

     <Restrictions>

     This firmware does not support the following feature of FW G00-RE/GC2-RE.

     -------------------------------------------------

         A function to work the CPU FAN at full speed during low power and sleep mode.

         Software SW No. 159 (bit7)

         Disable : FAN stops in low power/sleep mode.

         Enable : FAN works at full speed in low power/sleep mode.

         -------------------------------------------------

     When applying this FW to a machine with the above feature enabled, disable the above feature, and then enable the following feature.

         -------------------------------------------------

         A function to work the CPU FAN at half speed during low power and sleep mode.

         Software SW No. 187 (bit6)

         Hex: 00 (Disable [default]) FAN stops in low power/sleep mode.

         Hex: 40 (Enable) FAN works at half speed in low power/sleep mode.

         -------------------------------------------------

68. Inconsistencies may occur during automatic update of the Marketplace application. 

     [INC000000070254/PBM-00013334]

69. Printing from the SAP system causes an error code C-E301. [INC000000070482/INC0382781]

70. Print settings are ignored when printing multiple documents from ID & Print of Basic Style.[INC000000070490/PBM-00013423]

     Please refer to [PSKM_BT2510186EN] for more details.

71. Remote panel connection requests may fail in an environment without a proxy.[INC000000071462/INC000000038697]

     *Please refer to PSKM_BT2510006EN for more details

72. LDAP search fails when "Require NTLMv2 session security" is enabled in AD group policy[INC000000070593/INC0387954]

     Please refer to "PSKM_BT2414286EN" for more details.

73. When updating the firmware to G00-RB or later via the network (WWRSPF / FleetRMM / Automatic Update Settings), the firmware update may fail. [INC000000070773/PBM-00013548]

     Please refer to [PSKM_BT2510518EN] for more details.

74. When printing a custom-size paper from the Bypass Tray, the print orientation rotates 90 degrees. [INC000000070936/PBM-00013579]

75. When printing data using the ID & Print function, the data is output as a public user job.

76. When retrieving the card ID using the IWS application, a '0' is added after the card ID string.

     [INC000000069710/INC000000035707]

     Setting the following software switch is required to solve this problem.

     Software SW No.136 (bit4)

       Hex: 00 (Disable [default])

       Hex: 10 (Enable)

77. From GC4-RB version onwards, IWS application does not get disabled upon detecting exception errors. [INC000000071212/PBM-00013711]

     *Please refer to PSKM_BT2510631EN for more details

78. When Image Controller 1 is set, printing from SafeQ Could fails. 

     [INC000000069470/INC0321548]

79. A P-35 error may occur when using the media sensor.

80. An error code C-E301 (detail code 0xB12C) may occur when printing. [INC000000071586/INC0410881]

81. CSRC Warning "Parts Life (Transfer roller unit) 1st Call" is detected frequently. [PBM-00012763]

     *Refer to "PSKM_BT2511057EN" for details.

82. Paper jam occurs when using both Duplex and Staple setting on machine with FS-542 and PK-527.

     Please see [PSKM_BT2510779EN] for the detail.

83. The display for the paddle height adjustment when FS-542 is installed will be changed.

     - Target screen

     　[Service Mode] > [Finisher] > [FS-FN adjustment] > [Paddle Height Adjustment]
     - Changes

     　“Alignment Plate Position (Back)” will be renamed to “Paddle Height Adjustment”.
2.4. Customization

The following customizations are supported in this firmware.

<Notes>

- Operation of the following customization is guaranteed in the customer environment requested via Escalation Tickets.

  When diverting this customization to other customers, please take responsibility on the OC (Operational Company) side for validation to meet their requirements.

1. Firmware Customize to prevent the Maintenance Mode Access setting from being changed automatically to "Restrict”. [INC000000065540]
[Purpose Summary]

When the maintenance mode setting in the service settings is changed from "Effective" to “Invalid”, Maintenance Mode Access setting in Admin settings automatically to be changed to “Restrict”.

When CE uses Maintenance Mode, CE need asking the administrator on each machine to change the Maintenance Mode Access settings on every visit.

[Customization]

Prevent the Maintenance Mode Access setting from being changed automatically to "Restrict" when the maintenance mode setting in the service settings is changed from "Effective" to “Invalid”.

[DipSW Info]

DipSW No.244 bit5

0x00: Disable (Default)

0x20: Enable

[Setting Info]

Enable the above DipSW setting to use this function.

2. Firmware customization to activate card detection during Marketplace screen saver mode when DipSW No.223 bit 3 is enabled. [INC000000059818]
[Purpose Summary]

In addition to returning from sleep mode, the card authentication with IWS application should be performed when MFP return from the marketplace screen saver.

In an environment where authentication on MFP is not used, the feature of DipSW No.223 bit3 is enabled and card authentication is performed with the IWS application.

However, the card authentication with the IWS application does not work when the Marketplace screen saver is running.

Therefore, the user needs to close the screen saver before swiping the card for authentication.

[Customization]

Feature Enhancement of DipSW 223 bit3.

The following enhancements have been made on DipSW 223 bit3.

1. Perform card detection and card reading when a card is detected while MFP is displaying MarketPlace screen saver.

2. Retains the card information that has been read.

3. The user login process with IWS application is performed using the card information retained after the MFP returned from screensaver.

[DipSW Info]

The function to enable card device use with IWS app even when Authentication is disabled.

DipSW No.223 bit3

0x00: Disable (Default)

0x08: Enable

- Even if User Authentication is disabled, configure that the card detection function is available. Even when MFP is in Sleep mode or in MarketPlace screen saver mode, the card detection function is enabled.

- When the user swipes the card, MFP wakes up and the card information is held in a newly created API

Requirements for the IWS Apps

- If the card information is available on MFP, the App has to obtain it and starts User Login process.

- If there is no card information, the App waits for a card swipe as per default behavior.

[Setting Info]

Enable the above DipSW setting to use this function.

This DipSW function works when the following conditions are fulfilled.

- IWS is enabled and perform login process with the card. 

- An IWS app is specified as the initial startup application (KIOSK mode).

- User Authentication on MFP is disabled.

3. FW customization to additional feature enhancement on DipSW241 bit6. [INC000000066246]
[Purpose Summary]

The user is currently using Dip switches (DipSW241 bit6 and DipSW 247 bit0) with functionality that allows the use of two admin passwords on device.

The user wants to be able to use Marketplace with the second admin password (sub password) in addition to the existing functionality.

[Customization]

Function enhancement of DipSW247 bit0.

[DipSW Info]

Function enhancement to the existing function (DipSW 241 bit6) that enables the use of two types of passwords.

DipSW 247 bit 0

0x00: Disable (default)

0x01: Enable

- Two types of MFP admin passwords (both main and sub passwords) can be exported using the USB memory backup function.

- The function that enables the use of two types of MFP admin passwords and a function of password protection against access to utility mode: (DipSW 200 bit 5) can be used together, and the utility mode can be accessed using a sub password.

- The username displayed next to the [Logout] button will be changed from “Administrator” to “*Administrator *” (add *) when the user uses the main password to log in to PSWC.

- Sub password can be changed when logging in to the administrator screen and PSWC using a main password.

[Administrator] ->[Security] -> [Administrator Password Settings]

- Install/uninstall Marketplace applications with Marketplace Install Tool using sub password.

- Log in offline in the MarketPlace application using the sub password when the MFP is offline.

When turning ON DipSW 247 bit 0, DipSW 241 bit 6 is automatically turned ON.

DipSW241 bit6：
Please refer to PSKM_BT2214169EN.

[Setting Info]

Enable the above DipSW setting to use this function.

When turning ON DipSW 247 bit 0, DipSW 241 bit 6 is automatically turned ON.

4. Not clear the document name field on Scan when a scan job is completed. [INC000000066943]
[Purpose Summary]

The customer registers the scan settings in My Settings of Basic Style Screen. The scan setting contains document name setting and the customer want the name always to be the same for each destination. In case the customer sends the documents to the same destination, the document name is cleared when each scan job is completed even though the MFP configured as below.

Admin-> System Settings -> Reset Settings -> Job Reset -> Reset settings for next job. 

-> Reset Data After Job: User Defined

The message “Do you want to continue to use the destination and Job settings?” will appear when the scan job is complete, but the document name will be cleared even if you select Yes

[Customization]

When selecting “Yes” on the message “Do you want to continue to use the destination and job settings”, the document name is not cleared and remains the same.

[DipSW Info]

Not clear the document name field on Scan when a scan job is completed.

DipSwNo.243 bit6

0x00: Disable (default)

0x40: Enable

The feature is supported in Basic Style screen only.

[Setting Info]

Enable the above DipSW setting to use this function.

The following setting is necessary.

Admin-> System Settings -> Reset Settings -> Job Reset -> Reset settings for next job 

-> Reset Data After Job: User Defined

5. Firmware Customize to allow using double quotation in SMTP password fields. [INC000000066985]
[Purpose Summary]

With the policy of the customer, it must be able to use the double quotation for the SMTP password.

[Customization]

When the DipSW is enabled, allow double quotation marks to be used as the password in the following fields.

 Admin->Network-> Email Settings ->Email TX(SMTP) -> SMTP Authentication: Password field.

[DipSW Info]

DipSwNo.243 bit7 

Allow double quotation marks to be used as password for SMTP authentication password.

0x00: Disable (Default）
0x80: Enable

[Setting Info]

Enable the above DipSW setting to use this function.

6. Add a feature to the setup wizard that allows for the execution of only the WWRSPF setup function. (RQ-1018) [INC000000068198]
[Purpose Summary]

For i-series MIF device, RSP Setup Wizard may take more time to complete than simply doing the manual steps.

[Customization]

Add the feature to the setup wizard that allows for the execution of only the WWRSPF setup function, in order to simplify the WWRSPF settings on the MIF machine. 

Automatically changes the following settings to default values when testing the RSP connection. This should also be applied to existing setup wizards.

- [Service Mode] > [Network Settings] > [Remote Service Setting] > [Function Setting] > [Enable Settings] > "ON"

- [Service Mode] > [Network Settings] > [Remote Service Setting] > [Function Setting] > [Server Settings] > [URL] > https://remote-service-pf.com:443

- [Service Mode] > [Network Settings] > [Remote Service Setting] > [Function Setting] > [Server Settings] > [ID] > CE

- [Service Mode] > [Network Settings] > [Remote Service Setting] > [Function Setting] > [Server Settings] > [Password] > Leave Blank

- [Service Mode] > [Network Settings] > [Remote Service Setting] > [XMPP Settings] > [Function Setting] > "ON"

- [Service Mode] > [Network Settings] > [Remote Service Setting] > [XMPP Settings] > [Connection Setting] > [SSL] > "ON"

- [Service Mode] > [Network Settings] > [Remote Service Setting] > [XMPP Settings] > [Connection Setting] > [BOSH] > "ON"

[RSP icon display conditions]

The RSP icon is displayed under the following conditions:

　- Function version 2.3 or later.
　- DipSW No. 176 bit 3 and bit 6 are set to 1.
[About the Remote panel setting and Debug log setting functions]

If you enable Remote panel setting and Debug log setting, the following settings are automatically set.

This applied to existing setup wizards.

- Remote panel setting

- Set [Service Mode] > [Enhanced Security] > [CE Authentication] to "ON".

- Set [Administrator Settings] > [Network] > [Remote Panel Settings] > [Remote Panel Client Settings] > [Client Setting] to "ON".

- Set [Administrator Settings] > [Network] > [Remote Panel Settings] > [Remote Panel Client Settings] > [Launch Remote Panel from vCare] to "ON".

- Debug log setting

- Set the switch number in [Service Mode] > [System 2] > [Software Switch Setting] > to 155 and the Hex value to 01.

- Set [Service Mode] > [Debug Settings] > [Remote Log Retrieval] > [Remote Log Retrieval Setting] to "ON".

- Set [Administrator Settings] > [Security] > [Security Details] > [Export Debug Log] > [Allow debug log export] to "Allow".

[DipSW Info]

DipSWNo.176 bit3 (Already exist)

User Setting up function.

0x00: Disable (Default)

0x08: Enable

DipSWNo.176 bit6

Display RSP(Remote Service Platform) icon in the setup wizard.

0x00: Disable (Default)

0x40: Enable (Display the icon)

[Setting Info]

Enable the above DipSW setting to use this function.

[Restriction]

- RSP icon appears dark grey when inactive.

- A white screen may appear when you touch the RSP icon after canceling the setup wizard.

- If a full-screen warning screen appears after touching the RSP icon, a white screen will appear when the warning is cleared.

- "Enable Remote Service platform (RSP)" in the setup wizard defaults to enabled and cannot be changed regardless of DipSW settings when marketing area is set to US or EU.

7. Masking full color choice in copy mode. [INC000000066246]
[Purpose Summary]

The customer does not need Full Color, the full color mode is not needed.

The user is currently using the custom pattern function to mask the [Full Color] button on the copy screen.

To use the custom pattern function, the user has to import a CPD file in service mode.

In the case of reset of the settings that use the custom pattern on device, the user has to perform operations at the location where the device is installed in order to import the CPD file.

[Customization]

Making [Full Color] choice unavailable on the Classic Style and Basic Style Copy screens.

[DipSW Info]

DipSWNo.229 bit2 

Not display Full Color choice

0x00: Disable (Default)

0x04: Enable

[Setting Info]

[Settings that affect this functionality]

1. Default Copy Settings

For location of the settings, please refer to Default Copy　Setting.pdf on the document ID:  PSKM_BT2414406EN.
Configuration of both [Current Settings] and [Copy Color: Full Color] affects this functionality. After this functionality is enabled, [Copy Color: Full Color] is masked, but its button remains selected.

This causes [Copy Color: Full Color] to work unintentionally.

The following configuration change is required in advance.

If [Current Setting] is set, change the [Copy Color: Full Color] setting to another setting,

or change to "Factory Default".

2. Copy Program

For location of the settings, please refer to Copy Program.pdf on the document ID: PSKM_BT2414406EN.

This functionality is affected when the registered program function includes a program that uses [Copy Color: Full Color].

After this functionality is enabled, [Copy Color: Full Color] is masked but remains selected in the registered program.

This causes [Copy Color: Full Color] to work unintentionally.

The following configuration change is required in advance.

 - Change the [Copy Color: Full Color] to another setting in the registered program or delete the program that uses [Copy Color: Full Color].

3. Cautions and Restrictions
Instead of the correct software keyboard the classic keyboard is shown. [INC0149189]

For croatian/estonian/lithuanian/latvian/welsh keyboard the english keyboard is shown.

For croatian/estonian/lithuanian/latvian/bulgarian/ukrainian WebBrowser the english WebBrowser is shown.

PDF/A scan function is standardized in the firmware G00-E9 and later versions.

Therefore, PDF/A function that was provided by LK-102 will be enabled once the firmware is installed. If PDF/A Font Data is not installed, the error message will be displayed.

Please be sure confirm PDF/A Font Data is installed in the machine when installing this firmware. Refer KNOVA-PS "PSKM_BT2022690EN" for details.

8. indication of the reason when the job deletion happens with the job delete mode 4. [INC000000056212]
[Purpose Summary]

The users do not understand why they could not print their jobs. No message is displayed regarding the reason when the job deletion happens.

[Customization]

DipSW231 bit 0 function is enabled, and Job Delete Mode is set to mode 4, display to show the reasons that caused the job to be automatically deleted (mode 4) in the list format. The list can be closed by pressing OK button and all items in the list are removed.

For the paper empty status, the empty tray is shown in the illustration of MFP that appears below the list.

The following is the messages indicated in the list.

- No matching paper available.

- Device is in Envelope Mode.

- Bypass Tray is not opened properly.

- The loaded paper does not match the paper size setting.

- The loaded paper does not match the paper type setting.

- Current letterhead size cannot be fed.

- Paper Empty: Bypass Tray

- Paper Empty: Tray 1

- Paper Empty: Tray 2

- Paper Empty: Tray 3

- Paper Empty: Tray 4

- Paper Empty: LCT

- Paper Empty: Lower Tray of the Post Inserter

- Paper Empty: Upper Tray of the Post Inserter

- Toner cartridge empty: Y M C K

- Paper jam

[DipSW Info]

Indicate the reasons that caused the job to be automatically deleted (mode 4) in the list format.

DipSwNo.245 bit4

0x00: Disable (Default)

0x10: Enable

[Setting Info]

Enable the above DipSW setting to use this function.

-This feature works when DipSW231bit0 is enabled, and Mode 4 is selected in Job Delete Settings.

9. Display the remaining toner level in percentage [INC000000064980]
[Purpose Summary]

The remaining toner level in percent can be checked from Utility menu, but password restriction is set for access to Utility menu. Therefore, the person replacing the toner cartridge cannot easily check the detailed remaining level.

[Customization]

Indicate the remaining toner level in percentage on the classic style display instead of the bar form. The percentage indication alternates with the bar indication.

For the basic style display, the remaining toner level is indicated always in percentage instead of the bar indication. In the basic style, the YMCK characters are colored, the person replacing the cartridge easily understand which color of the toner cartridge.

[Restrictions]

Up to three characters can be fit in the space where the bars are displayed on the classic style display. Therefore, at 100% (4 characters) toner level, it will not fit in the space. At 100% remaining level, the remaining level is indicated in the bar form only.

[DipSW Info]

Display Toner Level in percentage on the control panel.

DipSW No245 bit5

0x00：Disable(Default)
0x20：Enable
[Setting Info]

Enable the above DipSW setting to use this function.

10. Extension of mib to read/ write AirPrint Setting [INC000000054305]

[Purpose Summary]

When the administrator manages AirPrint setting on the machines, SNMP cannot be used to configure them as mib is not available.

[Customization]

When DipSW is enabled, MIB is provided to get/set the following settings.

Administrator -> Network -> AirPrint Setting -> Print Setting > Bonjour Name

Administrator -> Network -> AirPrint Setting -> Print Setting > Location

The following mibs are enabled when the DipSW is activated.

KONICA MINOLTA Private Printer MIB/1.3.6.1.4.1.18334.1.1.1.1.6

OID        Object Name

5.25.1.1  kmPrtAirPrintBonjourName 

5.25.1.2  kmPrtAirPrintLocationName

[DipSW Info]

Enable mib for read/ write Bonjour Name and Location in AirPrint Settings

DipSW No. 245 bit3

0x00: Disable (Default)

0x08: Enable

[Setting Info]

Enable the above DipSW setting to use this function.

If the DipSW is OFF or Administrator->Network->AirPrint Setting ->Print Settings is OFF, the results are as follows.

 - Get: value cannot be retrieved

 - Set: Error result returned

11. Change the character size limit for the login name fields shown below from 64 characters to 192 bytes. [INC000000059570]

[Purpose Summary]

The login name used to bind exceeds the input size limit of 64 characters. The login name does not fit in the input field on the PSWC.

[Customization]

Change the character size limit for the login name fields shown below from 64 characters to 192 bytes.

1. In the external server registration screen, the "Login Name" field for Search Attributes Authentication when the server type is set to LDAP and the authentication method is set to Simple.

2. In the LDAP IC card authentication settings screen — the "Login Name" field on the server registration screen.

3. In the Simple Authentication settings — the "Login Name" field on the server registration screen.

4. In the LDAP settings — the "Login Name" field on the server registration screen.

[DipSW Info]

The character limit for the "Login Name" field in the LDAP server registration settings has been changed from 64 characters to 192 bytes.

See the list above for the applicable fields.

DipSwNo.214 bit2 (Hex04)

0x00: Disabled (default)

0x04: Enabled

[Setting Info]

Enable the above DipSW setting to use this function.

3. Cautions and Restrictions
The latest version of the driver/applications as of July 2, 2025 are attached.
-Machines produced with this FW are required to change the administrator's password when MFP is started to be used. Please change the administrator's password before operating the machine.
-Please refer to “Version down method from G00-S7.pdf” when downgrading from this FW to the old FW.
-Please refer to "PSKM_BT2511270EN" when replacing the CPU board or the storage board on the machine with this FW applied,
PDF/A scan function is standardized in the firmware G00-E9 and later versions.

Therefore, PDF/A function that was provided by LK-102 will be enabled once the firmware is installed. If PDF/A Font Data is not installed, the error message will be displayed.

Please be sure confirm PDF/A Font Data is installed in the machine when installing this firmware. Refer KNOVA-PS "PSKM_BT2022690EN" for details.

4. System Requirements
None

w5. How to install
Refer to “IT6_Gxx-S7_LDD_installation_procedure.pdf” when updating the FW on a machine with a LDD installed.
Please refer to Service Manual.

<Function Version>

- **0i

  About Software Switch Settings

    Switch No.: 25

      HEX Assignment: 00 -> Function Version 1.0

      HEX Assignment: 10 -> Function Version 2.0

      HEX Assignment: 20 -> Function Version 2.1

      HEX Assignment: 30 -> Function Version 2.2

      HEX Assignment: 40 -> Function Version 2.3

- **1i

  About Software Switch Settings

    Switch No.: 25

      HEX Assignment: 40 -> Function Version 2.3

6. OpenAPI supported function level
The following is OpenAPI supported function level on this firmware.

OpenAPI:

	OpenAPI Function Level
	5.7.1


Detail:

	Auth
	3.5/3.6/3.7/4.0/4.1/4.2/4.5/4.6/4.7/4.8/4.9/4.10/4.11/4.12/4.13/5.0/5.1/5.5/5.7

	Scan to Application
	3.5/3.6/3.7/4.0/4.5/4.6/4.8/4.9/4.10/4.12

	PullPrint
	3.5/3.6/4.0/4.5/4.6/4.7/4.8/4.9/4.10/4.12/4.13

	Other A
	3.5/4.0

	Job Management
	3.5/3.6/4.0/4.10

	Setup
	3.5/3.6/3.7/3.8/4.0/4.1/4.2/4.5/4.6/4.7/4.8/4.9/4.10/4.11/4.12/
4.13/5.0/5.1/5.2/5.3/5.4/5.5/5.6/5.7

	Link
	4.5/4.6/4.7/4.8/4.9/4.10/4.11/4.12/4.13/5.0/5.1/5.5

	Web Browse
	Auth
	3.5/3.6/3.7/4.0/4.1/4.2/4.5/4.7/4.8/4.9/4.10/4.11/4.13/5.0/5.1/5.5/5.7

	
	Scan to Application
	3.5/3.6/3.7/4.0/4.1/4.5/4.6/4.7/4.8/4.9/4.10/4.12

	
	PullPrint
	3.5/3.6/4.0/4.1/4.5/4.8/4.9/4.10/4.12/4.13

	
	ScrSvr
	3.5/4.0

	
	Launcher
	3.5/4.0/4.8

	
	General
	4.0/4.1/4.5/4.6/4.8/4.9/4.10/4.12/4.13/5.5


7. IWS supported function level
	IWS function Level
	4.2.0


8. Notes
None

* Company names and product names in this document are the registered trademarks for respective companies.
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