Program Release Information
DL-No. DLKM_BT2211603EN

Product name: bizhub C4000i Series/C400-0i Series / C3320i/C332-0i
Subject: <MR> [bizhub C4000i/C400-0i Series] [FW ver. G00-M2] Function Version 2.2 Maintenance Release 2

2022/03/17


1. Release version and download file name

The newly released program version and download file name is as follows.

<bizhub C4000i Series/C400-0i Series / C3320i/C332-0i MFP firmware>

*This firmware can use for Multi-Language. (Multi-Language firmware is the same as this firmware.)

**To build FW-Package MSG1-7 copy the FW to USB-Stick, then run the batch file mkMSGx.bat from root**
	Model
	Program Name
	Current Ver.
	New Ver.
	Program File Name
	Languages*

	C4000i Series C400-0i Series
bizhub C3320i C332-0i
	MFP firmware
	G00-KD
	G00-M2
	AAJT0Y0-F000-G00-M2-990-CHECKSUM-b74a.ZIP
	mkMSGx.bat

(en, de, fr, it, nl)


* mkMSG1.bat (english, german, french, italian, dutch)

* mkMSG2.bat (english, danish, swedish, norwegian, finnish)

* mkMSG3.bat (english, greek, turkish, russian)

* mkMSG4.bat (english, czech, polish, slovak, romanian)

* mkMSG5.bat (english, spanish, portuguese, catalan, basque)

* mkMSG6.bat (english, german, slovenian)

* mkMSG7.bat (english, spanish, portuguese, hungarian)

[Download File Name]
AAJT0Y0-F000-G00-M2-990-CHECKSUM-b74a.DOC (This file)
AAJT0Y0-F000-G00-M2-990-CHECKSUM-b74a.ZIP

2. What changed
2.1 Release of <MR> [bizhub C4000i Series/C400-0i Series / C3320i/C332-0i] [FW ver. G00-M2] Function Version 2.2 Maintenance Release 2
The individual files are as follows.

	Program Name
	File Name
	Note

	MFP Card Version
	AAJT0Y0-F000-G00-M2
	　

	Linux-based MFP Controller
	Linux-4.4.8
	　

	MFP Controller Kernel Program
	A93E0Y0-1C00-G00-C2
	　

	MFP Controller Subset
	AAJT0Y0-1F00-G00-M0
	　

	MFP Controller
	AAJT0Y0-0100-G00-M2
	　

	MFP Controller System
	AAJT0Y0-1000-G00-M2
	　

	MFP Controller Print Controller
	AAJT0Y0-3000-G00-N0
	　

	MFP Controller Print Controller Font
	AAJT0Y0-3F00-G00-N0
	　

	MFP Controller Print Controller Demo Page
	AAJT0Y0-3E00-G00-00
	　

	MFP Controller MIO
	AAJT0Y0-5000-G00-68
	　

	MFP Controller PIC
	A93E0Y0-8200-G00-F6
	　

	Operation panel message data
	AAJT0Y0-8100-G00-M2-990
	　

	MFP Controller OSL
	AA7N0Y0-G000-G07-03
	　

	MFP Controller CHR
	ACVX0Y0-G100-G18-06
	　

	MFP Controller NDJ
	AA7N0Y0-G200-G16-26
	　

	MFP Controller UPL
	AA7N0Y0-G300-G06-00
	　

	Machine Controller
	A93E0Y0-0200-G00-50
	　

	Machine Controller Printer
	A93E0Y0-0220-G00-50
	　

	Machine Controller Media
	A93E0Y0-0230-G00-00
	　

	Integrated Printer Driver Version
	6-2.2b-0-G00-M2
	　


2.2. Addition of function/ Change of specifications

  None

2.3. Fixed issues

1. When operating the remote panel, pressing the panel does not restore the MFP.[INC000000029853/00003095]

2. No trouble alert is displayed after auto self-diagnostic. [INC000000033028]

*Please refer to PSKM_BT2012103EN for more details

3. C-E301 (0xB0CD) may occur when Image Log Transfer function is used.　[INC000000039380]
4. Document upload fails with Family Search Connector. [INC000000042321/00007652]

5. The Copy screen appears after pressing the OK button in the error message.[INC000000029671]

*Please refer to PSKM_BT1930870EN for more details

6. When receiving internet FAX, a file error occurs.  [INC000000044187]

7. When printing Excel and PowerPoint file via USB memory, they are printed in large size. [INC000000045687]

8. The device may wake up immediately after entering into a low-power mode. [INC000000045872/PBM-00004955]

*Please refer to PSKM_BT2114191EN for more details

9. C-E301 (0xB3BB) occurs when pressing the Home button on the machine with LK-114 if the Scan Program is added to the Main Menu.[INC000000046062/PBM-00005053]

*Please refer to "PSKM_BT2117790EN" for more details.

10. The trouble code C-1106/C-1142 may occur when printing with the setting by page and more than 10 sets. [INC000000045820]

*Please refer to PSKM_BT2116342EN for more details. 

11. When forwarding fax and always print are set, it may be forwarded but not printed. [INC000000046349]

12. When printing a specific document via Direct Print, a PS error occurs.  [INC000000046707/ESC0011101]

13. After C-D3C0 was detected, because another trouble code (C-C180) occurs, the [Recover Data] button may not be available. [INC000000046019]

14. When printing a specific PDF file using the Direct Print function, the MFP does not output a document. [INC000000047610/00005362]

15. Half-width space cannot be entered in the simple authentication server settings.[INC000000047935/PBM-00005573]

16. The original document set with double-sided printing is not correctly printed on both sides.[INC000000047936/ESC0011339]

17. When SafeQ is native mode and the language is set with French on the MFP, a part of authentication screen of the MFP is displayed in English.    [INC000000043561]

18. When the rotation correction of searchable PDF is set, it may display the message that the selected mode cannot be used. [INC000000045910/PBM-00005021]

19. Offset occurs when using capsule paper. [INC000000044978]

20. French special characters cannot be set in the SMB password. [INC000000047205/ESC0011502]

21. While performing WSD scan, if another WSD scan is started continuously, the ongoing job cannot be completed.[INC000000047969/ESC0011345]

*Please refer to PSKM_BT2117559EN for more details

22. When Engine SW53 is ON, the machine automatically shifts to the Low Power mode in 1 minute and 30 seconds after no operation.[INC000000048410/PBM-00005705]

*Please refer to "PSKM_BT2117792EN" for more details.

23. Trouble code C-E301 occurs when logging in with 17 or more workflows linked to MFP in Dispatcher Phoenix. [INC000000031661]

24. Wireless connection is disconnected when [Wireless Only] or [Wired + Wireless (Secondary Mode)] is configured. [INC000000035008/PBM-00001251]

Function that makes the MFP reboot and recover the wireless connection when the wireless LAN is disconnected. 

*Following measures of 1, 2, 5, 6 are enabled all the time. Measures 3, 4 can be switched (Enable/Disable). 

DipSWNo. 173 bit5

0x00: Disable (Default)

0x20:Enable

1. If an error of the wireless LAN driver which is in the inside of the FW is detected, internally operate the reset process. (There are three patterns for detecting errors, and one of them, which does not require the reset process, is disabled.)

2. Change the Power Save setting of the wireless LAN driver which is in the inside of the FW to OFF.

3. When [Wireless only] is configured, send PING regularly, and if there is no response for 5 minutes, reboot the MFP. 

4. When [Wired+ Wireless (Secondary Mode)] is configured, send PING regularly to the IP address of fourth LDAP Server, and if there is no response for 5 minutes, reboot the MFP. (Not available for C4000i, C3300i, 4700i) *Please note that the LDAP server registration used as the ping destination has been changed from the fifth to the fourth.

5. Measure for the symptom that IP address becomes 0.0.0.0.

6. Disable the process of acquiring the number of packets transmitted by periodic wake-up.

*Please refer to PSKM_BT2117251EN for more details.

25. Emulation errors may occur when printing certain documents with AirPrint.  [INC000000038017/00006532]

26. Web Connection is not accessible if HTTP/2 is allowed. [INC000000044985/PBM-00004684]

*Please refer to PSKM_BT2118390EN for more details

27. "OOXML print mode" setting does not exist under the utility. [INC000000045033/ESC0010104]

28. The color of the image of the JAM occurrence guidance may be displayed abnormally.  [INC000000047519/00009427]

29. Error may occur when a job is executed to the MFP after staple settings were setup in IWS application. [INC000000047694/ESC0011318,INC000000049213/INC0014775]

*Please refer to PSKM_BT2116343EN for more details

30. "Mode1: GOST P50739-95 Standard" is described in the Erasure Type of the all area overwrite deletion report, and it is not described in the correct method. [INC000000047654/00009462]

The format method will be updated with Write Zero method in this revision.

31. When selecting multiple files from IWS application [EveryOnePrint], some selected files may not be printed.  [INC000000048129/ESC0012004]

32. The start button does not work with using extended JavaScript. [INC000000048178/00009804]

33. When selecting the documents saved in BOX by pressing "Select All" button, the transmission operation log is not recorded.  [INC000000048363/PBM-00005721]

34. The machine does not detect any trouble even if the CPU board of another model is used.  [INC000000048539]

(Note) After applying this FW, trouble code C-D2E1 will be detected if the CPU board of another model is used. 

35. When a specific document is printed by direct print, the color of document may be changed.  [INC000000046406/00009253]

36. If a timeout occurs when performing a PUSH scan on TWAIN, the MFP may not be able to operate. [INC000000047885/ESC0011442]

37. It fails the update of PKI LDD using RDT or FleetRMM.  [INC000000048676/PR00010032]

[Caution]

The countermeasure will be effective when this modified FW is applied.

If the modified FW and PKI LDD are remotely updated at the same time on a machine to which the unmodified FW is applied, this modification will not be effective.

38. When receiving faxes more than 65535 times at a machine with following SoftwareSW settings, the number on the RX management report becomes [0].  [INC000000048572/PBM-00005754]  

SoftwareSWNo..42 (bit 7)

Available to select the function to display the process result of received fax/page count at the section of result/page on the RX management report.

0x00 Disable (Default)

0x08 Enable

39. "Slovenian" is displayed as "Slovanian" wrongly on the language selection screen. [INC000000047403/ESC0011406]

40. The order of the jobs in a BOX cannot be switched between ascending and descending order with Software DipSW_No76(bit3)[INC000000048767/PBM-00005943]

*Please refer to "PSKM_BT2118153EN" for more details.

41. When creating and printing a PCL file with a specific application, the logo mark in the document may not be printed correctly.  [INC000000048672/ESC0012510]

42. When a specific document is printed via AirPrint, some letters may be in bold.

[INC000000048772/PBM-00005882]

43. When FS-540 is installed, it may not punch under certain conditions.  [INC000000048902/PBM-00005942]

*Please refer to "PSKM_BT2210463EN" for more details.

44. When a fax number is entered with KP-102 from "FAX" icon on Classic style , the first digit is not entered. [INC000000049030/PBM-00006012]

*Please refer to "PSKM_BT2117766EN" for more details.

45. After updating the firmware with Remote Deployment Tools, it may not transition to the administrator settings.  [INC000000045698/ESC0010407]

46. When any specific PDF file is selected and printed, it may not be printed. [INC000000048755/PR00010110]

47. Image rotates in a wrong orientation when [Adjust Rotation] of OCR scanning is enabled. [INC000000039137/00006864]

48. When a print job is executed during OCR scan, the printing becomes slow. [INC000000045910/PBM-00005021] 

To enable the countermeasure for the problem, it is required to set the following softwareSW.

Setting of the function to execute OCR processing only at Core1 during the process of print jobs. 

SoftwareSW No. 173 (bit7)

Hex: 00 (Disable [default])

Hex: 80 (Enable)

49. When continuously OCR scan is executed on the machine with extended server authentication, it may take several seconds to start reading the original from ADF.  [INC000000045910/PBM-00005021]

Setting of the function to put the higher priority on the counter management tasks than OCR tasks.

SoftwareSW No. 173 (bit6)

Hex: 00 (Disable [default])

Hex: 40 (Enable)

50. Half-width space cannot be entered in the simple authentication server settings.[INC000000047935/PBM-00005573]

51. Ubiquitous setting is turned off when the main power is turned off / on in the LK-114 + DHCP environment. [INC000000044023/PBM-00004249]

*Please refer to "PSKM_BT2117789EN" for more details.

DipSW166 bit2(0x00, 0x04)

Do not turn off the ubiquitous function even if the IP address changes. (bit2)

0x00: Disable (Default)

0x04: Enable

52. When installing the certificate issued by LMS management site, a 3002 error is displayed during CSRC communication.  [INC000000044923/PBM-00004654]

53. When the time zone of MFP is set with minus, the login from IdP login for Google is failed.  [INC000000050904/00010834]

54. When accessing external SharePoint from a web browser, the print / preview / save icon is not displayed. [INC000000041137/ESC0007720]

55. On Window 11, it may fail to open a scanned document saved in the MFP Shared Folder. [INC000000050285]

*Please refer to "PSKM_BT2120853EN" for more details.

56. The encrypted document in the Box can be previewed on PSWC without entering a password.  [INC000000050688/PBM-00006454]

57. C-FE51 may occur when returning from sleep mode. [INC000000043372]

58. The countermeasure for Secure Client-Initiated Renegotiation (CVE-2011-1473) is not implemented, which allows a client to force renegotiation of SSL/TLS connection encryption parameters without restriction, which can be exploited for a denial of service attack. [INC000000050202/INC0016815]

2.4. Customization

The following customizations are supported in this firmware.

<Notes>

- Operation of the following customization is guaranteed in the customer environment requested via Escalation Tickets.

  When diverting this customization to other customers, please take responsibility on the OC (Operational Company) side for validation to meet their requirements.

1. Print [distribution control number] on the entirety of each page.[INC000000037274]
[Purpose Summary]

The customer's policy is to use the distribution control number function when printing documents, but

The current printing format of the distribution control number do not meet the customer's requirements.

[Customization]

Print [distribution control number] on the entirety of each page.

The following is the setting.

Classic Style->Copy->Application->Stamp/Composition->Stamp Repeat: [ON]->Other->Distribution Control Number.

[DipSW Info]

Print [distribution control number] on the entirety of each page.

DipSW 207 (bit2)

0x00：Disable (Default)
0x04：Enable
[Setting Info]

Enable the above DipSW setting to use these functions.

The following is the setting for this function.

1. Classic Style->Copy->Application->Stamp/Composition->Stamp Repeat: [ON]->Other->Distribution Control Number.

This function works only when Angle is set to "0 degrees" in the [Change/Delete Position] setting.In other words, when the Angle is set to "+45 degrees" or "-45 degrees", the distribution control number cannot be printed on the entire page.

The following is where [Change/Delete Position] setting is located.

Classic Style->Copy->Application->Stamp/Composition->Stamp Repeat: [ON]

2. This function (i.e. printing the distribution control number on the entire page) also works for the printing function.

When this function is used, the distribution control number is forcibly printed on the entire page as the printing function.

3. When using this function, do not use the distribution control number together with other repeat stamps.

2. Increase the maximum SMTP Password length.[INC000000041129]
[Purpose Summary]

The customer uses the system that requires more than 70 characters for the SMTP password. MFP needs to support at least 70 characters.

[Customization]

Increase the maximum password character length up to 128 for SMTP authentication.

[DipSW Info]

Increase the maximum password character length to 128 for SMTP authentication.

DipSwNo.243 bit4

0x00：Disable (Default)
0x10：Enable
[Setting Info]

Enable DipSW settings as shown above when enabling the function.

The following on SMTP Authentication settings is necessary when user authentication is used.

Administrator Settings > Network > E-mail Settings > E-mail TX (SMTP))->SMTP Authentication -> Authentication Setting: Set Value.  (Default)

3. Not to transfer the image log when printing a document in the memory RX box. [INC000000041411]
[Purpose Summary]

The customer store incoming fax documents in MFP and NAS.  They use the memory RX function and image log transfer together to store incoming FAX document into NAS, but sometimes prints the documents stored in memory RX box.

When printing is performed, the image of the printed document is transferred to the NAS by the image transfer log function. 

As a result, duplicate images will be stored in the NAS. To prevent duplicate images from being created on the NAS, this feature is requested.

[Customization]

Not to transfer the image log when printing a document in the memory RX box.

[DipSW Info]

Not to transfer the image log when printing a document in the memory RX box

DipSwNo 204 (bit6)

0x00: disable (default)

0x40: enable

[Setting Info]

Enable DipSW settings as shown above when enabling the function.

4. Hide the USB-related settings menu on both PSWC and operation panel.[INC000000042196]
[Purpose Summary]

Changing the settings related to USB flash is not allowed. It is requested to hide the settings so that the settings cannot be changed.

[Customization]

Hide the USB-related settings such as user box setting in the admin menu on both PSWC and operation panel.

*No setting changes will happen when enabling this function, just hide the menu items.

MFP beeps when it detects USB being plugged in.

[DipSW Info]

Hide the USB-related settings in admin menu on both PSWC and operation panel.

MFP beeps when it detects USB being plugged in

DipSwNo.244 bit2

0x00: disable (default)

0x04: enable

[Setting Info]

Enable DipSW settings as shown above when enabling the function.

Be sure the following DipSW is disabled.

USB address book Import/Export.

DipSwNo72 bit2

0x00 Disabled (Default)

0x04 Enabled

5. SHA-2 support for SNMPv3.[INC000000031146]
[Purpose Summary]

From the customer's policy, SHA-2 support for SNMPv3 is requested.

[Customization]

Add SHA-2 (SHA-224; SHA-256; SHA-384; SHA-512) support for SNMPv3.

The settings are added in the following settings.

Admin -> Network -> SNMP Settings -> SNMPv3 Setting-> General Setting

[DipSW Info]

DipSwNo.244 bit1 (Hex02)

0x00: Disable (default)

0x02: Enable

[Setting Info]

Enable DipSW settings as shown above when enabling the function. 

If you have enabled or disabled the function, please select the algorithm in General Setting.

6. Expansion of the metadata for the image log transfer log. [INC000000039532]
[Purpose Summary]

The metadata for the image log transfer log does not provide enough data for the customer, so add the metadata in the log file (Text file).

[Customization]

Add the following metadata in the log file of image log transfer.

1. File name (print only)

2. Pages in job

3. Sets copied

4. Total copied pages

5. B&W/Colour

6. Page Size

7. File Size

8. Duplex

9. User ID

[DipSW Info]

Add the following metadata in the log file of image log transfer.

DipSW No.204 bit 7 

0x00: Disable (Default)

0x80: Enable

[Setting Info]

Enable DipSW settings as shown above when enabling the function.

- The database for the image log will be rebuilt when the function is enabled or disabled by the DipSW.

Any image log information that remains unsent due to the transmission errors or other reasons will be deleted when the function is enabled/disabled.

- It may take few minutes to enable/disable the function.

- The file size on the log indicates the data size when MFP is preceding the job, not original data size of the customer's document in customer's PC.

- The single-sided / double-sided setting of the I-Fax job is always to be shown as "single-sided".

- The file size of Print Job (PC-> MFP save, MFP-> print) of Secure Print User Box will be "0".

7. The message change for Vender2 mode. [INC000000046234]
[Purpose Summary]

The machine is connected to the external terminal device. Change the message to instruct a user to see the terminal.

[Customization]

When Vendor 2 mode (message type 2) activated and Soft DipSW is enabled, the message change from "Please insert card." to "Refer to the Kiosk to get started.".

[DipSW Info]

When Vendor 2 mode (message type 2) activated and Soft DipSW is enabled, the message change from "Please insert card." to "Refer to the Kiosk to get started.".

DipSW No.240 (bit 4)

0x00:Disabled (Default)

0x10:Enabled

[Setting Info]

Enable DipSW settings as shown above when enabling the function.

8. Allow a user to directly log in to the MFP as a public user from a log in screen of an authentication application.[INC000000048402]
[Purpose Summary]

Allow a user to directly log in to the MFP as a public user from a log in screen of an authentication application.

[Customization]

The function to set the top row of the right pane as the Public user login key that works only on the auth. - browser screen.

[DipSW Info]

DipSW No.239 (bit5)

0x00：Disable (Default)
0x20：Enable
[Setting Info]

Enable the above DipSW setting to use this function.

3. Cautions and Restrictions
None

4. System Requirements
None

5. How to install
Please refer to Service Manual.

Refer to “IT6_2.1_LDD_installation_procedure.pdf” when updating the FW on a machine with a LDD installed.

<Function Version>

  About Software Switch Settings

    Switch No.: 25

      HEX Assignment: 00 -> Function Version 1.0

      HEX Assignment: 10 -> Function Version 2.0

      HEX Assignment: 20 -> Function Version 2.1

      HEX Assignment: 30 -> Function Version 2.2

6. OpenAPI supported function level
The following is OpenAPI supported function level on this firmware.

OpenAPI:

	OpenAPI Function Level
	5.6


Detail:

	Auth
	3.5/3.6/3.7/4.0/4.1/4.2/4.5/4.6/4.7/4.8/4.9/4.10/4.11/4.12/4.13/5.0/5.1/5.5

	Scan to Application
	3.5/3.6/3.7/4.0/4.5/4.6/4.8/4.9/4.10/4.12

	PullPrint
	3.5/3.6/4.0/4.5/4.6/4.7/4.8/4.9/4.10/4.12/4.13

	Other A
	3.5/4.0

	Job Management
	3.5/3.6/4.0/4.10

	Setup
	3.5/3.6/3.7/3.8/4.0/4.1/4.2/4.5/4.6/4.7/4.8/4.9/4.10/4.11/4.12/
4.13/5.0/5.1/5.2/5.3/5.4/5.5/5.6

	Link
	4.5/4.6/4.7/4.8/4.9/4.10/4.11/4.12/4.13/5.0/5.1/5.5

	Web Browse
	Auth
	3.5/3.6/3.7/4.0/4.1/4.2/4.5/4.7/4.8/4.9/4.10/4.11/4.13/5.0/5.1/5.5

	
	Scan to Application
	3.5/3.6/3.7/4.0/4.1/4.5/4.6/4.7/4.8/4.9/4.10/4.12

	
	PullPrint
	3.5/3.6/4.0/4.1/4.5/4.8/4.9/4.10/4.12/4.13

	
	ScrSvr
	3.5/4.0

	
	Launcher
	3.5/4.0/4.8

	
	General
	4.0/4.1/4.5/4.6/4.8/4.9/4.10/4.12/4.13/5.5


7. IWS supported function level
	IWS function Level
	3.5.0


*C3300i/C330-0i is not supported.

8. Notes
None

* Company names and product names in this document are the registered trademarks for respective companies.
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