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Welcome to the OUTWARD course “Computer Network
Overview”! The estimated runtime of this course is 60
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@ Learning Objectives

= Understand network mechanisms

= Understand protocols

= Understand network architectures

= Understand network hardware components

= Understand the latest conditions related to networks

e [loHMMaHMe ceTeBbIX MEXaHU3MOB.

e [ToHMMaHWe NPOTOKO/OB.

¢ [TOHMMaHKWe ceTeBbIX apXUTEKTYP.

¢ [TOHMMaHKUe ceTeBbIX KOMMNOHEHTOB 060py,D,OBaHMﬂ.

¢ [ToHMMaHWe nocneaHmnx YCHOBMVI, CBA3aHHbIX C ceTAMMN.

The learning objectives for this course are as shown here. You will learn why networks are
connected and how data is transmitted. You will also learn how our enterprise networks
are used.

You will learn about the network architecture of companies. You will learn about the main
hardware components used to configure networks.

And finally, you will learn about the latest conditions related to constantly evolving
networks.

This course helps to develop an understanding of basic network environments.

Llenn oByyeHuns onsa aToro Kypca, Kak nokasaHo 3gecb. Bbl y3HaeTe, nodyemMy ceTu NoaKMoYeHbl
N KaK JaHHble nepepatoTcs. Bl Takke y3HaeTe, kKak MCNoMb3yTCA HaLLW KOPNopaTUBHbIE CETH.
Bbl y3HaeTe 0 ceTeBOM apxuTekType KoMnaHuin. Bl y3aHaeTe 06 OCHOBHbIX annapaTHbIX
KOMMOHEHTaX, UCMOmb3yeMbIX OIS HACTPOUKN CeTEN.

W, HakoHeL, Bbl y3HaeTe O NocriefiHMX yCroBusaX, CBA3aHHbLIX C MOCTOAHHO pa3BuBaoLLMMNCSA
ceTamn.

OTOT KypC nomoraeT pas3BuTb NOHMMaHUEe OCHOBHbIX CETEBbLIX Cpes.
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ra=  Course Overview

= Whatis a network?

= Mechanism of networks

= Network hardware components

= Protocols

= Network usage and architectures

¢ Y10 TaKoe ceTb?

* MexaHun3m ceTel

* KOMNOHEHTbI ceTeBoro obopyaoBaHus
e [lpoTOKOAbI

* /\cnonb3oBaHWE CETU N aPXUTEKTYPbI

Networks have become an essential part of our day-to-day lives.

Now, anyone can easily connect to a network not only through a wired
connection at home or in the office, but also through wireless communication
outdoors.

In this course, you will learn about computer networks.

In particular, we will provide an overview of software aspects and hardware
aspects to provide an understanding of the mechanism of networks.

Then, you will learn what networks are and how networks communicate.

CeTn cTaNn HEOTHEMNIEMOM YaCTbiO HalLe NOBCeAHEBHOM KU3HMU.

Tenepb N10O0ON KeNaoLWmUii MOMKET NIENKO MOAKAHUUTLCA K CETU HE TO/IbKO Yepes
NPOBOAHOE coeAnHEHNE AOMa UK B oduMce, HO U Yepe3 BecnpoBOAHYIO CBA3b Ha
yauue.

B aTOM Kypce Bbl y3HaeTe 0 KOMMbIOTEPHbIX CETAX.

B yacTHoCTK, Mbl NpeaocTaBMm 0630p NPOrPaMMHbIX aCMEKTOB M annapaTHbIX
acnekToB., YTobbl 0becneynTb NOHMMaHUE MexaHMU3Ma CeTel.

3aTeMm Bbl y3HaeTe, YTO TaKOe CETU U Kak OHM B3aUMOAENCTBYIOT.
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1 What Is a Network?

= Characteristics of networks
= Transmitting data in a network

This lesson describes what networks are and how data is
transmitted in a network.
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Four elements to understand networks

® Size
® Network architectures
® Topology

® Protocols

A network is a number of computers and peripherals linked together so that data
can be passed between them.

The rise in the popularity of networks has led various approaches to network
construction.

To help distinguish between different approaches, engineers categorize
networks according to four elements.

The four elements are network size, the model or architecture of how the
network functions, the topology, meaning how the networks are arranged, and

the protocols used, which are the set of rules they observe when communicating.

CeTb - 9TO HECKOSTbKO KOMMNbIOTEPOB N NEPUdEPUINHBLIX YCTPOUCTB, CBA3AHHbIX
Mexay cobon Tak, 4TO Mexay HAMKW MOryT nepefaBaTbCs LaHHbIE.

PocT nonynapHocTn ceTen npmeen K pasnuyHbiM Noaxodam K NOCTPOEHUIO
ceTen.

YT0o6bl NOMOYb OTANYUTE pa3sHble NOAXO0Abl, MHXEHEPbl KnacCuuumnpyoT cetu
no 4YeTbipeM afieMeHTaMm.

UeTbipbMsi afieMeHTaMu SBMSKOTCA pa3Mep ceTu, Modesb UNu apxuTekTypa
PYHKLUMOHNPOBAHNA CETU, TOMOSOMNA, TO €CTb, Kak OpraHn3oBaHbl ceTu, u
ncnosnb3yemble NPOTOKOSbI, KOTOpblE NpeacTaBnAlT cobon Habop npasus,
KOTOpble OHW cobnoaatoT Npu obLLeHNN.
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Because addresses are attached to packets,
——— only the correct recipient receives the packets.

n e - -
—
- | XXX.XXX.xxx.002
——
— L =

: | Address: xxx.xxx.xxx.003 |

Bl =

Packet: A block of data at the network layer

Frame: A unit of transmission of data at the
data link layer of the network

The most common forms of data transmission in a network use frames and packets of data.

Apacket is a block of data at the network layer and is destined from one point in the network to another point.
Aframe is the unit of transmission of data at the data link layer of the network.

Packets of data are encoded on top of frames, or in other words frames are used to transfer packets of data across
the network.

The packets are transmitted via cabling or a wireless communication medium used by the network.

In order to identify the destination of the data packet, an address is attached to it.

The address is a unique identifier of the destination point, whether it is a workstation, printer, or other network
hardware component.

In this example, a work station whose address is .002 sends packet data to a workstation whose address is .003.
The destination address attached to the packet ensures that it is directed to the right part of the network.

Only the addressee will be able to receive it.

The structure and addressing of packets is determined by the network protocols the operating system implements.

Hanbonee pacnpoctpaHeHHble dopMbl Nepesayn AaHHbIX B CETU MCMOb3YHOT KaApbl M NAKETbl AaHHbIX.

MakeT npeacTasnseT cob6oit 610K faHHbIX HA CETEBOM YPOBHE M NpeaHa3HayYeH U3 O4HOM TOUYKM CETU B APYrYHO TOUKY.
Kaap - 370 eamHuLUa nepeaym AaHHbIX HA KaHA/IbHOM YpPOBHE CETU.

MaKeTbl AaHHbIX KOAWPYIOTCS NOBEPX KaApOB, UAN, APYTMMMU CNOBaMM, Kafpbl UCNOb3YHOTCA 418 nepesaym NakeTos
OAHHbIX MO CeTu.

MakeTbl NnepegatoTca no Kabento nnm becnpoBoaHOM cpeae CBA3N, UCMONb3YEMON B CETHU.

Y1066 MAEHTUOUUMPOBATL NYHKT Ha3HAYEHWA NAKEeTA AaHHbIX, K HEMY NPUKpPenaaeTca agpec.

Appec aBaseTca YHUKabHbIM MAEHTUOUKATOPOM TOYKM HaszHauyeHus, byab To paboyas cTaHUMUA, NPUHTEP UK APYroi
KOMMOHEHT ceTeBOro 060pyaoBaHus.

B aTom npumepe paboyasn cTaHuma ¢ agpecom .002 oTnpaBaseT NakeTHble AaHHbIE HA PaboYyo CTAHLMIO C

aapecom .003.

AZpec HazHa4YeHUA, NPUKPENAEHHDbIN K NAKETY, rapaHTUPYET, YTO OH HaMnpasaeH B NPaByto YacTb ceTu. ToNbKO
afpecaT CMOXKET NONYYUTb €ro.

CTpyKTypa v agpecauma NakeTos onpeaenatoTca ceTeBbiMM NPOTOKOAMM, KOTOPbIE peannsyeT onepaumoHHas
cuctema.



i Quiz
Click the Quiz button to edit this object

outv'a_r_d__

The data at the network layer is called a "packet" in the 0S| reference
model.

True

False

Submit

Test your knowledge in a quiz!
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1 Lesson Summary

In this lesson, you have learned that:

= A network is a number of computers and peripherals linked
together.

= Networks are classified according to size, network architecture,
topology and protocols.

= Data transmission is generally carried out using frames and
packets.

e Anetwork is a number of computers and peripherals linked together so that
data can be transferred.

e Because there are various ways to create networks, they are classified based
on four items: size, network architecture, topology and protocols.

e Data transmission is generally carried out using frames and packets, and
packets contain address information for identifying the destination.

e CeTb - 3TO HECKO/IbKO KOMMbIOTEPOB U NepudepuiiHbIX YCTPOMCTB, CBA3AHHbIX
MeXay cobol, YToObl MOXKHO Obl10 NepeaaBaTh JaHHbIe.

* [1OCKObKY CYLLECTBYIOT Pa3/iMyHble cCnocobbl CO34aHNA CETEN, OHM
KNacCUPULMPYIOTCA Ha OCHOBE YETbIPEX S/IEMEHTOB: Pa3Mep, apPXUTEKTYPa CETH,
TOMO/IOTMA M NMPOTOKO/bI.

* Mepenada gaHHbIX 06bIYHO OCYLLECTBAAETCA C MCNOIb30BaHMEM KaJpos U
MaKeToB, a MaKeTbl COAEPKaT aApPecHYo MHPopPMaLMIO ANA naeHTUOUKALUN
MYHKTa Ha3Ha4YeHus.

10



2 Mechanism of Networks

= Network size

= Topology

= Ethernet

= Wireless networks
= Token ring

Pasmep cetun
Tononoruna

Ethernet
becnpoBogHble cetu
Token Ring
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This lesson explains the technology used for network
connections.

11
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WAN: Wide Area Network MAN: Metropolitan Area Network

Networks are generally grouped into three categories based on their size: LAN, MAN and WAN.

A LAN is a group of two or more workstations that share a common communications line in a small,
defined area such as a home, office or building.

A LAN has the flexibility to connect as few as two workstations in a home or over a thousand workstations
in a company’s office.

AWAN connects computers that are geographically remote each other to form a broader network, and
interactively connect LANs and other WANS.

This enables the creation of remote offices by connecting the head office with the LANs of branch offices.
A 2-wire connection or satellite connection are used to connect services, usually provided by
telecommunications carriers.

AMAN is a network positioned somewhere between these networks, and is a network system for
interconnecting LANs on a city level.

CeTun, KakK NpaBuio, CrpynnmMPOBaHbl B TPW KaTeropum B 3aBUCUMOCTHK OT Ux pasmepa: LAN, MAN n WAN.
JNlokanbHan ceTb (LAN) - 370 rpynna ns asyx uam bonee paboumx CTaHLUMIM, KOTOPblE COBMECTHO
MCMNONb3YIOT OBLLYIO IMHWMIO CBA3M B HEOONLLION onpeaeneHHomn 061acTu, TakoM Kak Aom, oduc nam
3[aHue.

NIBC no3BonAeT NnoaxatoyaTb BCero Ase paboumne CTaHUmMm B AoMe nam Honee TbicAYM pabounx CTaHLUMI B
opurce KoMmnaHuu.

WAN coeanHAET KOMNbIOTEPDI, KOTOPbIE reorpaduyeckn yaaneHol Apyr OT Apyra, 4Tobbl cGopmmnpoBaThb
Dosiee WUPOKYIO CeTb, U MHTepaKTMBHO coeanHaeT LAN n gpyrne WAN.

3T0 NO3BONIAET CO34aBaTh yAaleHHble OPUCHI, COeAMHANR TONOBHOM OPUC C NOKANbHBIMM CETAMM
dunmanos.

[ByxnpoBOAHOE UM CNYTHUKOBOE COEAMHEHME NCMONb3YeTCA ANA NOAKNYEHMA YCAYT, 06bIYHO
npeaocTaBAAEMbIX ONepaTopamm CBA3N.

MAN - 3TO CeTb, paCno/IOKEHHaA rAe-TO MeXAy 3TUMM CETAMM, M CeTeBasA CMCTeMa ANA COeANHEHMA
JIOKa/NbHbIX CETeM Ha YPOBHE ropoAa.

12
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Network system within a limited space
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« Small network in a home or office
+ Sharing of files and printers

LANs have become extremely popular because of their
various applications for business and personal use due to
their flexibility.

A LAN can be used to share files, hardware resources and
other network resources such as printers or mail servers.
There are many different approaches to setting up a LAN,
but the principal types you are likely to encounter are
explained in 2.2 Topology and Lesson 3: Protocols.

JlokanbHble ceTu cTanu YpesBbl4anHO NONynNsApHbIMAU NU3-3a
NX Pa3fINYHbIX MPUNOXEeHNN anga busHeca v NUYHOro
ncnonb3oBaHua bnarogapst X rMbKOCTW.

JlokanbHas ceTb MOXXET UCMOSb30BaTbCs AN obMeHa
dhannamu, annapaTtHbIMU pecypcamMmn 1 Opyrumu
ceTeBbIMU pecypcamu, TaKUMU Kak NPUHTEPLI UK
noyToBble cepBepbl. CyLlecTByeT MHOIo pasHblX NOAXO40B
K HacTpouke JIBC, HO OCHOBHbIE TUMbI, C KOTOPbLIMU Bbl,
BEPOATHO, CTONIKHETECH, ONncaHbl B 2.2 Tononormsa n Ypok
3: MNMpoTokonsi.

13
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Interconnection of geographically separated points by LAN

« Connect with 2 wire connection or satellite connection.

« The nationwide network that mobile phone companies provide.

A WAN joins together LANs and other WANS to form a broader
network covering large and often remote areas. WANSs often use
a 2 wire connection or satellite connection to link together
smaller, more localized networks.

The network that mobile phone companies provide nationwide
can be said to be a WAN.

WAN o6beguHaeT nokanbHble 1 gpyrme rnobarnbHble ceTn ass
dopmMmupoBaHus bonee LNPOKOM CETU, OXBaTbIBaKOLLEN
bonbwure n bonee yganeHHble panoHbl.

B rnobarnbHbIX CETSX YaCTO UCMOSb3yeTCs ABYXNPOBOAHOE UMK
CMYTHUKOBOE COoeanHeEHNE YTOObI CBA3aTb BMECTE MEHbLUNE,
bonee nokanma3oBaHHbIE CETU.

CeTb, KOTOPYIO NPeaoCcTaBnAT KOMMAHUM MOBUNBHOW CBSA3U
Mo BCEW CTpaHe MOXHO cka3aTtb, YTo WAN.

14
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Covering a metropolitan level to interconnect LANs
They cover a range larger than LANs and smaller than WANs

+ Optical fiber cable backbone

+ Built with L2 or L3 switches using RJ-45 Ethernet

MANSs refer the networks that are larger than LANs and smaller than WAN:Ss.
However, there is no definite boundary that can be used for classification. This
network is also used as a campus network nowadays.

Applications include use in the entire area of a single university, the entire area
of a single company and the entire area of a single city.

Optical fiber cable is used for the backbone and is constructed with L2 or L3
switches using RJ-45 Ethernet. L2 switches work as a hub which has a bridge
function. L3 switches specify the route of data.

MAN - 310 ceTn, koTopble bonblie, yem LAN, n meHblue, yem WAN.

Tem He meHee, HeT onpeaeneHHOW rpaHunLbl, KOTOPas MOXKeT ObITb
MCNONb30BaHA ANA KNaCCUPUKaALMKM. ITa CETb TaKKe MCNONb3YETCA B KAYeCTBe
CeTW KaMMyca B HaCToALLEee BpemA.

[MTPUNOXKEHMA BKIOYAIOT MCNO/Ib30BAHNE HA BCEM TEPPUTOPUN OQHOTO
YHMBEPCUTETA, HAa BCEM TEPPUTOPUMN OAHON KOMMAHUM N HA BCEN TEPPUTOPUMA
OlHOro ropoJa.

ONTOBONIOKOHHbIN Kabenb MCNOAb3yeTCA A4 MarncTpanm n COCTOUT U3
KommyTaTtopoB L2 nam L3 ¢ nucnonbsosaHmem RJ-45 Ethernet. KommyTtaTopsbi L2
pPaboTatoT Kak KOHLEHTPATOP, KOTOPbIM MMeeT QYHKLMIO MOCTa. KommyTaTopb!
L3 onpenenaoT mapLpyT AaHHbIX.

15
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Topology: Underlying structure of a network
Nodes: Workstations, servers and other devices

Pbygical topology

= =
N’

- Physical star topology
- Logical bus topology

Topology is the underlying structure of a network.

Physical topology refers to how a network is physically
connected, and logical topology refers to how data is
transmitted around the network.

A network’s physical topology may be of one kind, and its
logical topology of another kind. For example, a network with
a physical star topology may have a logical bus topology. In
topology, the workstations, servers and other devices
forming the network are called nodes.

Tononorna asnaeTca 6a3oBOM CTPYKTYPOWN CETM.
dunsunyeckasa Tononornsa onpenensieT, Kak PuU3nyeckm
CBA3aHa CeTb, a norndeckasi Tornosiorust onepeaensieT, Kak
AaHHbIE NepeaarTcs No CeTu.

dusnyeckasa Tononorna cet MoxXxeT ObITb OOHOro TMNAa, a
ee fiormyeckas Tononorusa - Apyrum. Hanpumep, cetb C
donamndeckom TonosiorMen 3sesaa MoXeT UMeTb TOMNOSOruIo
norn4yeckou WuHbl. B Tononorun pabo4vne ctaHumuu,
cepBepbl 1 Apyrne ycTpomncTea, obpasyroLumne ceTb,
Ha3bIBaAOTCA Y31amu.
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Physical Topology

' Three main types of topology

= =

Click the information button to display details on each topology.

The physical topology refers to the way networks are physically interconnected at the
hardware level.

This affects how robust the network is and determines how it reacts if, for example, a
workstation fails.

Three typical topologies are the star, bus and ring types. These are not always used
alone and there are also hybrid topologies and mixed topologies that combine several
network structures.

AWAN is a very common example of a hybrid network because it is connected to a
combination of different types of networks.

Click the information button to display details on each topology.

dur3myeckan Tonoaorna onpeaenaeT, Kak ceTn GU3nYecKm B3aMmMOoCBA3aHbl Ha
annapaTHOM YpPOBHE.

OTO BAMAET Ha HAAEKHOCTb CETU M ONpPeaenAeT, Kak OHa pearnpyeT, Hanpumep, Ha
cbon paboyen cTaHUMM.

Tpy TUNMYHbBIE TONONOTMMK - 3TO 3BE3Abl, LUMHbBI U KoAblLa. OHM He BCeraa MCcnosb3yoTca
OTAENbHO, a TaK¥Ke CyLWEeCTBYOT rmbpmnaHble TONONOMMM U CMeLlaHHbIe TONOA0TNK,
KoTopble 06beaNHAT HECKOIbKO CETEBbIX CTPYKTYP.

WAN aBnaeTcs 04eHb PacnpoCcTPaHeHHbIM MPUMEPOM TMOPUAHON CETK, MOTOMY YTO OH
CBA3aH C KOMBUHaUMeN pa3NNYHbIX TUNOB CETEN.

HaxkmuTe KHOMKY MHPopMaLmMK, 4ToObl 0TOOPa3nTb AEeTaM MO KaXKA0M TONONOTUN.

17
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Star Topology

« Adevice such as a switch or a hub is placed in the center
« Highly fault-resilient
+ Easy to expand

= =
gl | -
= J:@ \\:L..@_/‘/J9

Back to physical
i ] Pvses @

Bus o Ring topology

In a star topology, workstations are connected together via a central distribution point.
In most LANSs a specific device, called a network switch, serves as the central distribution
point.

Physical star topologies allow the network to be more robust against cabling failures or
workstations going offline.

Also, it is easier to extend a star network than other topologies. Because of these factors,
most networks run with physical star topologies.

The drawback is that the entire network is affected when the central switch or hub fails.

B Tononorumn «3se3ga» paboume CTaHUMM COEANHEHDBI BMECTE Yepes LIEHTPaIbHY TOYKY
PacnpPoCTpaHeHums.

B 601bLWNHCTBE N0KANbHbIX CETEM KOHKPETHOE YCTPONCTBO, Ha3biBAEMOE CETEBbIM
KOMMYTaTOPOM, C/TYXKUT LLeHTPaIbHOM TOYKOM PacnpoCTpaHeHus.

®dusnyeckme 3Be34Hble TOMNONOTMM NO3BONAIOT CeTU BbITb BOoNee yCTOMUYMBOM K OTKa3am
KabenbHOM CUCTEMbI UIN OTKAKOYEHMIO PAaDOYMX CTAHLMIA.

Kpome Toro, paclumMpuTb 3BE3AHYIO CETb MPOLLE, YeM ApYyrme Tonoaormm. M3-3a atunx
baKkTOpOB BONBLLWKMHCTBO ceTen PaboTatoT C PUIMYECKUMM 3BE3AHBIMM TOMONOTUAMM.
HenocTtaToK 3aKkato4aeTca B TOM, YTO BCA CETb NOABEPIKEHA BAUAHMIO COOA LLEEHTPANIbHOTO
KOMMYTaTOPa M/ KOHLLEHTPaTopa.

18



Bus Topology outard

ASSOCIATE

-——'I]E
Terminating resistor (terminator)
| \I
o In Bus (backbone)
=
= = '
+ Devices connect to a single bus (backbone)
* There are terminating resistors at each end
. ) . Back to physical
Star @ Ring @ tEBoloay o

A physical bus topology is a system in which devices are connected to a
single cable called a bus or backbone.

The backbone is usually terminated by a special device called a terminator.

Terminators are necessary to prevent signals bouncing back into the bus
after they have reached either end of the bus. When a bus fails, all
communication on the network is lost. The physical bus topology is now
hardly used in general networks.

Tononormns GU3NYecKom LWKHbLI - 3TO CUCTEMA, B KOTOPOM YCTPOMCTBA
NOAKNOYEHbI K 0OAHOMY Kabento, KOTOPbIN Ha3blBAETCA LUMHOM UM
MarmcTpanbto.

Marunctpanb 06bl4HO 3aKaHYMBAETCA CNeLyMasbHbIM YCTPONCTBOM,
Ha3blBa€MbIM TEPMMUHATOPOM.

TepMmuHaTOpbl HEOBXOAMMBI ANA NPeaoTBPaLLEHNA OTCKOKA CUIHA/OB
06paTHO B LUMHY NOCAE TOro, Kak OHW AOCTUIAN Nt0BOro KOHLA WnHbI. [pu
cboe WKHbI BCs CBA3b B CETU TepaeTca. Tononorna GU3n4ecKom LWnHbI B
HacToALLee BpeMa NPaKTUYECKM HE MCMOb3YeTCA B 0OLLMX CETAX.

19
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« Adjacent workstations are connected to each other to form a ring
+ Data flows in one direction
+ The cable length can be extended
CmexkHble paboyme mecTa coeamHeHbl ApYr C Apyrom, 06pasys KobLo
[aHHble NnepeaatoTca B O4HOM HanpaBaeHUn
[nvHa Kabens moeT ObiTb yBenmqu_aLn =
= = T
LN | =
. Back to physical
Star @ Bus @ olsslogy %

In a physical ring topology, each workstation is connected to two other
workstations.

A workstation can only receive data packets from one direction and pass it on in
the other direction.

Aring topology allows each workstation to boost the signal, thus increasing normal
cable distance restrictions.

The drawback is that when any of workstations fail, all communication is lost. The
physical ring topology is now hardly used in general networks.

B Tononornm pr3mMyeckoro Konblla Kaxkaaa paboyan cTaHUMA NOAKAOYEHA K ABYM
ApYyrum paboymm CTaHUMAM.

Paboyas CTaHUMA MOXKET NPUHMMATb NaKeTbl AaHHbIX TONIbKO U3 O4HOTIO
HanpaBAeHWA M NepeaaBaTb UX B APYrOM HanpasBaeHUN.

KonbueBaa TONoA0rnsa No3BoAseT Kaxkaon paboyein CTaHUMMU YyCUAMBATL CUTHAN,
TEM CaMbIM yBENNYMBAA 0ObIYHbIE OTPAHUYEHMA Ha PacCToAHME Mexay Kabenamu.
HenocTtaTkom ABaaeTca 1o, 4To npu cboe ntobom 13 paboymx cTaHUMN BCA CBA3b
TepaeTca. Tononorns G1U3n4Yeckoro KosblLa B HacToALLEe BPEMA NPAKTUYECKN He
MCcnonb3yeTca B 0OWMX CeTAX.
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Two main types of topology

1Y
.Hn

Logical bus topology Logical ring topology
(When the physical topology is star.) (When the physical topology is bus.)

The logical topology determines how workstations communicate with each other and is defined
on a software or functional level.

The two dominant configurations are bus and ring.

Alogical bus topology can operate in either a bus or star physical configuration, and messages
are simultaneously sent to all workstations.

Modern networks use network switches that only route packets to the recipient workstations.
This improved behavior, however, does not affect the logical bus topology.

In a logical ring topology, packets are transmitted sequentially around the network in a given
order.

Physical ring topologies suffer the disadvantage that every node is essential to the network
functioning well.

Failure of any node results in the failure of the network.

JNlornyeckan Tononoruna onpeaensaeT, Kak paboune cTaHUMM B3aMMOAENCTBYIOT APYT C APYrOM, U
onpeAenAeTca Ha NPOrpaMmMHOM AN QYHKLMOHAIbHOM YPOBHE.

[1Be AOMUHMPYIOLME KOHOUTYPALIMM - LUMHA U KOAbLLO.

TonoNorna N0rMyYeckom WnHbI MoXeT paboTaTb B GU3NYECKON KOHOUTYPALLMM LWNHBI UK
3B€3/bl, ¥ COODLLEHNA OAHOBPEMEHHO OTNPABAADTCA Ha BCe paboumne CTaHUMMN.

CoBpeMmeHHble CeTM UCMO/b3YHOT CETEBbIE KOMMYTATOPbI, KOTOPble HANPABAAKT NaKeTbl TOJbKO
Ha paboune CTaHUMK-NoAyYaTeNN.

370 yAyylEeHHOe NoBeAeHME, OAHAKO, HE BAUAET Ha TOMOOTUIO IOTUYECKOM LMHBI.

B TOMONOMMM NOTMYECKOro Ko/blL,a NakeTbl NepesatoTca NoCAeA0BaTeIbHO NO CETU B 3343aHHOM
nopAazake.

dusnyecKkme KosbLeBble TONONOMMK CTPAAA0T TEM HEAOCTATKOM, YTO KaxKAbll y3en Heobxoamm
[NA HOpManbHOM paboTbl CeTy.

OTKa3 ntoboro y3na NPMBOAMT K OTKA3y CETU.
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Cable type Cable connectors Cable length
R - 10BASE5
' -5 100BASE-TX
-
- - Transfer method
EE._—J - h Transfer speed

Cable used

Data transmission method

Ethernet is a standardized way of connecting computers to create a
network.

It specifies what kind of cables to use, how to connect the cables together,
how long cables can be, how computers transmit data to one another using
these cables and more. It also specifies the maximum transfer speed.
Because there are rules for the naming of standards, a certain amount of
information can be obtained from the name.

Ethernet - 3To cTaHAAPTU3NPOBAHHbBIN CNOCOD COEAMHEHUA KOMMbIOTEPOB
1A CO34aHMA CeTu.

B HEM yKa3bIBaeTCs, Kakme Kabenn UCNoIb30BaTh, Kak X COEANHATD,
KaKoBa [/1MHa Kabenen, Kak KOMNbloTepbl NepeaatoT AaHHble Apyr Apyry C
MOMOLLbIO 3TUX Kabenew 1 T. 4. TaKKe yKa3biBaeTcA MakCMManbHasa
CKOPOCTb Nepeaayn.

[MOCKONBKY CYLLECTBYIOT NpaBlIa UMEHOBAHWA CTaHAAPTOB, ONpeaeneHHoe
KOZIMYECTBO MHPOPMALMM MOMKET ObITb NONYYEHO M3 Ha3BaAHMA.
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=1 A packet containing the address and
—————— message is transmitted

XX.XX.XX.XX.XX.BB

TOo 2 XXX XX XOCAA

XX XX XX.XX.XX.EE

= =
To : AA

| XX XX.XX.XX.XX. DD |
Broadcasting

Ethernet works on the following principle.

If a workstation has a message to send, it first checks to see if the line is free.

If the line is busy, the transmitter waits for a random period of time and then tries
sending the message again.

It then transmits a data packet containing the address and message information
onto the network.

Each workstation receives the message simultaneously. The workstation whose
network address matches that attached to the message accepts the message,
while all other workstations simply disregard it. This method is called the
broadcasting.

Ethernet paboTaeT no cheaytowemy NPUHLANY.

Ecnn Ha paboyeit cTaHUMM ecTb coobLLEHWe A1A OTNPaBKM, OHa CHavana
nposepseT, cBob6oAHa M NTNHUA.

Ecnn nnHKWA 3aHATa, NnepeaaTymK OXKMAOAET CAYHalHbIN Nepuoa BpeEMEHM M 3aTeM
NblTaeTcA OTNPaBUTb COOBLLEHNE CHOBA.

3aTem OH NepesaeT NakeT AaHHbIX, COAepPKaLLMn aapec U MHPOPMALMIO
coobLeHusa, B CeTb.

Kaxkaasa paboyan cTaHuUmMA noayvaeT cooblieHne oaHoBpeMeHHO. Pabouyas
CTaHUMA, CETeBOM aZpec KOTOPOW COBMNAAAET C aZpeCcoM, MPUKPENIEHHbIM K
CcoObLEeHMIO, NPUHMUMAET cOoobLLEHME, B TO BPEMSA KaK BCe OCTa/ibHble paboyme
CTaQHLMM NPOCTO UTHOPUPYIOT ero. ITOT MeTO/, Ha3bIBAETCA BElllaHMEM
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+ Security risks ‘ Control using switches
* Risk of collision mm) Resending

.
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| XX XX XX.XX.xx.CC |

Broadcasting presents a security risk, as every workstation potentially has access to every
message sent over the network.

Data collision is also a risk with Ethernet systems, as two workstations may start to transmit
messages simultaneously. When a collision occurs, the data is broken and cannot be read.
This problem is dealt with in Ethernet systems by reattempting the transmission of the data
that was affected by the collision.

In modern LANs where Fast Ethernet is used, it is typical to deploy switches rather than hubs
for interconnecting devices to one another.

Switches are more intelligent than hubs and only transmit data to the computer it is destined
for, therefore alleviating security issues, as not every workstation on the network is able to
receive all transmitted data.

BelwaHne npeacTtaBaaeT yrpo3y 6e30nacHOCTM, NOCKObKY Kaxaan paboyasa cTaHumA
NOTeHUMaNbHO MMEET A0CTYN K KaXKA0My COODLLIEHMIO, OTNPABAAEMOMY MO CETH.
CTONKHOBEHME AaHHbIX TaKKe NpeacTaBAAeT onacHOCTb Ans cnuctem Ethernet, nockonbKy ase
paboyne CTaHLUMM MOTYT HavyaTb NepeaasaTb COOOLIEHNA 0AHOBPEMeHHO. Koraa npoucxoanT
CTO/NIKHOBEHWE, AaHHble HAPYLIATCA U He MOTYT ObITb MPOYMTAHbI.

OdTa npobnema peluaeTcs B cuctemax Ethernet nytem NnoBTOPHOM NONbITKM NepeaaYm AaHHbIX,
Ha KOTOPble MOBANANO CTO/IKHOBEHME.

B coBpemeHHbIX N0KabHbIX CETAX, rAe ncnonbayetcs Fast Ethernet, 06bl4HO MCNONBL3YIOTCA
KOMMYTaTOPbl, @ HE KOHUEHTPATOPbI A5 COeANHEHMA YCTPOMCTB APYT C APYTOM.
KommyTaTopbl 60o1ee MHTeNNeKTyanbHbl, Y4eM KOHLEHTPATOPbI, N NepeaatoT AaHHble TONbKO Ha
TOT KOMMbIOTEP, /19 KOTOPOro OHM NpeaHa3HaYeHbl, YTO yCTpaHAeT Nnpobaembl 6e3onacHoCTH,
MOCKO/IbKY He Kaxaan paboyas CTaHUMA B CETU MOXKET NPUHMMATb BCE NepeaBaemble JaHHbIe.
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MHOrOCTaHLMOHHBIN AOCTYN C KOHTPOMIEM HeCyLLel U 0BHapyKeHUeM CTONKHOBEHUI

[ CSMA/CD: Carrier Sense Multiple Access with Collision Detection

u : . 1
1. CS: Carn_er Sense CS: KOHTPONIb HOCUTENA 1 feticmeun cmanyuu darssix no
2. MA: Mu|tlp|e Access MA: MHOMKECTBEHHbI AocTyn 0bHapy#eHur 8 pusuyeckoli cpede
. o H 710Kan6HOU 8bI4UCAUMENbHOU cemu
3. CD: Collision Detection CD: obHapy»KeHWe CTONKHOBEHMI nepeday om dpyeux cmanyud.
2
—

—— — -

3 I
2
XXX XX XX XX,
_i=
’ ;’d‘ -

| o= |

—

XX.XX.XX.XX.XX.CC | &

| XX.XX.XX.XX.xx.DD | To : Xx.Xx.XX.XX.Xx.BB

CSMA/CD provides instructions on how to send data and how to deal with collisions.

The following procedure is used when sending data.

1. Carrier Sense is a process for confirming that another node is not transmitting before commencing transmission.
Data is sent if no other nodes are transmitting, and data is sent after waiting for a random period of time if another
node is transmitting.

2. Multiple Access means that multiple nodes share the same line and multiple pieces of data can be present on the
same line at once.

Each node compares its own address data with the destination address, and only reads data addressed to itself, while
discarding all other data.

3. Collision Detection destroys data if a collision occurs within a cable when multiple nodes are transmitting at the
same time. Because abnormal signal patterns and voltage levels occur when data collides, each node detects collisions
based on these.

Transmission is promptly terminated when a collision is detected, and transmission of data is resumed after waiting for
a random period of time.

CSMA / CD codepxcum UHCMPYKUUU O MOM, KOK omnpasaame OaHHbIE U KAK CNPasaAamsCa C KOAAU3UAMU.
Cnedyrowas npouyedypa uchosne3yemca npu omnpaske OaHHbIX.

1. Carrier Sense - a3mo npouyecc noomegepxoeHuUs moao, Ymo Opyeoll y3en He ocywecmandem nepedady 60 Ha4yana
nepedayu.

JlaHHble omnpasAsomcsA, ecau HUKaKue opyaue y3asl He nepedarom, U 0aHHbIE OMNPasAAMCH NOC/Ae OXUOAHUA 8
meuyeHue cny4aliHo2o nepuoda spemeHu, ecau Opyeoli y3en nepedaem.

2. MHoxtecmeeHHbIl docmyn 03Ha4Yaem, Ymo HEeCKOsbKO Y3/108 COBMECMHO UCNOsb3Yom 00HY U My Xe CMPOKY, U
HeCKos/1bKO ppa2meHmos OaHHbIX MO2ym npucymcmesosams 8 00HOU cmpoKe 00HO8PEeMeHHO.

KaxcOelli y3en cpasgHusaem caou cobcmaeHHbie a0pecHsle OaHHbIE C A0PecoM Ha3HAYEHUS U CYUMbIBAem mosbKo
O0aHHble, a0pecosaHHble camomy cebe, npu amom ombpaceIBas 8ce 0cMasnbHble OGHHbIE.

3. O6Hapy@ceHuUe cMonKHOBEHUSA yHUYMox1caem O0aHHble, ecau 8 Kabese npoucxodum CmMosKHO8eHUE, Ko2od
HEeCKO/bKO y3/108 OCyULecmsndaom nepedayy o0Ho8pemeHHO. [T0CKO1b6KYy aHOMAsbHble wWabnoHb! CUHAM08 U yPOBHU
HaNPAMEeHUS 803HUKAOM NPU CMOSIKHOBEHUU OGHHbIX, KaX(ObIl y3en obHapyx#usaem Kosau3uu Ha UX OCHOBE.
Mepedaya HezamednumesibHO NPEeKPaWaemcsa npu 0bHAPYHEHUU KOAAU3UU, 0 hepedadyd OaHHbIX 80306H0819emcs
nocse o#UOaHUA 8 meYeHuUe Cay4aliHo20 nepuoda 8pemeHuU.
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10BaseX @  100BaseT @)  1000BaseT @ 10GBaseT @

| 10BaseX | X
[ | 10Base5 i 10Base-T Q
l 100BaseT I

X

|| 100BaseFX | 105pamamra'00BaseT2 | 100BaseT4
I 1000BaseT |

WODDEEEEEY G 10GBaseT IDIEEY:e9.4

| 10GBaseCx4 | 10GBaseT | LAN PHY WAN PHY

Cable Copper wire Category 6 Single Single
or or or
Category 7, RJ- multi mode multi mode fiber

45 fiber
\ Transfer speed 10 Gbps 10 Gbps 10 Gbps 10 Gbps

There are a number of Ethernet network variants. Each standard is defined by factors such as the cable
type, transfer speed and number of nodes.

10Base5 was standardized by IEEE in 1983, and became the first Ethernet standard to become popular in
the private sector.

10Base5, 10Base2 and 10Base-T were standardized, in that order. Abus topology using a co-axial cable was
used until 10Base2.

Astar topology using a Unshielded twisted pair cable, or UTP cable for short, and a hub similar to the
modern configuration has been used since 10Base-T. Since then, 100BaseT, known as Fast Ethernet, has
become standards, enabling transfers at 100 Mbps, as has Gigabit Ethernet, enabling transfers at 1Gbps.
Now, 1000BaseT is the most widely used standard in general environments.

There are also standards for 10Gbps or more, but they are currently only used in certain data centers and
have not become widespread.

Click the information button to display details on each standard.

CyLLecTByeT HECKO/IbKO BapuaHTOB ceTh Ethernet. Kaxablit cTaHaapT onpeaenseTca Takummn GdakTopamuy,
KaK TMn Kabens, CKopocTb nepesayn 1 KoNMYecTBO y3/10B.

10Base5 6bin cTaHaapTm3mposaH IEEE 8 1983 roay n ctan nepsbiM cTaHAapTom Ethernet, cTaBwmnm
NONyAAPHbLIM B YaCTHOM CEKTOpE.

10Base5, 10Base2 n 10Base-T bblaM cTaHAaPTU3MPOBAHbI B STOM NopaaKe. TONoA0rMsA WKHbI C
MCNO/Ib30BaHMEM KOaKCManbHOro Kabens ncnonbsosanach Ao 10Base?2.

Tononorua «3se3ga» C MICNOJIb30BaHMEM HEIKPAHMPOBAHHOM BUTOM Napbl nam kabens UTP ana KpaTkocTy,
a TaK¥Ke KOHLeHTPaTop, aHa/IorMYHbIM COBPEMEHHOM KOHDUIypaLumm, ncnonbyetcs ¢ 10Base-T. C Tex nop
100BaseT, n3BecTHbIN Kak Fast Ethernet, ctan ctaHgapTom, obecnednsatomm nepesady JaHHbIX CO
ckopocTbio 100 M6uT / ¢, Tak e Kak 1 Gigabit Ethernet, obecneunsan nepeaady AaHHbIX CO CKOPOCTbIO 1
remt / c.

B HacToswee Bpema 1000BaseT aBnaeTcs Hanbonee WMPOKO UCMO/b3yeEMbIM CTaHAAPTOM B 0ObIYHbIX
YCN0BUSAX.

CyLLecTBYIOT Takske cTaHaapTbl ana 10 F6ut / ¢ n bonee, HO B HacToALLEE BPEMS OHWU UCMO/b3YHOTCA TO/BKO
B OMnpeaeneHHbIX LeHTpax 06paboTKM AaHHbIX M HEe NOAYYUAN WMPOKOrO PacnpocTpaHeHns. HaxkmuTe
KHOMKY MHPOPMaLMK, YTOObl 0TOBPA3UTb AeTann N0 KaXKA0MY CTaHAAPTY.
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7 - Application -

6 - Presentation -

5 - Session -

4 - Transport -

3 - Network |IEEE 802 layers plus Logical Link Control — LLC

2 - Data Link Logical Link Control - LLC plus Medium Access Control (MAC)

1 - Physical Medium Access Control (MAC) plus Physical

A wireless network uses radio waves to create a LAN without cables.

There are several ways to connect, and infrastructure mode is the wireless LAN format most widely used now.

It is a star network where communication is carried out through an access point without direct connections between
clients.

Ad-hoc mode provides direct peer-to-peer communication between clients.

It enables direct exchanges of data and printing on printers without an access point, but the configuration is
somewhat complicated.

Wi-Fi Direct uses a software approach in which one device has an Access Point function and behaves as the AP, and
the clients directly communicate with each other. Devices negotiate which one will act as the AP on the first
connection. It is a direct connection, but configuration of the connection and security can use infrastructure mode
because it is seen as a normal access point by clients.

A commonly used wireless network standard is IEEE802.11x, which is defined by the Institute of Electrical and
Electronics Engineers, or |EEE.

The OSI reference model described in Lesson 3 and the IEEE standard map to each other as shown in the table.

BecnpoBoaHas ceTb MCNONb3YeT PaMOBO/IHbI A1A co3aaHus JIBC 6e3 kabenei.

CyLLecTByeT HECKO/IbKO CNOCOH0B NOAKNOUEHUS, N PEXUM MHPPACTPYKTYPbI ABNAETCA Hanbonee pacnpoCTpaHeHHbIM
bopmaTom 6ecnpoBOAHOM N0OKabHOM CETU.

3T0 3Be34HaA CeTb, B KOTOPOW CBA3b OCYLLECTBAAETCA Yepes TOUKY A0CTyna He3 NpAMbIX COeAMHEHWI MeXay
KAMEeHTaMM.

(Ad-hoc) CneupanbHbI pexknum obecrnedymBaeT NPAMYO OAHOPAHIOBYHO CBSA3b MEXKAY KAMEHTaMM.

OH NO3BOAAET OCYLLECTBAATL NPAMON OOMEH AaHHbIMKW M NeYaTb Ha NPUHTEPax 6e3 TOYKM A0CTyna, HO KoHbUrypauma
HECKO/IbKO CNOXHaA.

Wi-Fi Direct ncnonb3yeT nporpammHbiii Noaxoa, Npu KOTOPOM OAHO YCTPOMCTBO MMeeT QYHKLMIO TOYKM A0CTyNna U
BedeT cebA Kak TOYKa [0CTyna, a KAMEHTbl HAanpsamMyto 0bLWATCa APYT C APYromM. YCTPOMCTBA COrlacoBbIBALOT, KAaKOM
13 HUX ByAeT AeNCTBOBATL B Ka4eCTBe TOUYKM A0CTyNa ANSA NepBOro coeanHeHUs. 3T0 NPAMOe CoeAMHEHME, HO NpU
HaCTpOWKe coeanHEHNA 1 6e30MacHOCTM MOYKHO MCMO0/Ib30BaTb PEXUM MHDPACTPYKTYPbI, MOTOMY YTO KAUEHTbI BUAAT
€ro Kak 0bbl4HY TOYKY A0CTyna.

O6bl4HO NUCNONb3YyeMbIM CTaHAapPTOM BecnpoBoaHoM ceTh asaseTca IEEE8D2.11x, KoTopbit onpeaeneH NHCTUTYTOM
WHXXEHEPOB MO 3/1eKTPOTEXHUKE U 3MIEKTPOHUKe nan |EEE.

STanoHHaa moaenb OSI, onucaHHada B ypoKe 3, 1 ctaHaapT IEEE conocTtaBaatoTca apyr ¢ Apyrom, Kak NOKasaHo B 27
Tabnnue.
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SSID/Encryption and Authentication

SSID (Service Set Identifier)

+ Identifiers for access points in a wireless LAN

Encryption and authentication
« Mechanism for preventing access from outside and interception of communication
+  WEP (Wired Equivalent Privacy) and WPA (Wi-Fi Protected Access) can be decrypted

«  WPA2 (Wi-Fi Protected Access 2) uses stronger encryption technology and is
more secure at this time
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Can be intercepted due
to having a simple key

SSIDs are identifiers for access points in a wireless LAN. They can be set for each access point using up
to 32 alphanumeric characters.

Access points are identified based on this name when connecting to a wireless LAN.

A wired LAN cannot be joined without connecting a LAN cable, but wireless LAN can be accessed or
intercepted from outside within the range of the signal. This problem is prevented by encryption. At
present there are three types of encryption: WEP, WPA and WPA?2.

However, the use of WEP and WPA is not recommended because the encryption has already been
broken.

WPA?2 is an improved version of WPA, and is currently the most secure because it uses the more robust
Advanced Encryption Standard, or AES for short, for encryption. It can also communicate with devices
supporting WPA because it has backward compatibility with WPA.

SSID - 310 naeHTMdMKATOPbI TOYEK A0CTyNa B 6ecnpoBoAHON NOKanbHOM ceTn. OHM MOTYT ObITb
YCTaHOB/EHbI ANA KaXKA0M TOUYKM A0CTYNa, UCNoNb3ya A0 32 BYKBEHHO-LMPPOBbIX CMMBOOB.

TO4YKM AoCTyna onpeaenstoTca Ha OCHOBE 3TOr0 MMEHM NPW NOAKAOYEHNM K BecnpoBOAHOM NOKaNbHOM
ceTu.

MpoBoaHas J/IBC He MoXeT bbITb NoaKkAtoYeHa 6e3 noakntoveHuns kabens J1IBC, Ho becnposoaHan /1BC
MOMKeT ObITb IOCTYNHA MM NepexBaYeHa CHapyKM B Npeaenax AnanasoHa curHana. 3ta npobnema
npeaoTBPaLLAETCA C MOMOLLbIO WNdPOBaHMUA. B HacToALLLee BpeMsA CyLECTBYET TPU TMNA WKMdPOBaAHMA:
WEP, WPA n WPA2.

OaHako ncnonb3zoBaHmne WEP 1 WPA He pekomeHayeTcA, NOCKONbKY WndpoBaHMe yKe Oblno
HapyLeHoO.

WPA?2 - 370 yay4dweHHas sepcua WPA, 1 B HacTosLLee BpeMs oHa Hanbonee 6e3onacHa, NMOCKONbKY ANA
WndpoBaHMA NCNoNb3yeTca Bonee HaAeKHbIM PACLLUMPEHHbIN CTAHAAPT WNPPOBAHMA, NN COKPALLLEHHO
AES. OH TaK)Ke MOKET CBA3bIBATLCA C YCTPOMCTBaMM, noaaepmeatowmmm WPA, NOCKONbKY OH nmeeT
obpaTHYyto coBMmecTMMOCTb ¢ WPA.
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CSMA/CA: Carrier Sense Multiple Access with Collision Avoidance

1. CS Carrier Sense CS: KoHMposb Hocumens®
2. MA: Multiple Access MA: MHoxtecmeeHHbIl docmyn
3. CA: Collision Avoidance  CA: npedomspauyeHue cmosnkHoseHull

Listen @

(standby)
|(&E Busy

@lll

Ethernet protocols use CSMA/CD. However, wireless networks use CSMA/CA because
CSMA/CD cannot be implemented.

Under the control of CSMA/CA, the station needs to listen to the channel during a
preset time in order to confirm whether other stations are transmitting.

When there are other activities, the channel is called “busy” and the station continues
to listen until the channel becomes “idle”, or free status.

When the channel becomes idle, the station is allowed to transmit finally.

However, an inevitable collision sometimes occurs when the station cannot detect the
busy status correctly because of obstructions that are difficult for radio waves to pass
through.

MpoTtokonbl Ethernet ncnonbayot CSMA / CD. OaHako 6ecnpoBoAHbIe CETU UCMOb3YHOT
CSMA / CA, notomy 4to CSMA / CD He MoxeT ObITb peasin3oBaH.

MNopa ynpasneHnem CSMA / CA cTaHUMM HEOBXOAMMO NPOCAYLLIMBATL KaHa B TeYeHne
npeaBapuUTENbHO YCTAaHOBIEHHOIO BPEMEHM, YTODObI NOATBEPANTDL, YTO APYrMe CTaHLUMM
nepeaatorT.

Koraa ectb apyrme AeNCTBUA, KaHA/M Ha3blBAETCA «3aHATY, U CTaHLUMA NPOAOIKAET
CAywaTb, MOKa KaHan He CTaHeT «CBODOAHbIM» MM CBODOAHbBIM CTAaTyCOM.

Koraa KaHan cTaHOBMTCA CBODOAHBIM, CTaHLUMM Pa3peLLaeTca nepeaaBaTtb B KOHLE
KOHLLOB.

OAHaKo MHOrAa BO3HMKAET HenzbexkHoe CTONIKHOBEHME, KOraa CTaHUMA He MOXeT
NPaBUIbHO ONpeaennTb COCTOAHNE 3aHATOCTM M3-3a NPENATCTBUM, KOTOPbIE TPYAHO
NPONTN PaANOBONHAM.
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established speed
- 22 MHz
The 2.4 GHz frequency band is resilient against obstacle
802.| such as walls and can communicate over long dlstances - 22 MHz -
However, because microway sl ath @
802, devices e_llso_ use 2.4 G_HZ’ it The channel width is the frequency bandwidth of a single
gog | communication becoming un - opanne| used for communication, and communication speed
interference. increases as the width is increased.
go2.| The 5 GHz band has the opfi g0 111 and ac use channel bonding, a technology which uses
two adjacent channels at the same time to obtain double the
—802.11ac 2014 5 bandwidth. Whereas 802.11n normally has a channel band of
20 MHz, it is 40 MHz with channel bonding.
—802.11ad 2013 5

-3 |t is called 802.11vht (very high throughput) or Gigabit Wi-Fi.

upuHa KaHana - amo
WUpPUHA nosocsl
yacmom 00Ho20
KaHana,
ucnons3yemoao 017
CBA3U, U CKOPOCMb
CB8A3U ysenu4yusaemca
c ysenuveHuem
WUPUHBI.

802.11n u AC
ucnonssyrom
CBA3bIBAHUE KAHA/08,
mexHoso2auto,
Komopas ucnonssyem
080 coceoHuUX KaHana
00HOBpPEeMeHHO 0715
nosy4eHus yosoeHHoU
Nnos0CbI NPONYCKAHUA.
B mo spemsA Kak
802.11n 0bbIYHO
umeem nosocy KaHana
20 My, oHa
cocmasnsaem 40 Mly,
€O Cc8A3bIBAHUEM

KaHasos.

No MIMO (1 stream) With MIMO (4 streams)

The IEEE802.11x family of standards used now is shown in the table.

MIMO is an acronym for Multiple Input Multiple Output, and has been adopted in 802.11n and ac to significantly increase
transfer speeds.

MIMO is a technology that simultaneously transmits and receives using multiple antennas to increase transfer speed. 4x4
refers to having four antennas for transmitting and receiving respectively, and enables communication at approximately four
times the speed without MIMO. 802.11ac/ad is a 5th-generation standard enabling extremely high-speed transfers, which is
also referred to as 802.11vht or Gigabit Wi-Fi.

802.11ac uses 5 GHz like 802.11a/n and is backwards compatible.

802.11ad uses the extremely high frequency of 60GHz, making it susceptible to obstacles and giving it an extremely short
range of around 10 meters. However, because it has a large channel width, high-speed communication is possible without
using MIMO.

Mcnonb3yemoe B HacToAlee Bpems ceMelcTBO cTaHAapTos IEEE802.11x nokasaHo B Tabauue.

MIMO anseTtcs abbpeBMaTypot OT MHOXECTBEHHbIX BXOZ0B M MHOXECTBEHHbIX BbIXOA0B, W 6bln NpuHAT B 802.11n v ac ans
3HAYUTENIbHOIO YBENIMYEHUA CKOPOCTU Nepeayn.

MIMO - 3T0 TEXHONOrMA, KOTOPaA OAHOBPEMEHHO NepeaaeT U NPUHUMAET C UCNO/Ib30BAHUEM HECKOJIbKUX aHTEHH A4
yBE/IMYEHNA CKOPOCTU Nepeaadn. 4x4 OTHOCUTCA K HAZIMUMIO YeTbIpex aHTEHH 414 Nepesayn 1 Npuema COOTBETCTBEHHO, U
obecneymBaeT CBA3b NPUMEPHO B YeTbipe pasa bbicTpee 6e3 MIMO. 802.11ac / ad - 370 cTaHAapT 5-ro nokoneHus,
obecneymBatoLLmMit Ype3BbIHaMHO BbICOKOCKOPOCTHYIO Nepeaady, KoTopbli Tak:Ke HasbisaeTcs 802.11vht nnum Gigabit Wi-Fi.
802.11ac ncnonbayeT 5 Mu, Kak 802.11a / n, 1 06paTHO COBMECTUM.

802.11ad ncnonb3yeT YpessblyaiHO BbICOKYO YacToTy 60 ITL, 4TO AeNaeT ero BOCNPUMMUMBLIM K MPENATCTBMAM U AaeT emy
Yype3Bbl4aNHO KOPOTKYHO AMCTaHLMIO 0Kono 10 meTpoB. OAHaKO, MOCKO/bKY OH MMeeT BObLUYIO LUIMPUHY KaHana,
BbICOKOCKOPOCTHAA CBA3b BO3MOXKHa He3 ncnonbsosaHna MIMO.
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2.5 Token Ring mapkepHoe Kosbyo
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Empty packets are constantly circulating around the network.

A message is inserted into an empty packet that comes around (changing to a busy token).
This circulates around the ring until it reaches the recipient node.

The recipient node copies the message and sends a response frame to the sender node.
When the sender node receives the response frame, it reverts to an empty token.

AW E

[ycTble NaKeTbl NOCTOAHHO LMPKYMPYHOT MO CeTU.

CoobleHne BCTaBNAETCA B MYCTOM NaKeT, KOTOPbIN NPUXOAUT (MEHAETCA Ha 3aHATbIN TOKEH).
ITO UMPKYAMPYET NO KO/bLY, NOKa He OCTUTHET y3/1a Nojydyatens.

Y3en noaydatens KONMpyeT coobLIeHMe U OTNPaBAAET Kaap OTBETa OTNPaBUTENHO.

Koraa oTnpaBnstowmii y3en nonyyaeT Kaap OTBETA, OH BO3BPALLAETCA K MYyCTOMY TOKEHY.

AW E

Token ring network technology, developed by IBM, is based on a logical ring topology.

The data collisions experienced on Ethernet systems do not occur in a token ring.

The token ring system works by circulating a token, which is an empty packet, in one direction only.
When a workstation is ready to send a message, it has to wait until it receives the token.

This prevents two senders from transmitting simultaneously. The sender copies its message, including
the data, address and source, into the empty packet. When data packet is filled, its status is set to
“full”.

The full data packet circulates around the ring until it reaches the recipient.

The recipient copies the message and sends a response frame to the sender.

Once acknowledgment of receipt has been delivered, the status of the token is set to “empty” and it
continues to circulate, ready to carry another message. As a result, most token ring systems have been
replaced by Ethernet.

TexHonorua cetu Token Ring, pa3paboTaHHasa IBM, ocHoBaHa Ha TONOAOMMK IOTMYECKOro KOJbLa.
Konnnsamm gaHHbIX, BO3HMKatolme B cucTemax Ethernet, He nponcxoaat 8 Token Ring.

Cuctema Token Ring paboTaeT, pacnpocTpaHAA TOKEH, KOTOPbIN ABNAETCA NYCTbIM MAaKETOM, TO/IbKO B
OZHOM HanpasAeHUMW.

Korga paboyas cTaHLMA roToBa OTNPaBUTb COODLEHME, OHA AO/IKHA AOXKAATLCA NONYHEHNA TOKEHA.
JT0 NpefoTBpaLLaeT OAHOBPEMEHHYIO Nepeady ABYX OoTnpasuTenen. OTNpaBuTe b KONUPYeET CBOe
cooblieHne, BKAoYaa AaHHble, aApec M UCTOYHMK, B MyCTOM NakeT. Koraa nakeT AaHHbIX 3aNOHEH,
ero CTaTyC YCTaHaBAMBAETCA Ha «MOAHbINY.

MONHbIN NaKeT AaHHbIX LMPKYAMPYET NO KObLY, MOKA He AOCTUTHET NoayYaTens.

MonyyaTens KonmpyeT cooblleHme 1 OTNPaBAAET Kaap OTBETA OTNPABUTENIO.

Kak ToNbKO NoATBEPKAEHWE O MONYYEeHUM NONYYEHO, CTATyC TOKEHA YCTaHAaBMBAETCA Ha «MYCTOM», U
OH MPOAO/IKAET LMPKYAMPOBATb, FOTOBbLIM NepeaaTb Apyroe coobuleHure. B pesyabTtate 601bWMHCTBO
cuctem Token Ring 6b11n 3ameHeHbl Ethernet.
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Early Token Release “\g

\\“EI/A/}?

FDDI (onTOBONOKOHHbIN MHTEPdEIC AaHHbIX
CDDI (MmeaHblit MHTepdeic pacnpeneneHHbix AaHﬂlx) o

FDDI (Fiber Distributed Data Interface)
CDDI (Copper Distributed Data Interface)

With the early token release method, the node that sent data releases the token after a certain
period of time without waiting for arrival confirmation from the receiving node. This mechanism
increases speed by circulating multiple tokens and data on the network.

FDDI is a standard for a dual token-ring network using fiberoptic cable to transmit data at up to
100Mbps.

The high speed of FDDI makes it suitable as a link between LANs or in high-performance networks
transferring large amounts of data.

By using fiberoptic cable, an FDDI network can cover great distances of up to 60 kilometers
between nodes without loss of signal.

The same type of network can run over shielded and unshielded twisted-pair cabling for shorter
distances, and is known as CDDI.

Mpn NCNONb30BaAHMM METOAA PaHHEro 0CBODBOXKAEHMA TOKEHA Y3€e/, OTNPaBMBLLMIA AaHHbIE,
0CBODOXK/AAET TOKEH Yepes onpeaeneHHbIN Nepnoa BPEMEHM, HE OXKMAasA NOATBEPKAEHMA
NPUOBLITUA OT NPUHMMAIOLLETO y31a. DTOT MEXAHM3M YBEMUYMBAET CKOPOCTb 3a CYeT
PaCNpPOCTPAHEHNA HECKOIbKMX TOKEHOB M AaHHbIX B CETW.

FDDI - 3To cTaHAAPT 4NA CETU C ABOMHbIM TOKEH-KO/IbLLOM, MCMONb3YOLLEN ONTOBONOKOHHbIN
Kabenb Ana nepenadn AaHHbIX CO CKOPOCTbio A0 100 MouT / c.

BbicoKkaa ckopocTtb FDDI genaeT ero NpurogHbIM B Ka4eCTBe KaHana CBA3M MeXAY JIOKa/IbHbIMMU
CETAMW NN B BbICOKOMPOM3BOANTENBHbBIX CETAX, NepeaatoLlimx 6onblMe 0OBbEMbI AAHHbIX.

Mp¥ MCNONb30BAHWM ONTOBOJIOKOHHOTIO Kabena ceTb FDDI mokeT nokpbiBaTh Bobline
pPaccToAHnA A0 60 KNIOMETPOB MeXKay y3namm Be3 noTepm cUrHana.

OAMH 1 TOT e TUMN CETU MOXKeT paboTaTb Ha IKPAHNUPOBAHHOM M HEIKPAHNPOBAHHOM KabenbHOM
BMTOM Nape ana 6onee KOPOTKMX PACCTOAHMIA N M3BecTeH Kak CDDI.
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i Quiz

Click the Quiz button to edit this object

LAN is an acronym for what?

Local Area Network
Listed Area Network
Localized Area Node

Limited Area Network

Submit

— outrd

Test your knowledge in a quiz!
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2 Lesson Summary

In this lesson, you have learned that:

= Networks are classified into LAN, MAN and WAN.

=  The components of a network include physical and logical aspects.
= Ethernet is currently the most widely used network standard.

= Wireless networks use technology similar to Ethernet.

Ha 3ToM ypoKe Bbl y3HaNu, 4To:
B Cetv nogpaspensaiotca Ha LAN, MAN 1 WAN.

KOMNOHEHTbI CETU BKAOYAIOT GUSMYECKME M IOTUYECKME ACTIEKTbI.
B Ethernet B HacToALLee Bpema ABAAeTCA Hanbonee WMPOKO
NCMONb3YEMbIM CTaHAAPTOM CETHU.
B GecnpoBoaHble ceTh UCMONb3YIOT TEXHONOTMIO, aHANOTUYHYIO
Ethernet.

Networks can be classified into LAN, MAN and WAN depending on their size, and the
format used for their respective connections differ greatly.

To connect network hardware components, it is necessary to understand both the
hardware aspect such as cabling and the logical aspect such as the path data actually
follows. Ethernet is currently the most widely used connection standard. Although
there are technical issues such as data collisions and security, these have been
resolved now, resulting in the standard becoming widespread.

The use of hubs and the mechanism for dealing with collisions are used in current

wireless network access points and CSMA/CA, forming the basis for the latest systems.

CeTu moryT ObITb KnaccudpuumposaHbl Ha LAN, MAN 1 WAN B 3aBUCMMOCTU OT UX
pa3mepa, 1 GopmaT, MCNONb3yEMbI ANA UX COOTBETCTBYHOLMX COEANHEHMIA, CUNBHO
pa3nmyaeTcs.

YT0ObI NOAKNOUYMTL CeTEBbIE annapaTHble KOMMOHEHTbI, HEODXOAMMO MOHMMATb KaK
annapaTHbIM acneKT, TaKoM Kak Kabenn, Tak M NOrMYECKMIM aCNeKT, TaKOM KaK AaHHble
nyTu GaKTMyeckn cneaytoT. B HacTodAulee Bpemsa Ethernet ssnaetca Hanbonee WMPOKO
MCNOb3YEMbIM CTaHAAPTOM NOAKAOYEHMA. XOTA CYLLECTBYHOT TEXHNUYECKME
NpobAeMbl, TaKME KaK KOMTM3UK AaHHbIX M 6E30MAaCHOCTb, OHU YXKe PeLleHbI, B
pe3ynbTaTe Yero CTaHAapPT CTAaHOBMUTCA LWMPOKO PACAPOCTPAHEHHbIM.
cnonb3oBaHME KOHLEHTPATOPOB M MEeXaHM3Ma A7 YCTPAHEHNA KONNN3NM
MCMNO/b3YIOTCA B COBPEMEHHbIX TOYKax A0CTyna becnposoaHon cetn n CSMA / CA,
06pa3ys OCHOBY 419 HOBEMLIMX CUCTEM.
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3 Network Hardware Components

= Network interface card (NIC)
= Hubs

= Traffic management hardware
= Peripherals

= (Cables and connectors

= CeTeBan KapTta (NIC)

= KOHLEHTPATOPbI

= ObopynoBaHue 414 ynpaBneHnsa TpadrKom
= nepndepus

= Kabenun n pasbembl

Cables, cable connectors, and hubs and traffic management
hardware for connecting numerous workstations are essential for
connecting to networks. This lesson introduces the hardware
required for creating networks.

Kabenu, kabenbHble pa3bembl, @ TaKKe KOHLLEHTPATOPbLI U
obopyaoBaHue ANna ynpasaeHna TpaduKom Ans NoAKNOYEHMA
MHOTMOYMCNEHHbIX PaboYmx CTaHLMIM HEODXOANMbI ANA
MNOAKMOUYEHNS K CETAM. DTOT YPOK 3HAKOMUT C 060pyA0BaAHMEM,
HeobXoAMMbIM 414 CO3AaHNA CETEN.
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dur3myeckoe coeamHeHMe: BUTaA Napa, KOAaKCManbHOE, ONTOBO/IOKOHHOE.
BecnpoBoaHas ceasb: Wi-Fi (becnposoaHan noKkanbHan ceTb).
NHdpaKkpacHaa cucTema CBA3M

Physical connection: Twisted pair, co-axial, fiberoptic
Wireless: Wi-Fi (Wireless LAN)
Infrared communication system

For desktop PCs For notebook PCs

A NIC is a device that allows an individual hardware component to
communicate with a network.

The card translates and controls information flow between the device and
the network.

Physically, NIC’s are usually electronic component cards that are slotted into
the computer’s motherboard.

The card is connected to the network either by a physical connection, or by
wireless systems.

However, most recent new computers have a built-in NIC on the
motherboard.

NIC - 3TO yCTPOWNCTBO, KOTOPOE NO3BOAAET OTAE/IbHOMY anmnapaTHOMY
KOMMOHEHTY B3aMMOAENCTBOBATb C CETbIO.

KapTa nepeBoauT M KOHTPOIMPYET MOTOK MHGOPMALIMK MEXKAY YCTPOMCTBOM
N CeTblo.

PuUsnyeckm, ceteBble KapTbl - 3TO, KaK MPaBUIO, KapTbl SNEKTPOHHbIX
KOMMOHEHTOB, KOTOPbIE BCTAB/IAKOTCA B MAaTEPUHCKYHO M1aTy KOMMboTepa.
KapTa nogkntoyeHa K cetn 1nbo yepes pusnyeckoe coeamHeHmne, nnbo
yepes becnpoBoAHblE CUCTEMDI.

Tem He meHee, HONbLIMHCTBO HOBbIX KOMMbIOTEPOB MMEIOT BCTPOEHHYHO
CeTeBYO KapTy Ha MaTEPUHCKOM naaTe.
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MAC (Media Access Control) address

Binary notation | 11001000 10000101 01010000 10001111 01001111 01100101

Hexadecimal | C8 : 85 : 50 |: 8F : 4F : 65

notation

Address unique to manufacturer Address unique to device

MAC address IP address

-

\ xxx XX XXX XXX
=

\ E

P
1k
\

./
\

| HX=XX=XX=XX=XX=-XX |

KXX XXX XXX XXX

Physical address assigned to network Virtual address that can be assigned to
device hardware any node on the network or changed

Each NIC has its own address, and other nodes are able to communicate by identifying the address.
This address, called the MAC address or, less commonly, the NIC address, is a 12-digit hexadecimal
unique identifier. The first six digits of the MAC address are assigned by IEEE and identify the
manufacturer. The remaining six digits are unique numbers for identifying individual devices and are
assigned by the manufacturer. This identifier should not be changed.

The IP address is a virtual address, identifying an entity in a network, and can be allocated to any
node within the network, but the MAC address is assigned to a separate physical device.

In a TCP/IP network, the component of the IP address that identifies the host device needs to be
mapped to the MAC address of the individual machine. The NIC monitors network traffic for packets
addressed to its unique MAC address, only decoding those packets that match.

Kaxkablii ceTeBOM ajanTep MMeeT CBOM CODCTBEHHbIN aZpec, a Apyrme y3abl MOryT obwaTbesa,
naeHTMdmuUmMpya agpec.

3T10T aapec, HasbiBaemblt MAC-agpecom nnn, pexe, agpecom NIC, npeactaBnset cobon 12-3HayHbIn
lWeCTHaAUATEPMYHbIM YHUKaNbHbIM naeHTUudMKaTop. MNepsble wecTb undp MAC-aapeca
npuceamatotca |IEEE 1 ykasbiBatoT npomssogmTens. OcTanbHble WecTb UMbP ABAAOTCA YHUKANIbHBIMM
HOMepamM ANA NAEHTUOUKAUMM OTAENbHBIX YCTPOMCTB M NPUCBAMBAOTCA Npomn3BoAMTENEM. ITOT
NAEHTUOUKATOP He A0IKEH ObITb U3MEHEH.

IP-agpec ABnsAeTCA BUPTYaNbHbIM a4PECOM, UAEHTUOULMPYOWMM OOBEKT B CETU, U MOXKET BbITb
Ha3Ha4eH ntobomy y3ny B ceTn, Ho MAC-agpec HasHayeH oTaeNbHOMY GU3UYECKOMY YCTPOMCTRY.

B cet TCP / IP KomnoHeHT IP-aapeca, KoTopbli MAEHTUOULMPYET XOCT-YCTPOUCTBO, A0/KEH ObITb
conocTasneH ¢ MAC-agpecom oTAeNbHON MalinHbl. CeTeBas KapTa KOHTPOAMPYET ceTeBOM TpadumK
ANA NAKeToB, afpeCOBaHHbIX HA ero yHMKanbHbIi MAC-aapec, 4eKoampya TONbKO Te NaKeTbl,
KOTOpble coBNaaatoT.
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Physical star topology — _
Logical bus topology | - E
| = {

Moving workstations

Completed simply by removing from one place and connecting to one place

Hubs perform the task of interconnecting network devices. Ethernet often operates in a
physical star topology, based on a hub, with a logical bus topology.

Hubs are also widely used in networks of all topologies to extend the network by acting
as the central communication point distributing signals to a new group.

Centralizing the network’s wiring is an advantage, making it easier to manage a large and
potentially complicated cabling system.

When physically relocating workstations, a workstation can be removed from one part of
the system and simply plugged into a different part of the network. Physically, a basic
hub is a collection of connectors and switches.

In current LANSs, switches are generally used instead of hubs as devices interconnecting
different network nodes.

KoHLeHTpaTopbl BbINOMHAOT 3334y COeAMHEHMA CETEBbLIX YCTPOMCTB. Ethernet yacto
paboTaeT B pMU3MYECKON 3B€34HON TONONOTMIN Ha OCHOBE KOHLEHTPATOPa C TONoI0rnel
NOTUYECKOM LUNHbI.

KOHLLeHTpaTOPbI TaKKe WMPOKO MCMO/b3YHTCA B CETAX BCEX TONONOTMIA ANA PacMpPeHms
CEeTH, BbICTyNas B KAYeCTBE LLeHTPaIbHOM TOUYKM CBA3M, pacnpeaenatouen curHanbl ana
HOBOW rPynnMbl.

LleHTpanm3auma NpoBOAKM CETU ABNAETCA NPEMMYLLECTBOM, 0baeryas ynpasneHue
©0/1bLWOM M NOTEHLMANbHO C/IOKHOM KabelbHON CUCTEMON.

Mpun pusnyeckom nepemelleHnm paboumx cTaHUMM Paboyyto CTaHLUMIO MOMKHO YAa/UTb
M3 OAHOM YacTX CUCTEMBI M MPOCTO NOAKAOUNTL K APYror YacTu ceTn. PUsnyeckm
0a308bI KOHLLEHTPATOP NpeacTaBaseT coboin Habop pa3zbemoB M NepekatoYaTeNen.

B coBpeMeHHbIX /IOKabHbIX CETAX KOMMYTATOPbl 06bIYHO MCMNOb3YOTCA BMECTO
KOHLLEHTPATOPOB B KAaYeCTBE YCTPOMCTB, COeAMHAOWMX Pa3INYHbIE CETEBbIE Y3/1bl.
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Regpsiaternitactive hubs)
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Passive hubs deliver transfer signals without doing anything to each
workstation.

In this configuration, the distance between the hub and workstation is
limited, and the danger of losing the signal is eliminated.

However, if the connection distance is long the signal strength becomes
weaker.

An active hub, or repeater, boosts the signal strength before re-
transmitting it, allowing connection distances to be extended.

[TacCnBHbIE KOHLEHTPATOPb! A40CTAaBAAOT CUTHA/bI Nepeaaym, HUYero He
Aenas Ana Kaxaon paboyen ctaHUMN.

B aTOM KOHDUIypaLMM pacCTOAHNE MEKAY KOHLLEHTPATOPOM M paboyei
CTaHUMEN OrpaHU4YeHO, M ONACHOCTb MOTEPU CUTHANA YCTPAHEHa.
OAHaKo, ecnu paccToaHne coeMHEHNA BEIMKO, YPOBEHb CUTHANA
CTaHOBUTCA cnabee.

AKTMBHbIN KOHUEHTPATOP MW PETPAHCAATOP NOBbLILWAET YPOBEHb
CMrHaNa nepep ero NOBTOPHOM Nepesaden, YTO NO3BONSAET YBENNYNTL
PACCTOAHNA coeAUHEHNS.
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Cascading Hubs

IEEE’s “5-4-3" rule

1. There may be no more than five repeated segments.

2. No more than four repeaters can be used.

3. A maximum of three of the five repeated cable segments can be populated.

1. MoxeT bbITb He 6oiee NATU NMOBTOPHbIX CErMEHTOB.
2. MOHO MCNoNb30BaTh He Bonee YeTbipex NOBTOPUTENEN.
3. MOHO 3anoNHWTbL He bonee Tpex U3 NATH NOBTOPAIOLLMXCA CErMEHTOB Kabens.

In star networks connecting multiple devices through line concentrators such as hubs, the
network can be expanded by connecting line concentrators. This method is called
cascading.

However, there are limitations to extending a network and the limitations are best
explained by the IEEE’s “5-4-3” rule. There may be no more than five repeated segments
between any two Ethernet network devices.

No more than four repeaters can be used between any two Ethernet network devices.

A maximum of three of the five repeated cable segments can be populated.

If the network cascades through repeating hubs, this rule has to be observed to ensure
point to-point communication. IEEE’s 5-4-3 rule does not apply to the ends on switches or
switch ports.

B 38e34HbIX CETAX, COEANHAOLMX HECKONBKO YCTPOMUCTB HYepes IMHENHbIe
KOHLLEeHTPATOPbI, TaKMe KaK KOHLLEHTPATOPbI, CETb MOXET ObiTb paclMpeHa nyTem
NOAKAYEHMA TIMHENHBIX KOHUEHTPATOPOB. ITOT METO/A, Ha3blBAEeTCA KAaCKaAHbIM.
OA4HaKo CyLLeCTBYIOT OFpaHNUYEeHNA Ha pacLUMpPEHMNE CETU, U 3TU OrPaHUYEHMA NyYLle BCEro
obbAcHAOTCA Npasuaom IEEE «5-4-3». Mexay ntobbimu ABYMA CETEBLIMM YCTPOMCTBAMM
Ethernet moxkeT ObITb He Bolee NATU NOBTOPAOLLMXCA CEFMEHTOB.

Mexay nobbiMmn ABYMA CETEBLIMW YCTPOMCTBAMM Ethernet MoXKHO MCNOABL30BaATL HE
bonee YyeTblipex NOBTOPUTENEN.

MOXHO 3anoNHUTb He Bonee Tpex M3 NATM NOBTOPAIOLLMXCA CErMEHTOB Kabens.

Ecnm ceTb coeamHAETCA KaCKaZoM Yepes NOBTOPAOLWMECA KOHLEHTPATOPbl, HE0HX0AMMO
cobntoaath aTo Npasuao Ana obecnevyeHuns cBA3M ToUYKa-TouKa. MNpasuno IEEE 5-4-3 He
NPUMEHAETCA K KOHLLAM KOMMYTAaTOPOB WM NOPTOB KOMMYTaTOPOB.
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Dual Speed Hubs/Intelligent Hubs

L1BYXCKOPOCTHOM KOHLeHTpaTop: nHTepnpetupyeT Fast Link Pulse (FLP) 1 peryanpyeT ckopocTs,
4TO6bI NO3BONNTL CETAM C Pa3HbIMU CKOPOCTAMM PACMo3HaBaTbCA U paboTaTb Ha OAHOM KOHLEHTpaTope

Dual speed hub: Interprets Fast Link Pulse (FLP) and adjusts speed to enable networks
with different speeds to be recognized and operated on a single hub

_ e
B %

EJ —

100 Mbps network Dual speed hub 10 Mbps network

Intelligent hub: Has an SNMP agent, bridging and routing functionality, and improves
overall LAN efficiency

NHTenNeKTyanbHbIN KOHLEHTPaTop: UmeeT areHT SNMP, GyHKUMOHANbHOCTb MOCTOB U MapLUpyTU3aLmm

1 NoBblWaeT 0bLLyto 3PHEKTUBHOCTb NOKaNbHOM CETH

Dual speed hubs have the ability to negotiate network traffic between segments operating at different
speeds.

For example, different speeds such as 10BASE-T, 100BASE-T, Fast Ethernet and Gigabit Ethernet are
able to be recognized and operated on a single hub.

Dual speed hubs use speed-sensing to interpret Fast Link Pulses interspersed between the packets, and
set the port to the appropriate speed for the incoming traffic. An internal switch connects between the
10Mbps and 100Mbps domains. LED indicators on the front panel of the hub show the speed of each
port.

A dual speed hub can be cascaded with other 100 Mbps and 10M bps hubs to provide more ports.
Intelligent hubs communicate network management information, thus increasing overall LAN efficiency.
They have SNMP agent functionality and can also provide bridging and routing functions.

[1BYXCKOPOCTHbIE KOHLLEHTPATOPbl CMOCOOHbI COrTacoBbIBaTb CETEBOM TPADUK MEXKAY CErMEeHTaMM,
PaboTaoWMMM Ha Pa3HbIX CKOPOCTAX.

Hanpumep, pasindyHble cKkopocTu, TakMe Kak 10BASE-T, 100BASE-T, Fast Ethernet n Gigabit Ethernet,
MOTYT Pacrno3HaBaTbca 1 PaboTaTb Ha OAHOM KOHLEHTPATOpe.

[1BYXCKOPOCTHbIE KOHLIEHTPATOPbl NCMO/b3YIOT ONpeaeneHmne CKOPOCTU AN1A MHTEPNPETaLMM MMMIYNbCOB
Fast Link, pacnpegeneHHbIXx Mexay NakeTamu, U yCTaHaB/IMBAIOT /1 NOPTa COOTBETCTBYHOLLYIO CKOPOCTb
AN BXOAALLEro TpaduKa. BHYTPEHHWI KOMMYTaTOp NOAKAoYaeTCs Mexay AgomeHammn 10 Méut / ¢ n 100
M6uT / c. CBETOAMOAHBIE MHAMKATOPbLI HA NepeaHelt NaHean KOHLEeHTPaTopa NOoKa3biBatoT CKOPOCTb
Kaxkgoro nopra.

J1BYXCKOPOCTHOM KOHLIEHTPATOP MOXET ObITb COEAMHEH KAacKaaoM C APYrMMM KOHLIEHTPATOPaMM co
ckopocTbto 100 M6uT / ¢ 1 10 M6buT / ¢ ans obecnedyeHmns 6oblIEro KOAMYecTsa NopTos.

NHTenneKkTya bHble KOHUEHTPaTopPb! NnepeaatoT MHbopmaumio 0b ynpaBieHMn CeTbIO, YTO NOBbIWAET
obuyto 3pHEeKTUBHOCTb JIOKA/IbHOMN CETHU.

OHM nmetoT pyHKUMKM areHTa SNMP, a Tak:ke moryT obecneumBaTtb GYHKLMM MOCTa M MapLUIPYTU3aLNN.
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3.3 Traffic Management Hardware outard

The role of traffic management hardware

Guides traffic between nodes on a network

Bridges
Switches
Router
Gateways

There are a number of devices used to direct traffic from one node
to another within a network or across multiple networks. The
devices you are most likely to encounter are as follows.

Cyw,ecTByeT psj, yCTPOMCTB, UCNONb3YEeMbIX A4/19 HanpasBaeHus
TpadpurKa OT 04HOrO y31a K APYromy B CETU UAN MO HECKO/IbKUM
ceTAM. YCTPOMCTBA, C KOTOPbIMM Bbl, CKOpEe BCEro, CTO/IKHETECS,
cneaytouime.
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Bridges

The role of bridges

» Link LANs or LAN segments
» Conduct filtering and reduce network traffic

r Data link

Physical

-

i
|
) \
|
f

Bridges are devices used to link separate LANs or LAN segments that operate on the same data link
layer of the OSI model.

They do not convert network data between protocols as they operate only at the data link level.

If two separate LANs are connected with a bridge they behave as one network.

Bridges serve to reduce network traffic by filtering broadcast messages. They contain a list of
workstation addresses.

If the data packet address matches any of the addresses on the list, the message is transmitted to
that workstation.

If there are no matching addresses, the packet is forwarded to the next bridge, where the process is
repeated.

Filtering can be performed more efficiently because the bridges learn which address belongs to
which network and can develop a database.

Bridge features are simpler and cheaper compared to routers.

MoCTbI - 3TO YCTPOMCTBA, MCNONb3yEMble /1A CBA3M OTAENbHbIX I0KA/IbHbIX CETEN UAN CETMEHTOB
NNOKaNbHOM CceTu, KoTopble PaboTatoT Ha OAHOM KaHabHOM yPOBHE Nepesayn AaHHbIX mogenmn OSI.
OHM He Npeobpa3ytoT ceTeBble AaHHble MeXAY NPOTOKOAAMM, MOCKOAbKY paboTatoT TOIbKO Ha
YPOBHE KaHana nepeaayvun AaHHbIX.

Ecnu ase otaenbHble JIBC coeanHeHbl MOCTOM, OHW BeAyT ceba Kak 04Ha CeTb.

MocCTbl CNy»KaT ANA YMEHbLUEeHWA ceTeBOro Tpadumka nytem GuUabTpaLMmM LMPOKOBELATENbHbIX
coobuteHmin. OHM coepKaT CNUCOK aApecoB pPaboymx CTaHLUMNA.

Ecnm aapec nakeTa AaHHbIX coBNaaaeT ¢ NtobbiM M3 aZlpecoB B CNMCKe, CO0bLLIEHME NepeaaeTca Ha
3Ty pabouyto cTaHUMIO.

Ecnv coBnagatowmx aapecos HeT, MakeT NepecbliaeTca Ha CAeAyoLWMA MOCT, rae NpoLecc
NOBTOPAETCA.

PunbTpauma MOXKET BbINONHATLCA Bonee aPpPeKTUBHO, NOTOMY YTO MOCTbI Y3HAIOT, KakoM agpec
NPUHAONEXKNUT KaKOM CeTU M MOTyT co34aTb 633y AaHHbIX.

(DVHI-(LI,I/II/I MOCTa npoue n gewesne no CPaBHEHNKO C MapLUPYyTMU3aTOPaMN.
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The role of switches .
4 Ponb BblkNtO4aTENEM
+ Perform the task of interconnecting networks * BbINOAHNTL 3334y MO coRANHEHMIO CeTeid
+ Conduct filtering and reduce network traffic * NPOBOAVTL GUNLTPALWIO 1 YMEHbILATL CeTeBO Tpapuk
Layer 2 switch MepekntoyaTens ypoBHs 2
. . L . . ® OYHKLMOHUPYET KaK KOHLEHTPATOP ¢ GyHKLUMER mocTa
+ Functions as a hub with bridging functionality ¢ He MOeT 6biTb HACTPOEH

» Cannot be configured
Layer 3 switch

Mepekntoyatens ypoBHA 3

® BK/1tOYAET aNropUTMbl MPUHATUA
peleHnit n obecneunsaeT GyHKLMM
MapLipyTM3aumm

* MOXHO HaCTPOWUTb TaKkue napameTpsl,
Kak 6€30MacHOCTb U KOHTPO/b AOCTYNaA.

» Incorporates decision-making algorithms and provides routing functions
« Settings such as security and access control can be configured

A switch is a device that can interconnect network devices and direct information from one data path
to another.

A switch can usually connect several different networks together, including networks using different
architectures. In practical terms switches are drop-in replacements for hubs.

Switches vary in their level of sophistication.

Alayer 2 switch operates as a hub with a bridge function, but it cannot be configured. It only connects
to the network with the power on.

A layer 3 switch incorporates decision-making algorithms and provides routing functions.

They typically have a built-in operating system and can be configured on the fly with security, access
control and other settings.

KommyTaTop - 3TO YCTPOMCTBO, KOTOPOE MOXKET COEAMHATL CETEBbIE YCTPOMCTBA M NepenaBaTthb
MHbOPMaLNIO M3 OAHOTO TPAKTa AaHHbIX B APYroMn.

KommyTaTop 06bI4HO MOKET COEAMHATL HECKO/IbKO Pa3HbIX CETEN, BKNOYAA CETU C Pa3HbIMMK
apxuTekTypamu. C NpaKTUYECKON TOUYKM 3pEHMA NEPEKIOYATENN ABNAIOTCA 3aMEHOM BTY/IOK.
MepeKkntovaTenn pa3NmMyatoTCsa No YPOBHHIO CIOKHOCTU.

KommyTaTop ypOBHA 2 paboTaeT Kak KOHLUEHTPATOP C GYyHKLUMEN MOCTa, HO ero HeNb3A HacTPouTb. OH
NOAKNOYAETCA TONbKO K CETU NPU BKAOYEHHOM MUTAHWUM.

KommyTaTop ypOBHA 3 BKAOYAET arOPUTMbl MPUHATUA pPeLleHnin n obecneynsaeT GyHKLUK
MapLLpyTU3aLMK.

Kak npaBunio, OHW MMEIOT BCTPOEHHYO ONEePaLMOHHY CUCTEMY M MOTYT BbiTb HACTPOEHbI Ha N1eTy C
nomoLbto 6€30MacHOCTH, KOHTPOAA AOCTYNa U APYTMX MapaMeTpOB.
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The role of routers

* Interconnect two or more LANs ™~

» Can efficiently send data packets from a
node in one network to a node in another
network

Network

Data link

Ponb poyTepos Physical

e CoegMHUTL ABE UK bonee noKanbHbIX ceTen

- | = | >

*-o - | - - | -

y3N1a B O4HOM CETU K y3/y B APYrol ceTu

Arouter is an intelligent device that connects two or more LANs, which send data packets
from nodes on one network to nodes on a different network. Routing is a function
associated with the network layer in the OSI model. Routers can send data between
networks using different architectures and different low-level protocols, however, they
are restricted to operating between networks using the same high level protocols.
Routers determine which path a data packet should be sent along in order for it to most
efficiently reach its final destination.

They make the determination according to knowledge of the state of each network path
such as free, blocked and busy. Routers work to reduce traffic on the network by only
allowing data operating with certain protocols to enter the LAN.

MapLpyT3aTop - 3TO MHTENNEKTYabHOE YCTPOMCTBO, KOTOPOE COeANHAET ABE UK
Honee NoKaNbHbIX CETEN, KOTOPble OTNPABAAKT NAKETbl AaHHbIX U3 Y3108 OAHOW CETU B
y3/bl Apyrov cetTn. MaplpyT13auma - 370 PyHKLUMA, CBA3AHHAA C CETEBbIM YPOBHEM B
mozenn OSI. MapuwpyTtnsaTopbl MOTyT NepeaaBaTb AaHHble MEXAY CETAMM, UCMOb3YA
pa3Hble apXMTEKTYPbl M pa3Hble MPOTOKObl HU3KOIo YPOBHA, OAHAKO OHW OrpaHNYeHbI
ANA paboTbl MeXAY CETAMM, NCNONb3YIOLLMMM OAHM U TE XKe NPOTOKO/bl BbICOKOrO
YPOBHSA.

MapLpyTn3aTopbl ONpPeaensatoT, Mo KaKOMY NyTU A0KeH ObITb OTNPABAEH NaKeT AaHHbIX,
4TOObl OH Hanbonee apPeKTUBHO AOCTUT KOHEYHOTO NMYHKTa HAa3HAYeHMUs.

OHM genatoT onpeaeneHne B COOTBETCTBMM CO 3HAHMEM COCTOAHMA KaXKA0ro CeTeBOro
nyTW, Hanpumep, ceoboseH, 3a610KMPOBaH M 3aHAT. MapwpyTnsatopsl paboTatoT Ana
yMeHblweHWA TpadurKa B CETU, NO3BONAA TONbKO AaHHbIM, paboTatowmm ¢
onpeAeneHHbIMW NPOTOKONAMM, BXOAMUTb B JIOKA/IbHYHO CETb.
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The role of gateways

» Connect networks with different protocols by performing protocol translation.
» Function as a router connecting a LAN with the Internet or a WAN.

Ponb wnto3os

. Coe,ﬂ,lAHMTe CeTn C pas3IMYHbIMKU MPOTOKO/1aMK, BbINO/IHMB TPAHCAALMIO MPOTOKO1a.

o OYHKLMA MapLIPyTM3aTOpa, COeAMHAIOWEro NOKaNbHYO CeTb C MHTEPHETOM UM r106anbHYO CeTb.

A gateway is a connection between a LAN and another system. For example, it may
be used between a LAN and a mainframe computer or a larger network such as the
Internet. Gateways perform protocol conversions to transmit messages between
these systems. Generally, they are slower than bridges or routers.

In typical business networks that are homogeneous, gateways are essentially
routers that interconnect the company’s LAN to the Internet, its WAN or other
external networks.

LLInto3 - 3To coeAnHEHME MeXKay I0KaNbHOM CeTbo U Apyroi cuctemoi. Hanpumep,
OH MOYXET MCMO/b30BaTbCA MeXKAY 10Ka/IbHOM CETbO M MINHGPENMOBBIM
KOMMbOTEPOM UM Bosee KPYNHOM CeTbto, TakoM Kak MHTepHeT. Lto3bl
BbINOIHAIOT NpeobpasoBaHMe NPOTOKONOB A4 Nepeaaym CoObLLIEHNI Mexay
3TMMK cucTemamu. Kak npaBmnio, OHW MeasleHHee, YeM MOCTbI UK
MapLIpyTM3aTopbI.

B TMNUYHbIX BU3HEC-CETAX, KOTOPbIE ABNAIOTCA OAHOPOAHBIMM, WAO3bI - 3TO, NO
CYTW, MapLWpPyTN3aTOPbI, KOTOPbIE COEAMHAIOT I0KA/IbHYO CETb KOMNAHMM C
MHTepHeToM, ee r106anbHOM CeTbo UAW APYTUMMN BHELLIHUMM CETAMM.
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3.4 Peripherals

The role of peripherals

« Connected to and controlled by a computer
(excluding those that are part of the integral functioning of the computer)

HDD Scanner Printer

Peripherals can be shared
over a LAN

A peripheral is any computer device that can be connected to and controlled by a computer.
However, is not part of the integral functioning of the computer in the way that the CPU, RAM
memory or the data path are.

Some peripherals such as hard disk drives may be located within a computer housing.

Others are external to the computer, for example, printers and scanners.

One of the major advantages of a LAN is its ability to efficiently share peripheral devices between
networked workstations.

Networked printers have increased in popularity because multiple printers can be connected to
a single network, serving different needs.

MepndepuitHbIM YCTPONCTBOM ABAAETCA N10D0E KOMMbIOTEPHOE YCTPOMCTBO, KOTOPOE MOXKET
ObITb NOAKNOYEHO K KOMMNbIOTEPY M YNPABAATLCA UM.

OAHaKOo 3TO He ABNAETCA YaCTbto LLE/IOCTHOrO GYHKLUMOHNMPOBAHMA KOMMbIOTEPA TakK, Kak 3TO
aenaet npoueccop, Namatb O3Y UK TPaKT AaHHbIX.

HekoTopble nepudepmritHblie YCTPOMCTBA, TaKME KaK KECTKME AMCKN, MOTYT DBbITb PAaCNONOXKEHbI
BHYTPM KOpMyca KOMMbtoTepa.

[pyrve ABNAOTCA BHELHUMW MO OTHOLLEHMWIO K KOMMbIOTEPY, HAaNpPUMEp, NMPUHTEPbLI M CKAaHEPbI.
OAHMM M3 OCHOBHbIX MPEMMYLLECTB /IOKaNIbHOM CETU ABNAETCA €e CNOCOOBHOCTb 3GPEKTUBHO
0bMeHMBaTLCA NePUPEPUMNHBIMK YCTPOMCTBAMMN MEKAY CETEBLIMM PADOUYMMM CTAHLIMAMM.
MonynApHOCTb CETEBbIX MPUHTEPOB BO3POCAA, MOCKO/IbKY K OAHOM CETU MOXHO NOAKAKOYNTD
HECKOJIbKO MPUHTEPOB, YA0BAETBOPAA Pa3/INYHble NOTPeOHOCTH.
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Cable

* For connecting workstations and peripherals, and creating LANs
+ Twisted pair
+ Co-axial
kabenb + Fiberoptic cable
o [1n7 NofKAtOYEHUA PaboymX CTaHUMI U NnepudepritHbIX
YCTPOWCTB, a TaKKe A/1A CO3AaHNA JIOKAIbHBIX CeTei
* Butaa napa
o KoaKcuanbHblIi
* ONTO-BO/IOKOHHbIN Kabenb

Connectors

* For connecting network hardware and cabling
+ Connection of segments
+ Connection of different types of cabling
+ Termination and grounding of cabling

CoeguHutenu

e [1nA nofKAto4eHnA ceTeBoro obopyaoBaHNA 1 kabenen
® coeiMHEeHWe CerMeHTOB

¢ MoaKNto4YeHWe pasHbIX TUNOB Kabenen

* 3aBepLueHue 1 3a3emsieHne Kabenew

Cabling is an essential part of any LAN. Cabling must not only link workstations
together but also link peripherals. There are many different types of cabling
available, such as twisted pair cable and co-axial cable, each having particular
advantages and disadvantages.

Connectors are the physical link between network hardware and cabling.

The type of connector used depends upon the components to be coupled and the
topology of the network.

A connector can serve a number of functions. For example, connectors may
connect equal or near equal segments of co-axial cable, connect different types of
cabling such as co-axial and twisted pair, terminate a cable or terminate a cable to
ground.

Kabenu aBnaoTca HEOTbeMAEMOM YacTblo 060K NoKanbHOM ceTn. Kabenu
NOMKHbI COBAMNHATL HE TO/IbKO paboume CTaHLMKN, HO U nepudepuninHble
ycTporcTea. CyLecTByeT MHOIO Pas3/InyHbIX TUNOB Kabenen, TakMx Kak BUTan napa
N KOAKCMaibHbIN Kabenb, Kax bl M3 KOTOPbIX MMEET CBOM MPEMMYLLECTBA U
HeaoCTaTKM.

Pa3beMbl - 3TO PU3MYECKadA CBA3b MeXKAY CETEBbIM 060pYyA0BaHMEM N Kabenamu.
TrN MCNOIb3YEMOTO Pa3bema 3aBUCUT OT COeAMHAEMbIX KOMMOHEHTOB U
TOMOJIOTUN CETHU.

Paszbem MOXKET BbINOHATb pAa, yHKUMI. Hanpumep, pazbembl MOTYT COeAMNHATb
PaBHbIE UM NOYTM PaBHbIE CEIrMEHTbI KOaKCMabHOro Kabens, coeanHATL
pa3IMyHble TUNbI Kabenen, Taknme Kak KoakcmanbHasa 1 BUTas Napa, CoeAMHATb
Kabenb Uan 3a3eMnsaTb Kabenb.
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Shielded Unshielded
Shielded twisted pair cable Unshielded twisted pair cable
(STP) (UTP)

Twisted pair cabling is by far the least expensive and most commonly used type of LAN
cabling.

Twisted pair consists of two separate insulated wires twisted together, which ensures
that each cable receives the same amount of outside electrical interference.

Cables can be shielded or left unshielded from electrical interference.

STP cables are more resilient to noise and offer better performance.

However, the LAN port must support STP to provide such performance, and UTP may be
more stable in some cases. The advantages of twisted pair cabling are ease of
installation, cost effectiveness and the ability to easily add new users to the system.

Kabenu no BuTOM Nape - 6€3ycNoBHO, CaMblii AelleBbir U Hanboee 4acTo
ncnonbayembit Tvn JIBC.

BuTad napa cOCTOUT M3 ABYX OTAE/NbHbIX M30/IMPOBAHHbIX MPOBOAOB, CKPYYEHHbIX
BMECTE, YTO rapaHTMpPYeT, YTO KaxKapbl Kabesb NoayvyaeT 0ANHAKOBOE KONMYECTBO
BHELWHWX SNEKTPUYECKMX NOMEX.

Kabenn moryT 6bITb 3KPaHMPOBAHbI MW HE 3aLLNLLEHbI OT 3NEKTPUYECKUX MOMEX.
Kabenn STP 6onee ycTonumsbl K Lymy 1 06ecneymBatoT Ay4Llyto NPOnU3BOANTENBHOCTb.
OaHako nopT LAN ponxeH noaaepxmsatb STP ana obecnevyeHns Takom
NPOM3BOANTENBHOCTU, N B HEKOTOPbIX cydasax UTP moxeT b6biTb 6onee cTabuabHbIM.
MpenmyliecTsa Kabene No BUTOM Nape - NPOCTOTa MOHTAXKa, IKOHOMUYECKaS
3QPEKTUBHOCTb M BO3MOXKHOCTb IETKO A00aBNATL HOBbIX MNO/1b30BATE/IEN B CUCTEMY.
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MpenMyLLLECTBa: HE MOABEPIKEHDLI BHELIHMM 3/1EKTPUYECKMM NOMEXAM.
Xopouwas 3pdeKTUBHOCTb Npu HOAbLWON AMCTaHLMKN CBA3K
HepocTaTku: HeyaobHO AnA NPOKNaAKM Kabensa B HEBOMbLUMX, Y3KMX MecTax

Co-axial Cable outWard
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Advantages: Not susceptible to external electrical interference

Good efficiency in long distance communication

Disadvantages: Awkward for installing cable in small, tight places

Plastic casing

&

Sheathing
(Copper or aluminum)

Central copper
core

Co-axial cable, or coax, consists of a central copper core encased in a plastic
sheath.

It is surrounded by copper or aluminum sheathing and finally encased in plastic.
The signal is transmitted along the central copper core, shielded from electrical
interference by the sheath.

The main advantages are insensitivity to outside electrical interference and
performance over long distances.

Co-axial cable is almost as easy to install and maintain as twisted pair, however, it
is awkward to install in small, tight places.

Co-axial cable is now less popular than it was, having been overtaken by newer
technologies such as fiberoptic cable.

KoakcunanbHbI Kabenb, MAK KoakcHanbHbI Kabenb, COCTOUT U3 LeHTPabHOTO
MeZHOro CepAeYHMKa, 3aKIOHEHHOTO B M1ACTMKOBYH 0O0/0UKY.

OH OKPYKeH MeaHON NAK atOMUHUEBOM 0O00UKON M, HAKOHEL, 3aK/IIO4EH B
N1IAaCTMKOBbIM KOpMYyC.

CurHan nepenaeTca No LeHTpaAbHOMY MeaHOMY CEPAEYHMKY, SIKPAHUPOBAHHOMY
OT 9N1EKTPUYECKNX MOMEX 0OONOYKON.

OCHOBHbIMM NPENMYLLLECTBAMMU ABAAKOTCA HEYYBCTBUTENBHOCTb K BHELUHUM
3NEKTPUYECKMM NOMEXaM M MPON3BOANUTENBHOCTb Ha BONbLUMX PACCTOAHMAX.
KoakcmnanbHbIn Kabenb NOYTM TaK »Ke NPOCT B YCTAaHOBKE M 0OCYXKMBAHWUK, KaK U
BMTasA Napa, OAHAKO ero Heya0bHO yCTaHaBAMBATbL B HEDO/bLUMX, TECHbIX MeCTaXx.
KoaKcranbHbI Kabenb B HacToALLEee BpeMA MeHee NONyApeH, YeM PaHblLLe,
MOCKO/IbKY €ro HaCTUI/IN HOBble TEXHONOTMM, TaKME KaK BONNOKOHHO-ONTUYECKMI
Kabenb.



Fiberoptic Cable outard
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CeeToamos, (LED) npeobpasyeT anekTpuyeckuit B npuMemMHOM y3ne CBETOBOM CMrHan npeobpasyeTcs
CUFHaN B UCTOYHUK CBETa 06paTHO B 3N1EKTPUYECKUIA CUTHAN.
A light emitting diode (LED) converts the At the reception node the light signal is
electrical signal into a light source translated back to an electrical signal.
Sending node \ Receiving node
_-l =
= [= =1
e N\ ="

Optic-fiber cable uses reflection to
transmit data through pulses of light

ONTOBO/IOKOHHbIN Kabenb NCMNONBb3YyeT OTpaXkeHne
ANnAa nepenavn gaHHbIX Yepes CBEeTOBble MMNY1bCbl

Advantages: High transfer speed (1 Gbps or more).
Long distance communication possible.
MpenmyLecTsa: BbICOKas CKOpOCTb nepeaaum (1 Féut / c u 6onee).

. Bo3moKHO mexayropoaHee obuieHue.
Disadvantages: High installation cost.

Once a network is installed, additions and Fiberoptic cable
changes are difficult.

Fiberoptic cabling works by transmitting light pulses instead of electrical signals.

A device called a light emitting diode, or LED, converts electrical signals into a light source.

At the reception node the light signal is translated back to electrical signals for the workstation to process.
Cables are bundled in groups of up to 24 fibers but generally groups contain only two to four pairs.
Fiberoptic cable has a number of advantages over twisted pair and co-axial cabling. It can transmit data at
high rates, normally 1 Gbps or more.

It is also completely immune to electrical interference and its low resistance means that cabling distances
can be large. However fiberoptic cabling is expensive to install and it is difficult to add new workstations
once the network has been installed.

These are the main barriers to wider use of fiberoptic technology in smaller networks.

Bo/IOKOHHO-ONTHYecKMe Kabenn paboTatoT NyTem nepeaayn CBETOBbIX MMMY/1bCOB BMECTO 3/1eKTPUYECKMNX
CUTHaNOoB.

YCTpOMNCTBO, Ha3biBaeMoe CBETOAMOA0M UKW CBETOAMOAOM, NpeobpasyeT 3NeKTPUYECcKme CMrHabl B
MCTOYHMK CBETA.

B nprvemHoM y3/1e CBETOBOM cMrHan npeobpasyeTca 0b6paTHO B INEKTPUYECKME CUTHANbI A1 06paboTKM
pabouel cTaHuMneN.

Kabenn ceszaHbl B rpynnbl No 24 BONOKHA, HO 0ObIYHO rpynmbl COAePKaT TONbKO ABE-YeTbIpe Napbl.
BONOKOHHO-ONTUYECKMIA Kabenb MMeeT paa NPENMYLLLECTB NO CPAaBHEHWUIO C BUTOM NAapoM U KOaKCHManbHbIM
Kabenem. OH MOXKeT nepeasaTh AaHHbIE C BbICOKON CKOPOCTbO, 06bI4HO 1 F6UT / ¢ uan bonee.

OH TaK»Ke NO/IHOCTbO HEBOCMPUMMYMB K INEKTPUYECKMM NMOMEXAM, @ EF0 HWU3KOE CONPOTUBNEHNE
03HAYaeT, YTO PACCTOSHNE MeXAy Kabensamm MmoxeT HbiTb 60nblinm. OAHAKO BOSIOKOHHO-ONTMYECKME
Kabenu aBnaTCA 40POroCTOAWMMM B YCTAHOBKE, M MOC/E YCTaHOBKM CETU C/IOXKHO A00aBUTb HOBbIE
paboume cTaHLUUN.

3TO OCcHOBHble bapbepb! A5 Honee WMPOKOro UCMOb30BaHMUA BOJTOKOHHO-OMNTUYECKNX TEXHOIOTUIA B
HebONbLINX CETAX.
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RJ45 connector BNC connector

RJ connectors are used for twisted pair cables such as attaching telephone cables
to modems.

The most popular are the RJ11 and RJ45, with RJ11 being used for cables of two
pairs of and RJ45 for four pairs. BNC connectors connect cable of the same type
such as thin and thick co-axial cable.

There are various theories on the unabbreviated form of BNC, including bayonet
nut connectors and British Navy connectors.

Fiberoptic connectors are used to connect segments of fiberoptic cable together.
Installation of fiberoptic connectors requires special equipment and know-how
because a precise connection is required to reduce signal loss. Installation is
typically performed by trained technicians.

Pasbembl RJ ncnonb3ytotca ans kabenen BMTOM Napbl, HaNnpumep, 41A
NnoAKNtoYeHMA TenePoHHbIX Kabenen K mogemam.

Hanbonee nonynapHbimn asnatotcs RI11 n RJI45, npuyem RJ11 ncnonbayetcs ana
Kabenen ayx nap u RJ45 ana yetbipex nap. Pazbembl BNC coeamHatoT kabenb
TOrO e TUNa, YTO M TOHKMI U TONCTbIM KOaKCManbHbIM Kabenb.

CyLWecTBYHOT pa3/IMyHble TEOPUM OTHOCUTENBHO COKpallleHHOM dopmbl BNC,
BK/It0YaA DaoOHETHble coeaMHUTeNn u coeanHuTenn BMC BennkobputaHuum.
BO/IOKOHHO-0OMTMYECKME CoOeANHUTENN UCNOb3YIOTCA A/1A COeAMHEHNA CErMEeHTOB
ONTOBOJIOKOHHOTO Kabena BMmecTe. [11s yCTaHOBKM ONTOBO/IOKOHHbIX Pa3beMOB
TpebyeTca cneumanbHoe 060pya0BaHME N HOY-XaY, MOCKONbKY ANA CHUXKEHUA
NoTepb CMrHana TpebyeTcsa TouHoe coeaAMHeHMe. YCTaHOBKA 0ObIYHO BbINOAHAETCA
0by4YeHHbIMK CNeunanncTamm.
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Patch panel

Connectors are sometimes assembled together into a patch panel. A patch
panel is a mounted hardware unit containing an assembly of port locations.
Patch panels contain ports where the cabling connects to the hardware
device such as a hub.

Typically, a network uses a patch panel as a sort of switchboard, using
cables to interconnect all of the computers within the area of a LAN.

The interconnecting cables are called patch cords.

Paszbembl MHOrAa cobmpatoTca BMecTe B NaTy-naHesb. MaTy-naHens - 370
CMOHTMPOBAHHbIM annapaTHbIN BA0K, coaeprKawmin cbopky nopTos. MaTy-
NaHenn coaep»KaT NopTbl, rae Kabenm NoAKNYa0TCA K annapaTHOMY
YCTPOMCTBY, TAKOMY KaK KOHLLEHTpaTOop.

Kak npaBunio, ceTb MCNONb3yeT KOMMYTALMOHHYIO NaHe b B Ka4yecTse
CBOEro poZila KOMMyTaTopa, NCNob3ysa Kabenn Ana coeanHEHNA BCeX
KOMMNbIOTEPOB B Npeaenax N0Ka bHOM CeTu.

CoeamHUTENbHbIE Kabenn Ha3biBAtOTCA NATY-KOPAAMM.
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i Quiz

Click the Quiz button to edit this object

Which device connects LAN's and performs routing of data packets?
(Select 2 answers)

Gateway
Repeater
Router

Bridge

Submit

— outrd.

Test your knowledge in a quiz!
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3 Lesson Summary

In this lesson, you have learned that:

= NICs and MAC addresses.

= Traffic management hardware such as hubs and routers.
= Peripherals that are useful when you use a computer.

= (Cables and connectors that are needed when you connect to the
network.

Ha sTom ypOKe Bbl Y3HaAM, YTO:

B Cetesbie kapTbl 1 MAC-agpeca.

B O6opyaosaHue ynpasneHna TpaguKom, Takoe Kak
KOHUEHTPATOPbl M MapLIPYyTU3aTOPbI.

B NepudepuiiHble ycTpoicTsa, KOTOPbIE NONE3HbI NPU
MCMOb30BaHMM KOMMbIOTEPA.

B Kabenn 1 pasbembl, KOTOpble HEOBXOAMMbI MPW
NOAKNOYEHNM K CETH.

A network interface card is a piece of hardware required for a workstation to
connect to a network.

Each card has a MAC address that is unique to the NIC for identification on the
network.

Traffic management hardware not only connects to different LANs and the
Internet, but also enables efficient communication by reducing network traffic.
Peripherals work by connecting to a computer. Peripherals can be shared between
the work stations that are connected to the network.

Each type of connection cable have strengths and weaknesses, and need to be
selectively used as appropriate.

CeTeBan KapTa - 3TO YacCTb 0OOPYAOBaAHNA, HEOBXOAMMAA AR NOAKAHOUYEHNSA
paboyen cTaHUMM K CETMU.

Y Kaxkaom KapTbl ectb MAC-aapec, yHMKaAbHbIM A5 CETEBOWN KapTbl 41A
MOeHTMOMKaALMK B CETH.

AnnapaTHoe obecneyeHme ynpaBaeHmna TPadMKOM He TONIbKO NOAKNOYAETCA K
PA3/IMYHbIM SIOKA/IbHbIM CETAM M MIHTEpPHETY, HO TaKXe obecneymsaeT
3ddEKTUBHYIO CBA3b 3a CYET COKPaALLLEHMA CETEBOTO TpadmKa.

MNepndepuniitHblie yCTPONCTBa PaboTatoT NPM NOAKAOYEHNM K KOMMbIOTEPY.
MNepndepunitHblie yCTPOMCTBA MOTYT ObITb pa3aeneHbl mexay paboynmm
CTaHUMAMM, KOTOPbIE MOAK/OYEHDI K CETH.

Y Kaxaoro Tmna coeaAnHUTENbHOro Kabensa ecTb CBOM CMIbHbIE U Cnabble CTOPOHDI,
N X HeobxoaMMO BbIOOPOYHO MCMO/1b30BaTh MO Mepe HeObXOAMMOCTH.
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4 Protocols

= OSl reference model
= |P

= TCP/UDP

= Bonjour

= NetBIOS/NetBEUI

Protocols are sets of rules that govern the overall network communication process.
Just as it is impossible to have a conversation if you speak different languages,
communication is not possible if different protocols are supported.

Protocols can be divided into hardware and communication protocols.

Hardware protocols determine standards for network hardware devices to maximize
compatibility when modifying networks with new pieces of hardware.
Communication protocols govern the rules about how a communication session should
be set up, carried out and terminated.

This lesson introduces the OSI reference model used as a standard for considering
protocols and explains details on communication protocols concerning IP, TCP/UDP,
Bonjour and NetBIOS/NetBEUI.

MpPOTOKO/IbI - 3TO HabOpPbI NPaBMA, KOTOPbIE YNPABAAOT BCEM NPOLLECCOM
B3aMMOLENCTBMA C CETHIO.

TaK e, KaKk HEBO3MOXKHO pa3roBapuBaTh, €C/N Bbl TOBOPUTE Ha Pa3HbIX A3blKax, oblieHne
HEBO3MOXHO, eC/I1 NOAAEPKMBAIOTCA Pa3Hble NMPOTOKObI.

[MPOTOKO/bI MOXHO Pa3AenTb Ha annapaTHble U KOMMYHUKALMOHHbIE MPOTOKObI.
AnnapaTtHble NPOTOKO/Ibl ONPeAenatT CTaHAAPTLI ANA CETEBbIX aNNaPaTHbIX YCTPOWMCTS,
4YTOObI MAaKCMMM3MPOBATb COBMECTUMOCTb NPU MOANDUKALIMK CETEN C MOMOLLLbIO HOBOTO
obopyaoBaHms.

MPOTOKO/bI CBA3M ONpeaenatoT NpaBmnaa O TOM, Kak CeaHC CBA3M A0/KEH OblTb
YCTaHOB/IEH, MPOBEAEH U 3aBEPLUEH.

STOT YPOK 3HAKOMMT C 3Ta/IOHHON mogesnbto OSI, Mcnoab3yemon B KadecTBe CTaHAapTa
ANA PAaCCMOTPEHMA NPOTOKOJIOB, M 0OBACHAET AeTa M NPOTOKOI0B CBA3M, Kacatowmxca IP,
TCP / UDP, Bonjour 1 NetBIOS / NetBEUI.
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OSI (Open Systems Interconnection) Standard

Network reference model developed by the International Standards Organization (ISO)

Layer Rules concerning... Software and standards

7.Application Applications, etc. operated by users Internet Explorer, Thunderbird

6.Presentation The format, compression and character .
encoding required for data transfers HTML, GIF, character encoding
5.8ession The method, start and end of links Encryption software, NetBios
between networks
4. Transport Data transfer between upper and lower Ui Llet
layers, and ensuring the reliability of data
| S
3.Network Correct communication with the target
IP
address on a network
2.Data Link Rules concerning communication PPP
between physically connected nodes Ethernet
1.Physical Agreement on communication by 1 2 g
) . 100BASE-TX,
physical devices. For example, cables,
. . - . IEEE 802.11
wireless connections and their electrical

characteristics.

ISO, an organization that develops industry standards, developed the OSI standard.

ISO provides a performance standard to allow the flexibility to add and replace network devices
independent of the vendor.

OSl is a model only, and reflects a way of looking at things rather than hard and fast rules, but it is accepted
as a standard way of understanding networks. The table shows the OSI reference model, its content, and
the related software and standards.

OSl specifies 7 layers of protocols that communicating systems should adopt.

They are the physical layer, data link layer, network layer, transport layer, session layer, presentation layer,
and application layer.

Each layer’s protocol is written so that it works together with the protocol above and directly below it.
When two different operating systems are communicating with each other, each layer communicates with
the corresponding layer in the other system.

ISO, opraHun3aums, KoTopan pa3pabaTbiBaeT oTpac/aeBble CTaHAAPTLI, pa3paboTtana ctaHaapt OSI.

ISO npenocTaBnseT cTaHAAPT NPON3BOAMTENBHOCTU, NO3BONAIOWMIN TMOKO 0,00ABNATL M 3aMEHATb CETEBblE
YyCTPOMCTBA HE3aBMCMMO OT NOCTABLLMKA.

OSI AaBnAeTCcA TONbKO MOAENbIO M OTPAXKAET B3rNA4 Ha BELLM, @ HE KeCTKMe W BbICTpble NPaBMaa, HO OH
MPUHAT KaK CTaHAAPTHbIN cnocob noHnmaHua ceTelr. B Tabanue npmeeaeHbl 3TanoHHaa moaens OSI, ee
coaepKaHue, a TakKe COOTBETCTBYIOLEe NPOrpaMmHoe obecneyeHune n CTaHaaPTbI.

OSl onpegenaeT 7 ypoBHEN NPOTOKON0B, KOTOPble AO/IXKHbI MPUHMMATb B3aMMOLENCTBYOLWME CUCTEMDI.
3T0 PU3MYECKMIN YPOBEHD, KaHAIbHbIV YPOBEHb, CETEBOM YPOBEHb, TPAHCMOPTHbIM YPOBEHb, CEAaHCOBbIN
YPOBEHb, YpOBEHb NPEACTaBAEHNA U NPUKNALHOM YPOBEHD.

MPOTOKOAN KaXKA0ro ypoBHA HanMcaH Tak, 4Tobbl OH paboTan BMecTe ¢ MPOTOKO/IOM Bbille U
HenocpeacTBEHHO NOA HUM.

Koraa age pa3Hble onepauymoHHble CUCTEMbI CBA3bIBAOTCA APYT C APYrOM, KaXKAbl YPOBEHb CBA3bIBAETCA C
COOTBETCTBYIOLLMM YPOBHEM B APYro cucteme.
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Transport Layer
(TCP/UDP)

' Reconstructlon

To: xxx.xxx.xxx.OOZ
Network Layer From : xxx.xxx.xxx.001
) Data divided into packets

Packet IP headers given to each of these

Data Link Layer " . - P
and Physical Layer = h—‘
= -
| XXX XK AA | m
Recipient

Sender

IP is an abbreviation for Internet Protocol, and plays an extremely important role in
today’s networks.

First, IP divides data into the packets that are the basic unit of communication.

After that, IP transfers data by delivering these to the lower data link layer after adding
an IP header containing the address information.

The recipient side reconstructs the packet and sends it to the transport layer.

A packet is made up of the IP header containing information on the data’s destination and
source, and the payload storing the content being communicated. The destination and
source information in the IP header is specified by the IP address mentioned later.

IP aBnaeTca abbpeBMaTypor OT MHTEPHET-NPOTOKONA U UrPaeT Ype3Bbl4aMHO BaXKHYHO
PO/Ib B COBPEMEHHbIX CeTAX.

Bo-neps.blx, IP AennT aaHHble Ha NakeTbl, KOTOPbIE ABAAKTCA OCHOBHOM eAMHULLEN CBA3M.
Mocne storo IP nepeaaeT AaHHble, AOCTaBAAA UX HA HUXHUIA YPOBEHb KaHaa Nepeaayn
NaHHbIX Nocne nobasneHua 3aronoska IP, coaepaluero nHpopmaumio ob agpece.
CTOpOHa nosy4aTens BOCCTaHAaBAMBAET NAaKeT M OTNPABASAET ero Ha TPAHCMOPTHbIN
YPOBEHb.

MakeT cocTouT 13 IP-3aronoBKa, coaeprkallero MHGOPMaLUMIo O Ha3HAaYEeHUN N UCTOUYHMKE
AAHHbIX, @ TaKXe 0 NOIe3HOM Harpy3Ke, XpaHaALLEeN nepeaaBaemblil KOHTEHT.
NHbopmaumsa o Ha3Ha4YeHUN N MCTOYHMKE B 3aronoBKe |P yka3biBaeTcsa ¢ nomollbto |P-
aapeca, yNnoMAHYTOrO HUXKe.
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* Device identification number used in the Internet Protocol

Decimal notation 192 . 168 . 0 . 1

Binary notation 11000000 10101000 00000000 00000001

I Conversion from binary to decimal | I Conversion from decimal to binary

27 25 25 2% 93 22 9! O 2)168 [0
2)84 |0

_1[1]ololofo]o]0] 2)42 |0
_11xi’;:x22:+0x23rox2‘+0x29+0x2'“-’+0x2'+0x2° %)% (1)
i 205 |1
=2+2 2) 2 0

- 128+64 2) 1 1
=192 — 0 —

11000000 = 192 168 = 10101000

An IP address is an identification number in the network layer specified for identifying
devices on the network under the Internet Protocol.

Whereas the MAC address in the data link layer is called the physical address, this is called
the logical address.

In IPv4, which is currently the prevailing protocol, the IP address is a 32-bit integer.

To make this easier to understand, it is divided into four sets of 8 bits divided by dots
expressed in dotted decimal notation. This conversion can be calculated. The conversion
from binary to decimal is calculated using the sum of the weights of each binary digit.
The conversion from decimal to binary is obtained by continuing to divide the decimal
number by two and obtaining the quotient and remainder until the quotient is zero. The
remainders obtained are the result of conversion into binary.

IP-agpec - 370 MAEHTUOMKALMOHHBIA HOMEP Ha CETEBOM YPOBHE, YKa3aHHbIM ANA
NOeHTUGUKaALMKM YCTPOIMCTB B CETU MO MHTEPHET-NMPOTOKOAY.

B 10 Bpems Kak MAC-aapec Ha KaHa/lbHOM YPOBHE Ha3blBaeTcA GU3NYECKMM a4pECOM, OH
Ha3bIBAETCA NOTMYECKMM aAPECOM.

B IPv4, KOTOPbLIN B HAaCTOsLLEE BPeEMA ABIAETCA Npeobnaaatolmm npoTokoaom, |P-agpec
npeacTasnaet cobon 32-pa3paaHoe Lenoe Yncno.

YT106bI 3TO HbIIO NETYE NOHATbL, OH Pa3aesieH Ha YeTbipe Habopa no 8 BUT, pasaeneHHbIX

TOYKAMM B AECATUYHOM 3aNMCK C TOYKaMK. ITo npeobpa3oBaHne MOXKET BbITb paccyMTaHo.

MpeobpasoBaHume U3 ABOUYHOM CUCTEMbI B AECATUYHYIO PACCUMTLIBAETCA C
MCMNONb30BaHMEM CYMMbl BECOB KaKA0W ABOUYHOW LMPBI.

MpeobpasoBaHuMe U3 AECATUYHOWN B BOMYHYIO NOYYaETCA NyTEM NPOAOIKEHUA AeNeHUS
[eCATUYHOrO YMCAa Ha ABa M NoydYeHus KoaddULMEHTa M OCTaTKa [0 Tex Nop, NoKa
KO3DDULMEHT HE CTaHET PaBHbIM HY/0. [oyYeHHbIe OCTaTKM SABAAIOTCA Pe3y/ibTaToM
npeobpasoBaHMA B ABOUYHbIN dali.
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* A number that defines how many bits from the start of the |P address are used as
the network address

Subnet masks | 11111111 11111111 11111111 00000000

IP address (decimal)] 192 . 168 . 1 0

IP address (binary) [11000000 10101000  00000001| 00000000

Network portion Host portion
Example of general notation Abbreviated notation
IP address: 198.168.1.0 198.168.1.0/24
Subnet mask: 255.255.255.0 =CIDR block notation

If the number in the network portion is
different, it belongs to another segment

(another network) Router

i :

ﬂb

| 198.168.2.0/24 |

The subnet mask is a 32-bit number that defines how many bits from the start of the IP
address are used as the network address.

If the subnet mask is defined as follows, the first 24 bits are the network portion and the
last 8 bits are the host portion. There are two main ways to represent this, and the most
common is to state both the IP address and subnet mask. This is the notation system that
is based on Classless Inter Domain Routing, so it is called CIDR notation.

However, simplified notation can also be used because it is only necessary to specify how
many bits of the subnet mask to fill with ones.

If the network portion is different, this is treated as belonging to a different network, and
it is necessary to pass through a router, and so on, to communicate. To use an analogy,
the network portion represents the country, and the host portion represents the address
within the country.

Macka noaceTu - 310 32-pa3psaaHoe YUC0, KOTOpoe onpeaenseT, CKoNbKo BUTOB C
Hayana IP-agpeca NCNoNb3YyOTCA B KAYeCcTBe CeTEBOTO aZipeca.

Ecnm macka noaceTu onpeaeneHa cneayowmm obpasom, nepsble 24 6uta ABNAOTCA
CeTeBOM YacCTblo, @ NocneaHme 8 BUT ABNAKOTCA XOCT-4acTbto. CyLLeCTBYET Ba OCHOBHbIX
cnocoba npeacTaBieHns 3TOro, U Hanbosiee PacnpoCTPaHEHHbIM ABASETCA YKa3aHMe Kak
IP-agpeca, Tak M MacKku noaceTn. 3Ta cuctema 0603HaYeHN ocHOBaHa Ha BecK1accoBoOwn
MeKA0OMEHHON MapLLPYyTM3aLMM, NO3TOMY OHa Ha3bliBaeTca HoTaumel CIDR.

OAHaKO MOYKHO TaK»Ke MCMNOo/b30BaThb YMPOLLEHHY cucTeMy 0603HaYEHMI, MOCKObKY
HeobX0AMMO TO/IbKO YKa3aTb, CKO/IbKO OBUTOB MacKM NOACETM CAedyeT 3anoNHUTb.

Ecnu ceTeBas YacTb OTIMYAETCA, 3TO PACCMATPMUBAETCA KaK NpUHAANEKaLIMIA Apyron
CeTn, U ANA CBA3N He0bBXOAMMO NPOMTK Yepe3 MapLupyTmn3aTop 1 T. . YTobbl
MCNONb30BaTb aHA/I0IMID, YaCTb CETM NPEACTaBAAET CTPaHY, a YacCTb y31a NpeacTaBaseT
afpec BHYTPM CTpaHbI.
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IPv4 (Internet Protocol version 4)

The IP address is represented using 32 bits with approximately 4.3 billion variants.

IPv6 (Internet Protocol version 6)

The IP address is represented using 128 bits with approximately 3.4 x 10438 variants
Stronger security capabilities, improved transfer efficiency.

Network portion Host portion

2001:0db8:0000:0000;0000:0000:1428:57ab

Abbreviation rules

1. Leading zeros in a group of digits can be omitted
2. Any group of consecutive 0000 groups may be
replaced by two colons (only once per address)

Mpasuna abbpesnatypsl
1. HayanbHble Hyau B rpynne um MOTYT ObITb
2001:db8::1428:57ab 4 orane /e 1Y/ e eyine wdp mory

2. NMltoban rpynna nocnegosatensHbix 0000
rpynn MmoxeT ObITb 3aMeHeHa AByMSA
[BOETOYMAMM (TONBKO OAMH pa3 Ha agpec)

The IP addresses mentioned until now are called IPv4. The IP address is represented using 32 bits and is able to
identify approximately 4.3 billion devices.

However, the rapid spread of the Internet has led to fears of depletion of these IP addresses in future.

In response to this, it is scheduled to be replaced by IPv6 as a new standard.

IPv6 is represented using 128 bits, and approximately 3.4x10738, or 2128 3ddresses can be used.

In addition, improvements have been made such as stronger security through IPSec and so on, and increased
transfer efficiency.

IPv6 notation is hexadecimal and divided into 16-bit sections by semicolons.

The first 64 bits are the network portion and the past 64 bits are the host portion, and in contrast to IPv4, this
division does not change.

Because IPv6 addresses are very long and tend to have many zeros, they can be abbreviated according to certain
rules.

However, it must be noted that there is some variation in notation even when these rules are followed.

IP-agpeca, ynoMsHyTble 0 CMX Nop, Ha3biBatoTca IPv4. IP-aapec npeacTaBaeH ¢ MCMNo/ib30oBaHMeM 32 BUTOB U
cnocobeH naeHTdnUMposatb NpMban3nTenbHo 4,3 Muaanapaa yCTPOMCTB.

OpAHaKo bbICTpOe pacnpoCTpaHeHWEe MHTEPHETA NPMUBEO K ONMACeHMAM UCToLEeHWA 3Tux IP-agpecos B byayLiem.
B oTBeT Ha 3TO NaaHMpyeTca 3ameHuTb |Pvb B KayecTBe HOBOro CTaHAapTa.

IPv6 npeacTaBaeH ¢ Mcnosib3oBaHem 128 BUTOB, M MOKHO MCNOAb30BaTb NPUBAM3NTENBHO 3,4 x 10 A 38 nan
2128 anpecos.

Kpome Toro, 6bi11 BHECEHBI YIYULLIEHWA, TaKMe KaK ycuaeHne 6e30nacHoCTM ¢ nomolbto IPSec n 1. ., A Takxke
nosblleHne 3GeKTUBHOCTM Nepesaym.

O603Ha4veHKe IPV6 AaBnseTca WecTHaaUATEPUYHBIM U pa3aeneHo Ha 16-6uTHblie pasaenbl TOUKOM C 3anATOMN.
MepBble 64 6UTa ABAAIOTCSA YaCTbio CETU, a nocaeaHne 64 biTa ABAAOTCA YaCTbio XOCTa, U B OT/n4me oT IPv4 370
pasaeneHmne He U3IMeHAETCA.

MockonbKy agpeca IPv6 o4eHb AAMHHbBIE M MMEKOT MHOTO HY/1eM, UX MOXKHO COKpPaLaTb B COOTBETCTBUM C
onpeaeneHHbIMU NpaBuIamu.

Tem He MeHee, cneayeT OTMETUTb, YTO CYLLECTBYKOT HEKOTOPbIE Pa3nyna B 0603HAYEHMAX, AaXKe eCAN ITU

npasuna cobatoaatoTca.
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TCP (Transmission Control Protocol)
Highly reliable protocol
2. Division of data 4. Data restored based on
Giving a TCP header with a sequence number, etc. the sequence numbers
-. _— = TCP exchanges status using a control flag -
| i3] — Data
ACK ’ACK/SYN
3. Data transmission
1. Establishment of connection !
Sender (Three-way handshake) Recipient

UDP (User Datagram Protocol)
Low reliability but suitable when speed is required such as for streaming

Broadcasting possible

s
o

TCP and UDP are both transport layer protocols, and bridge data via IP in the network layer and protocols in the
session layer and higher.

TCPis a highly reliable protocol that transfers data while exchanging information called control flags to confirm
receipt, or others.

When commencing communication, the connection is established between the sending and receiving devices using
a procedure called a three-way handshake.

After the connection is established, the data is divided and given TCP headers including sequence numbers, and
delivered to the network layer to be communicated.

The recipient restores the data by rearranging it based on the sequence numbers, enabling highly reliable data
transfer. UDP does not perform confirmation as TCP does, and does not guarantee the reliability of data.
However, it is suitable for situations that need speed and real-time access more than reliability, such as streaming
playback.

In addition, TCP always uses 1:1 communication to establish connections, but UDP is able to broadcast, making it
the perfect protocol for telephony and videoconferencing systems.

TCP 1 UDP aABAAtoTCA NPOTOKOAaMM TPAHCMOPTHOIO YPOBHA M 0becrneynBatoT nepesady AaHHbIx Yepes IP Ha
CEeTEBOM YPOBHE M MPOTOKO/Ibl Ha YPOBHE CeaHca U BbllLle.

TCP aBnaeTca BbICOKOHAAEKHBIM NMPOTOKO0OM, KOTOPbIV NepeaaeT AaHHble BO Bpemsa obmeHa nHbopmaLmen,
Ha3blBAEMOM KOHTPOAbHbIMM GAarammn ANs NOATBEPKAEHMA NONYHEHNUA UAN LPYTUMM.

Mpw Hayane CBA3N MeXKay OTNPaBAAOLLMM Y MPUHUMAIOLLMM YCTPOMCTBAaMM YCTaHaB/IMBAETCA COeANHEHME C
MCNO/Ib30BaHMEM NPOLLEAYPbl, Ha3blIBAEMOW TPEXCTOPOHHMM PYKOMOXKATUEM.

[ocne ycTaHOBNEHUA COeAMHEHNA AaHHbIe Pa3AeNA0TCA U MOyYatoT 3aronoskun TCP, BKIOYaa NopALKOBbIe
HOMepa, 1 I0CTaBNAOTCA Ha CETEBOM YPOBEHb A5 Nepeaaym.

MNonyyaTenb BOCCTaHABAMBAET AaHHble, NePECTaBNAA UX HA OCHOBE MOPAAKOBbIX HOMEPOB, 0becneynBan BbICOKYHO
HaZeXXHOCTb nepedayn aaHHbIX. UDP He BbinonHAET noaTBepaeHune, Kak TCP, 1 He rapaHTUpyeT HaaeXHOCTb
OAHHbIX.

Tem He MeHee, OH NOAXOANT ANA CUTYyaLMIA, KOTAa CKOPOCTb M AOCTYN B peasibHOM BpemeHn 6osblie, Yem
HaeXXHOCTb, HAaNpMMep NOTOKOBOE BOCMPOM3BEAEHME.

Kpome Toro, TCP Bcerga Mcnosb3yeT cBAsb 1: 1 Ans yctaHoBAeHUA coeanmHeHnin, Ho UDP cnocobeH TpaHCAnpoBaTs,
YTO AeNaeT ero naeaNbHbIM NPOTOKOIOM A/1A CUCTEM TenedOHUN U BUAEOKOHDEPEHLMN.
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4 + Devised by Apple
» A system enabling the use of devices on a LAN without configuration

| want to print a file.
Could a printer identify itself.

1 E

Search for a free IP address from the
169.254.0.0/16 range to use as own IP address.

Bonjour is a network technology not requiring configuration that was devised by Apple. It is mainly used in LANs to
use devices without the need for any configuration.

The main functions are automatic assignment of IP addresses and host names, and automatically searching for
services.

Devices connected to a Bonjour network do not need a DHCP server or a DNS server.

Bonjour is used for both Ethernet and Wireless connections, however, our equipment mainly uses it for wireless
purposes. When devices are connected, they search for a free IP address from the 169.254.0.0/16 range to use as
their own IP address.

Another characteristic is that all devices connected to the network are queried for their host names, and
connections are made to the matching host name.

For example, if you wish to print something, a query about whether there are any devices providing print services is
made over the LAN by multicast. Only the relevant devices respond, enabling communication to take place.
Normally, to reduce load, host information is cached instead of multicasting every time.

Bonjour - 3To ceTeBas TexHO0rMMA, He Tpebytolaa HacTPonKKM, paspaboTaHHaa Apple. OH B OCHOBHOM MCMOb3yeTCs
B /IOKa/IbHbIX CETAX [/19 MCMOb30BaHMA YCTPOUCTB He3 KaKon-1Mbo KoHPUrypaLmu.

OCHOBHbIMW GYHKLMAMM ABNAIOTCA aBTOMATMYeCKOe HasHaveHue IP-aapecoB 1 MMeH XOCTOB, a TaKKe
aBTOMaTUYECKMIA MONCK CEPBUCOB.

YcTporicTBam, NoAKAOYEeHHbIM K ceTh Bonjour, He Tpebyetca DHCP-cepsep nan DNS-cepsep.

Bonjour ncnonbayetca Kak ans Ethernet, Tak n gna 6ecnpoBoaHbIX NOAKAOYEHWI, O4HAKO Halle obopyaoBaHue B
OCHOBHOM MCMNO/b3YET ero A1a 6ecnpoBoaHbIx Lenen. Korga ycTponcTea NoAKAOYeHbl, OHU ULy T cBOHBOAHbIN |P-
ajpec 13 amanasoHa 169.254.0.0/16 ona MCNoAb30BaHUA B Ka4ecTse cBoero coberseHHoro IP-aapeca.

[pyras xapakTepucTMKa 3aK/1K04aeTcA B TOM, YTO BCE YCTPOMCTBA, NOAKAOYEHHbIE K CETM, 3aMpallMBatoT CBOU MMEeHa
XOCTOB, @ COeAAMHEHMA YCTAaHABAMBAOTCA C COOTBETCTBYHOLLMM MMEHEM XOCTa.

Hanpumep, ecnm Bbl XOTUTE YTO-TO HamneyaTaTb, 3aMPOC O HA/IMYUKN KaKUX-TMOO0 YCTPOMCTB, NPeA0CTaBAAIOLLMX YCAYTM
neyaTu, BbIMONHAETCA MO JIOKAbHOM CETM NOCPEACTBOM MHOM0aApPeCcHOM paccblNkn. OTBEYAtOT TONbKO
COOTBETCTBYIOLLME YCTPONCTBA, MO3BOAAOLLME YCTAHOBUTb CBA3b.

O6bI4HO, YTOBbI YMEHBLIMTL HAarpy3Ky, MHGOPMALIMA O XOCTE KILUMPYETCA BMECTO MHOMOaPECHOM PACChIIKM KasKabll
pas.
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NetBIOS (Network Basic Input / Output System)

« A system for giving names (NetBIOS name) to each computer and communicating

= =

'“’*‘“'

‘ Justine | = | xxx.xxx.xxx.001

‘ |
- =
= =

+  WINS (Windows Internet Naming Service) resolves
NetBIOS names into IP addresses

NetBEUI (NetBIOS Extended User Interface)

« An extended version of NetBIOS included with past Microsoft products
+ It is not widely used now because it does not have routing capability

NetBIOS is a system enabling small-scale communication based on the names given to each computer
by users. NetBIOS defines the fundamental configuration of how data is passed in and out of
workstations within a LAN, and it operates at the Session layer of the OSI model.

NetBIOS’s APl provides a common interface between applications and the underlying network
operating system for the purpose of transmitting messages between nodes. Furthermore, NetBIOS
functions can be used through TCP/IP. When doing so, the NetBIOS name is mapped to an IP address
by WINS.

NetBEUI is an extended version of NetBIOS which has become the industry standard as part of a
network’s general communication protocol.

It was supplied with Microsoft’s LAN Manager, Windows for Workgroups, and Windows NT.

It is generally used only in small networks because it has no routing capability.

NetBIOS - 310 cucTema, obecneunBatolas MeNKoMacluTabHyo CBA3b HAa OCHOBE MMEH, AAaHHbIX
Kaxxgomy KomnbtoTepy nonbsosatenamm. NetBIOS onpenenaeT dyHAaMeHTanbHYO KOHOUIYpaLmio
TOrO, Kak AaHHble NepeatoTca Ha paboyme CTaHUMKM U M3 HUX B IOKA/IbHOW CeTU, 1 paboTaeT Ha
ypOBHe ceaHcoB mogenm OSI.

API-nHTepoenc NetBIOS obecneunsaeT obumMit MHTepdENC MeKaY NPUNOKEHUAMM U HA30BOW
CceTeBOM OMNepaLmMoHHOM CUCTEMON ANA Nepenayn cooblieHnn mexay y3namm. Kpome toro, dyHKLmMM
NetBIOS moHO Mcnonb3osath Yepes TCP / IP. Mpu atom nmsa NetBIOS conocTasaseTcs ¢ IP-agpecom
WINS.

NetBEUI - aTo pacwmpeHHas sepcma NetBIOS, KOTopaa cTana oTpac/ieBblM CTaHAAPTOM KaK YacTb
obLLero ceTeBoro NPOTOKO1a CBA3MN.

OH 6bin noctasneH ¢ LAN Manager ot Microsoft, Windows ans pabounx rpynn n Windows NT.
OBbI4HO OH MCNONb3YeTCA TONbKO B HEDONbLIMX CETAX, MOCKO/bKY HE MMEET BO3MOXKHOCTH
MapLipyTU3aLmm.

64



i Quiz

Click the Quiz button to edit this object

Which layer processes the MAC address with TCP/IP in the OSI reference
model?

Application layer
Transport layer
Data link layer

Physical layer

Submit

— outrd.

Test your knowledge in a quiz!
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4 Lesson Summary

In this lesson, you have learned that:
= A protocol is a mechanism for correctly exchanging data.

= |P is a mechanism for identifying devices that are being
communicated with.

= |tis necessary to migrate to IPv6 due to a shortage of IP
addresses.

=  TCP is highly reliable and UDP is able to perform high-speed
communication and broadcasting.

= There are also systems similar to IP.

Ha aTom ypoke Bbl y3HaAu, YTo:

B Npotokon - 370 MexaHU3m A1 NPaBUILHOMO 0BMEHa AaHHBIMM.

B 1P - 570 MmexaHM3M 418 MAEHTUUKALMK YCTPOWCTB, C KOTOPbIMM OCYLLECTBAAETCA CBA3D.
B Heobxoommo nepeiit Ha IPv6 n3-3a HexsaTku |P-aapecos.

B TCP oueHb HagexeH, a UDP cnocobeH BbIMOHATH BbICOKOCKOPOCTHYHO CBA3b U BELLaHuWe.
B CyuiecTsyioT Takke cMCTeMbl, NOXoxKMe Ha IP.

Protocols are rules for communicating with each other, and communication is made possible by
adding a variety of information to data being transferred through multiple protocols.

IP serves the role of identifying the nodes communicating on a network with many nodes.

Now, there are concerns about a shortage of IP addresses due to network advances, and it will
be necessary to migrate to the IPv6 system in the near future.

TCP and UDP are protocols on the same network layer, but their applications differ greatly.
Whereas the objective of TCP is to correctly transfer data, the objective of UDP is to transfer
data at high speed in multiple directions.

Now, IP is used in most networks, but there are also systems such as NetBIOS that are not
reliant on IP addresses.

MpoTOKObI - 3TO NpaBMaa O6LWEHMA APYT C APYTOM, U CBA3b CTAHOBUTCA BO3MOXKHOM Baroaaps
n06aBneHnto pasHoobpasHOM MHGOPMaLIMM K AaHHbIM, NepeaaBaemMbiM N0 HECKOJ/IbKUM
NPOTOKOAM.

IP BbINONHAET POSIb MAEHTUPUKALNM Y3/10B, B3AUMOLENCTBYIOLLUX B CETU CO MHOTUMM Y3/1aMMU.
Tenepb CyLECTBYIOT ONAaceHUs No NOBoAY HeXBaTKM IP-agpecoB n3-3a paclUMPEHN CETU, U B
6anKalwem byaywem Heobxoanumo 6yaet nepeiTi Ha cuctemy IPv6.

TCP n UDP asnAatoTCcA NPOTOKOAAMM HA OAHOM CETEBOM YPOBHE, HO UX MPUNOKEHUA CUABHO
pa3anyaloTCA.

B TO Bpemsa Kak uenbto TCP AasnaeTca npasunbHaa nepegada gaHHblx, uenbto UDP asndaeTca
nepegayva AaHHbIX C BbICOKOM CKOPOCTbIO B HECKO/IbKMX HanpaB/IeHUAX.

Tenepb IP ucnonbayetcsa B 60NbLIMHCTBE CETEN, HO ECTb TaK}Ke CUCTEMbI, Takue Kak NetBIOS,
KOTOpble He 3aBucAaT oT IP-agpecos.
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5 Network Usage and Architectures

= Client/server Networks
= Peer-to-Peer Networks
= (Clients

= Servers

= Terminal solutions

There is a lot of network usage and architectures.

This lesson introduces the model of client/server networks and peer-to-peer
networks.

Plus, this lesson describes the roles of servers and clients used for the effective
utilization of networks.

CyLLecTByeT MHOIO MCNONb30BaHMA CETU U aPXUTEKTYPbI.

ITOT YPOK NpeAcTaBAAET MOAE/b KANEHT-CePBEPHbIX CeTeM N OHOPAHTOBbIX CETEN.

Kpome Toro, B 3TOM YpPOKe OMMUCbIBAIOTCA POIN CEPBEPOB N KIMEHTOB,
ncnonbayemble ans 3GpGeKTUBHOro MCNO/b30BaAHMSA CETEN.
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5.1 Client/Server Networks
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Printer file server

Please transfer
the xx.txt file that
has been saved.

Please print
the file.

Clients Clients

* The network bandwidth (amount of information transferred per second) increases

+ Server processing speed increases

YBeNMUMBaAETCA NPOMYCKHAsA CNOCOBHOCTb CETU (KOIMYECTBO NepesaBaemol
NHPOPMALIMK B CEKYHAY).

YBennumnsaeTca ckopocTb 06paboTkM Ha cepBepe.

The majority of substantial business network installations are client/server systems.

In this type of network, services such as printing and file storage and retrieval are centralized and
managed by a program called a server.

There are various types of servers. Print servers manage print requests and file servers handle the
storage and retrieval of data.

The advantages of client/server networks are efficient use of network resources.

This topology also helps keep the network environment consistent and under control and offers ease of
management. However, by introducing a client/server network, the user can expect an increase in
network traffic and slower response times.

In this case, this can be minimized by increasing network bandwidth or by increasing the server
processing speed.

BONbWMHCTBO CYLLECTBEHHbIX YCTAHOBOK BU3HEC-CETU - CUCTEMBI KNINEHT / cepBep.

B ceTu Takoro Tmna Takue cny0bbl, Kak Neyatb, XpaHeHWe 1 n3BaedeHne Gaaos, LEeHTPAIM30BaHbI U
yNpaBaATCA NPOrPaMMoi, Ha3blIBaEMOW CEPBEPOM.

CyLWecTBYIOT pa3/iiHble TUMbl cepepoB. CepBepbl NeyaTh ynpasastoT 3anpocamm Ha neyvatb, a
dalnoBble cepBepbl YNPaBASIOT XPaHEHUEM M MOMCKOM AaHHbIX.

MpenmyLLeCTBaMM KMEHT-CEPBEPHbIX ceTen ABNAIOTCA 3GDEKTMBHOE MCMNOIb30BAHNE CETEBbIX
pecypcos.

3Ta TONONOTUA TaK}Ke NOMOraeT NoAAepPKMBaTb LIeNOCTHOCTb M KOHTPO/Ib CETEBOW Cpesbl U
obecneuynBaeT NpocToTy ynpasneHuns. OaHaKo, BBEAA KANEHT-CEPBEPHYIO CETb, MO/Ib30BATE/b MOMKET
OXKWAATb YBENMYEHUA CeTeBOro Tpaduka n bonee meaneHHOro BpemMeHu OTKAMKa.

B 3TOM c/yyae 3T0 MOKHO MUHUMM3NPOBATD, YBEIMYMB NMPOMYCKHYK CMOCOOHOCTb CETU UK YBENUYMB
CKOpOCTb 00paboTKM Ha cepBepe.
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5.2 Peer-to-peer Networks

r
Please print
the file
Please transfer
the xx.txt file that \ .
has been saved - o
Client Client
Server Server

Peer-to-peer networks provide access to files, software and peripheral devices via
communication between individual workstations.

Each workstation has the same network status as any other, and any workstation can
initiate a communication session. In some cases, peer-to-peer communication is
implemented by giving each workstation both server and client capabilities. Any
workstation can behave as a server to other software and interconnect to other networks
using different operating systems.

Printing is usually accomplished by either sharing a device physically connected to a
workstation, or by a third party utility to share a standalone device attached to the
network.

OAHopaHrosble ceT obecneymnBatoT AOCTYN K daitnam, NporpaMmmHomy obecrneveHuto 1
nepmndepuninHbIM yCTPOMCTBAM Yepes CBA3b MeXAY OTAENbHbIMU PabOUYNMMM CTAHUMAMMN.
Kaxaaa paboyan CTaHUMA MMEET TOT Ke CTaTycC CeTH, YTo 1 Ntobaa apyras, n ntobas
paboyas CTaHUMA MOXKET MHMLMMPOBATL CEAHC CBA3W. B HEKOTOPbLIX CyYaax OAHOPaAHIoBan
CBA3b OCYLLECTBAAETCA NyTEM NPEAOCTaBAEHNA KaXKA0OM paboyeit CTaHUMM BO3MOXKHOCTEN
KaK cepBepa, TaK W KAneHTa. /ltobaa paboyan CTaHLUMA MOXKET BECTU cebA Kak cepBep anA
[PYroro nNporpamMmmMHoro obecneyeHma 1 NOAKAYATLCA K APYTMM CETAM C
MCMNO/Ib30BAaHMEM Pa3HbIX ONepPaLMOHHbIX CUCTEM.

MeyaTb 0ObIYHO BbIMOHAETCA NyTEM COBMECTHOIO MCMNONb30BaHNA YCTPOMNCTBA, GMU3NYECKM
NOAK/MOYEHHOrO K paboyer CTaHLUMKN, UKW C MOMOLLbIO CTOPOHHEN YTUANTbI ANSA
COBMECTHOTO UCMO/1b30BaHMA aBTOHOMHOTIO YCTPOMCTBA, MOAKIOYEHHOTO K CEeTH.
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Th@eclint system

Data storage
Servers Network service
) Execution of programs

Please
print it

T Please transfer | [

¢ T 5
Clients Access to server Clients
Execution of programs
L Remote operation

In a client-server system, the client can request the server to perform tasks such as file retrieval
and printing.

A workstation can function as both a client and as a server, but there are several ways to configure
a client in networks with dedicated servers.

The most popular approach places all program logic in the client workstations and uses servers to
store data and provide network services.

Other approaches vary the division of program logic and data stored on the server and
workstations.

In a thin-client system, all storage, applications and handling of peripheral devices are provided by

the server, and the clients only serve as terminals for accessing and remotely controlling the server.

Therefore, clients need not have a lot of memory or processing power, hence they are called thin.

B cucTeme KAMEHT-cepBEpP KAMEHT MOXKET 3aNPOCUTb CEPBEP BbINOHUTL TaKMe 33[a4n, KaK MOMUCK
danna n neyartn.

Paboyas cTaHUMA MOXeT GYHKUMOHUPOBATb KaK KAMEHT M KaK CepBep, HO eCTb HECKO/IbKO
CNocob0B HACTPOUTb KAMEHTA B CETAX C BblAENEHHBIMU CEPBEPAMMU.

Cambli1 NONyAAPHBIN NOAXOA, Pa3MeLLAET BCIO MPOrPaMMHYHO I0TMKY Ha KAMEHTCKMX paboumnx
CTaHLMAX U UCNONb3YET CEPBEPbI ANA XPAHEHWNA AAHHbIX M NPeAOoCTaBAeHMA CETEBbIX YCAYT.
[pyrve noaxoAbl BapbMpyOT pasaeneHne NporpaMMHON IOTMKKM U AaHHbIX, XPAaHALWMXCA Ha
cepsepe M paboumnx CTaHLMAX.

B cucTeme € TOHKMM KIMEHTOM BCE XPaHUAULLE, MPUNOXKeHUA 1 06paboTKa nepudepmninHbix
YCTPOMCTB NPeOCTaBAAOTCA CEPBEPOM, @ KIMEHTbI C/IYXKaT TO/IbKO TEPMMUHANAMM A1A AOCTyNa U
YZAaNeHHOro ynpasaeHua CeEpBepoM.

[03TOMY KNIMEHTAM HE HYKHO MHOMO MamMATN AN BbIYUCAUTENBHOM MOLLHOCTH, MOSTOMY MX
Ha3blBAOT TOHKMMM.
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|

Non-dedicated: Functions as a workstation

Qedicated: Machine only functions as a servey \ and a server /

’ 3 O I 4 =
i - ==
1
= =
File server: When handling the organization of files ; : ’
Special purpose server: Functions as a peripheral

K and data on a network / \

A dedicated server is a permanent operating server that is used for
a certain task or service. This server is not used as a workstation.
For non-dedicated servers, the server software is running on a
host. This server may also be used as a workstation.

A shared server is a server that may be used for different or
multiple tasks or services.

BblaeneHHbIM cepBep - 3TO NOCTOSHHbIM paboTatoLWunin cepsep,
KOTOPbI MCNONb3YETCA AN1A OnpeaeIeHHON 334341 UK CNYKObl.
DTOT cepBep He UCMONb3YeTCA B KayecTse paboyent CTaHUMMN.

[ns HeBblAENEHHbIX CEPBEPOB CEPBEPHOE MPOrPAMMHOE
obecneyeHune paboTaeT Ha XOCTE. ITOT CEPBEP TAKKE MOXKET
MCMNONb30BATHCA B KayecTBe paboyen cTaHUMN.

ObuWKin cepBep - 3TO CEPBEP, KOTOPbLIN MOXKET UCMONb30BaATLCA AN1A
Pa3HbIX UM HECKONIbKUX 3a4a4 AW YCAYT.
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Pa60Ty MOHO BbIMNOJ/IHATb KaK B O(I)VICG, HE3aBMUCUMO OT MeCTa U yCTpOVICTBa.
N3meHeHnA B NPUNOKEHNAX N CUCTEMAX MOTYT ObITb cAenaHbl Nerko.
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5.5 Terminal Solutions

It is possible to perform work as if in the office regardless of
the place or device used.
Changes to applications and systems can be made easily.

Client terminal

Microsoft Remote Desktop Service
» Applications can be executed as if they had direct access to a server

Citrix XenApp
« Easy access to applications over the Web

Cny»ba yaaneHHoro paboyero ctona Microsoft

* [PUNONKEHMA MOTYT BbINONHATLCA TaK, Kak ecin Obl OHM MMENW NPAMOI AOCTYN K cepeepy
Citrix XenApp

e JIerkuin AoCTyn K NPpUAOXKEeHNAM Yyepes UHTepHeT

In the past, file management and the execution of applications was performed by the client without heavy reliance on
the server.

However, recently the increase in wireless LAN speed and the emergence of tablets has led to a migration to terminal-
based solutions.

For example, by virtualizing desktops and applications, it is possible to perform work as if in the office regardless of
the place or device used.

In addition, by unifying computing resources, applications and systems can be updated and upgraded economically.
The use of computers in business is increasingly moving toward terminal-based thin-client systems.

Examples of terminal solutions include Microsoft Remote Desktop Service and Citrix XenApp.

Using remote desktop services, end users can execute applications as if they had direct access to a server.

The Citrix solution for remote access incorporates functions exceeding terminal services in additional products.

For example, a complete client software application is not required and access to applications can be easily requested
through a Web browser.

B npowsiom ynpasseHne Gainanamm n BbINOJIHEHWE NPUIOKEHUIN BbINMOMHANNCE KIMEHTOM HE3 CUIbHOM 3aBUCUMOCTM
OT cepBepa.

OfHaKo B nocsieaHee Bpems yBeM4eHne CKopocTn 6ecnpoBOAHON IOKAbHOM CETU M NOABIEHME NIaHWEeTOB
NPUBENO K Nepexoay Ha TEPMMHAbHbIE pelleHns.

Hanpumep, BUpTyanmsnpys paboune CTosbl U NPUNOKEHMWSA, MOXKHO BbINOAHATL PabOTy Kak B oduce, He3aBMCMMO OT
MeCTa MM UCMOJIb3yeMOro YCTPOMCTBA.

Kpome Toro, 06benHAN BbIYMCANTENbHbBIE PECYPChI, MPUAOKEHMWA U CUCTEMbI MOTYT OblTb 06HOBAEHbI K
MOEPHMU3MPOBAHbI SKOHOMMYECKM. MCNONb30BaHNE KOMMNbIOTEPOB B BM3Hece BCe HO/blIE NEPEXOANT K CUCTEMAM
TOHKMX KAMEHTOB Ha Ba3e TepMMHaNoB..

Mpumepbl TEPMUHANBbHbIX pelleHmnit BkatovatoT Microsoft Remote Desktop Service m Citrix XenApp.

Ncnonb3ya cnyxbbl yaaneHHoro paboyero ctona, KOHeYHble N0b30BATENIM MOTYT BbINOAHATL MPUAOXKEHNA, KaK eciu
6bl OHW UMeNn NPAMOI AOCTYN K CepBepYy.

Pewenwe Citrix ona yaaneHHOro 4ocTyna BKAYaeT QyHKLUMM, MPEBOCXOAALLME TEPMUHAbHBIE CEPBUCHI, B
OOMOJTHUTENbHBIX MPOAYKTAX.

Hanpumep, NosIHOE KANMEHTCKOE MPOrpamMmMHOEe NPUIOKEHMEe He TpebyeTca, M AOCTYN K MPUIOKEHUAM MOMKHO J1ETKO
3anpocuTb Yepes Beb-6paysep.
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i Quiz

Click the Quiz button to edit this object

What do you call a computer that is used for specific task such as file
storage or handling print data?

Server
Client
Terminal

Software

Submit

outv'a_r_d__

Test your knowledge in a quiz!
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5 Lesson Summary

In this lesson, you have learned that:

= A server performs central management in a client-server
system.

= Clients perform distributed management while complementing
the roles of servers in a peer-to-peer system.

= |tis possible to give servers various roles.

= There is a growing trend to make a transition to thin-client
systems.

Ha 3ToMm ypoKe Bbl y3Hasu, 4TO:

Il Cepsep BbINOAHAET LEHTPANN30BaHHOE YNPaBAEHUE B CUCTEME KAUEHT-CEPBEP.
M KnvieHTbl BLINOAHAIOT pacnpeAeneHHoe ynpasaeHue, JOMN0HAA POaN CEPBEPOB B
0JHOPAHroBOM cUCTEME.

Il BoamoHo npenocTasnerne cepsepam pasandHbix posei.

B CyuiecTsyeT pacTylyaa TEHAEHLMA K Nepexody Ha CUCTEMbI TOHKMX KMEHTOB.

The client-server approach most commonly used by enterprises now centrally manages
services such as printing and file storage and retrieval on a server. In contrast, clients are
equal in a peer-to-peer system, and act as servers as required, while managing the
network.

Servers not only manage files and printers, but are also able to perform actions normally
handled by the client side such as execution of applications.

Now, there is a growing trend of moving toward thin-client systems in which the client
terminal only plays the role of accessing data and applications.

KnueHT-cepBepHbIn noaxoa, Hanbonee 4acTo MCNONb3yeMbI NpeanpUATUAMK, TENEPb
LEeHTPaNM30BaHHO YNPaBAAET TaKMMK CAyKOamMK, Kak NeyaTb, XpaHeHMe 1 M3BIeYeHne
darnoB Ha cepsepe. HanpoTmB, KAMEHTbI PaBHbl B OAHOPAHIOBOW CUCTEME W NPU
HeobXxoaMMOCTM YNPaBAAKOT CETbIO KaK CepBepbI.

CepBepbl He TONbKO yNpaBAAoT Gaamm 1 NPUHTEPAMM, HO TaKXKe MOTYT BbINOHATb
nencTena, 06bIYHO BbINOHAEMbIE HA CTOPOHE KAMEHTA, TakKMe KaK BbIMOAHEHME
NPUNOKEHWNN.

B HacToAwee BpemaA HabatogaeTcA TEHAEHUMA K Nepexoy Ha CUCTEMbl TOHKMX
KIMEHTOB, B KOTOPbIX KAMEHTCKMIA TEPMUHAN UTPaeT PO/b A0CTYNa K AaHHbIM U
NPUNOXKEHNAM.
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IKONICA MINOLTA

0

¢ Course Summary

In this course, you have learned:

= You can understand the mechanism of networks more easily by
referring to the OSI reference model.

= There are various types of network architectures.

= The maximum transfer speed is being improved in comparison
with the early days of networks.

= Network technology today continues to develop, such as the
advance of wireless networks.

B 3TOM Kypce Bbl y3Hanu:

B Bui moxeTe nerye NoHATL MexaHM3M ceTel, 06paTUBLLIMCH K 3TanoHHOM Moaean OSI.

B CyuiecTsytoT pa3anyHbIe TUMbI CETEBbIX aPXUTEKTYP.

M MakcmanbHaa CKOPOCTb Nepeaaym yay4WaeTca No CPaBHEHMIO C NEPBLIMU AHAMMU CeTeil.
B CeTeBble TEXHONOMMM CErOAHA NPOSOMKAIOT Pa3BMBATLCA, TaKME KaK pa3BuTHe
6ecnpoBOAHbIX ceTein.

This concludes the Computer Network Overview course. In closing, let’s look back on what you have
learned. Networks enable communication by combining a variety of technologies.

Each technology basically interacts with upper and lower layers, and this is easier to understand by
referring to the OSI reference model.

Most of the use of networks in enterprises previously used client-server systemes.

However, this is moving toward thin-client systems as the specs of servers and networks improve.
Early networks had a maximum transfer speed of around 10 Mbps despite using thick cables that were
awkward to use. However, there are now Ethernet standards with a theoretical transfer speed in
excess of 10 Gbps despite using thin cables.

Wireless networking is becoming more advanced with the latest standards enabling communication at
Gigabit speeds, and network technologies continue to evolve.

Ha aTom mbl 3aBepluaem Kypc «O630p KOMMNbIOTEPHOM ceTU». B 3aKNtoueHMe gaBanTe BEPHEMCS K TOMY,
4TO Bbl Y3HaN. CeTM NO3BONAIOT 0OLWATHCA, KOMOUHUPYA Pa3IMYHbIE TEXHONOTUN.

Ka)kaan TexHoNorma B OCHOBHOM B3aMMOZENCTBYET C BEPXHUM M HUXKHUM YPOBHAMM, U 3TO Nerye
NOHATb, 0OPATMBLIMUCH K 3TaslOHHOM moaenmn OSI.

Bonbluasa 4acTb MCNONb30BAHWA CeTEN Ha NPeANPUATUAX PaHee MCMONb30BaNACh KANEHT-CEPBEPHBIMM
cUCTEMAMM.

Tem He MmeHee, 3TO ABMKETCA B CTOPOHY CUCTEM TOHKUX KIMEHTOB MO Mepe yydleHMA XapaKTepUCTMK
CepBepoB U ceTen.

PaHHMeE CeTM MMenn MakCMMabHYH CKOPOCTb nepeaaym okono 10 Meut / ¢, HecmoTps Ha
MCNO/Ib30BaHMeE TONCTbIX Kabenen, KoTopble HbiAN HeyA0OHbI B MICNONb30BaHUN. TEM HE MeHee, B
HacToALLee BPeMA CyLEeCTBYOT cTaHAapTbl Ethernet c TeopeTnyeckoi ckopocTbio nepenayn bonee 10
[6MT / C, HECMOTPA Ha MCNOb30BaHNE TOHKMX Kabenei.

BecnpoBoaHble CETU CTaHOBATCA BCe boee coBpeMeHHbIMM Baarogapsa HOBEMWMM CTaHAAPTaM,
obecneynBaoWmMm CBA3b Ha TMrabUTHbIX CKOPOCTAX, N CETEBbIE TEXHOOMMM NPOAO/IKAIOT PA3BMBATHLCA.

75



End of Course outWard

— — —_— ASSOCIATE

Congratulations!

You have completed the OUTWARD course
Computer Network Overview.

Congratulations! You have now completed the OUTWARD
course "Computer Network Overview”.
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