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The purpose of this course is to provide you with an
understanding of what may impact network processing
speed, and what TCP/IP is.

In addition, you will learn why it is important to know about it
and to understand what a network operating system is and
the tools available to diagnose network problems.

Llenb aToro kypca - AgaTb BaM NOHMMaHWE TOro, YTO MOXET
NOBMNATb HA CKOPOCTb CETEBOM 00paboTKM 1 4YTO Takoe
TCP/IP.

Kpome ToOro, Bbl y3HaeTe, noyemMy BaXkHO 3HaTb 06 3TOM ”
NOHUMATb, YTO TaKoe ceTeBasi ornepaumoHHas cuctema u
WHCTPYMEHTbI, AOCTYNHbIE A1 ANarHOCTUKM CETEBbIX
npobnem.



Think about your Internet service provider. If you were to source a new
contract for Internet service, what factors would impact your decision?
When you use the Internet, or your local area network, are there things that
make it less convenient than you prefer?How about things like network
speed and network stability, or perhaps reliability or security?

These are all aspects of network management, and this course explains how
to manage the basics of networks such as speed, stability and problem
solving.

In addition, we will introduce the operating system and diagnostic tools to
maintain an efficient and comfortable network.

MoaymanTe 0 CBOEM MHTepPHEeT-NpoBanaepe. Ecam Hbl Bbl 3aKAH0YMIN HOBbLIN
KOHTPAKT Ha MHTEPHET-YCNYIK, Kakne pakTopbl NOBANAAN Obl Ha Balle
pelieHune?

Koraa Bbl ucnonbayete MHTEPHET UAK BaLly SIOKA/IbHYHO CETb, €CTb /1N BELLM,
KOoTopble AeNnatoT ero meHee yaobHbIM, Yem Bbl NpeanoymTaeTe? Kak HacueT
TaKMX BELLEN, KAK CKOPOCTb CETU U CTabUNbHOCTb CETU, UIN, BOSMOXHO,
HaAEeXHOCTb MM Be30MacHOCTb?

Bce 3TO acneKkTbl ynpaBieHMUs CETbIO, M 3TOT KYPC 0OBACHAET, Kak ynNpaBaATb
OCHOBAMW CeTe, TAKMMM KaK CKOPOCTb, CTabnabHOCTb 1 pelleHne npobaem.
Kpome Toro, Mbl npeAcTaBMm onepaLmMoOHHYO CUCTEMY M CPeaCcTBa
ANArHOCTMKM ANA noaaepaHna adPeKTUBHOM U KOMPOPTHOMN CETH.



This lesson explains network speed and the circumstances
that affect network speed.

OTOT YPOK OOBbACHSAET CKOPOCTb CETU N OOCTOATENBLCTBA,
KOTOpblE BANAIOT HA CKOPOCTb CETW.




Network speed is the rate of data transmission between network nodes.
The faster the speed, the more data can be transmitted in a given period of
time.

For units of speed, bps is used, which indicates the number of bits of data
transferred in a second, and Kbps or Mbps are frequently used nowadays.
Speed is largely affected by physical mediums such as cables or wireless LAN
technology.

Moreover, differences due to transmission types such as digital transmission
vs. analog transmission, or the condition of the network also affects speed.

CKOPOCTb CETU - 3TO CKOPOCTb Nepeaaym AaHHbIX Mexay y31amu CeTu.

Yem Bbile CKOPOCTb, TeM BObLIE AAHHbBIX MOMET DObITb NepeaHo B AaHHbIM
nepunos BpeMeHH.

[1na e ANHWUL, CKOPOCTU MCNONb3YeTCA BUT / ¢, YTO yKa3blBaeT KONMYECTBO OUT
NAaHHbIX, NepelaBaeMblX B CEKYH/Y, U B HACTOALLLEE BPEMA YaCTO
ncnonbsytotca K6ut / ¢ unm Méut / c.

CKOPOCTb B 3HAYMTE/IbHOMN CTEMEHU 3aBUCUT OT GU3UUYECKMX Cpes, TaKMX Kak
Kabenu nnm texHonorns 6ecnpoBogHON NOKA/IbHOW CETU.

Kpome Toro, pasnnymsa, cBA3aHHbIe C TUNaMM nepesadn, TaKUMU Kak
umdpoBan nepeaada UAM aHaNOroBas nepeaava, Uanm COCTOAHUE CETU, TaKKe
BAMAIOT Ha CKOPOCTb.



In a baseband network, such as Ethernet, a device transmits digital signals directly without manipulation.
In the baseband system, the transmission method is visualized using line cords.

Only one communication channel can be used, and therefore only one device can transmit signals at a
time. It can be compared to a road with a single traffic lane.

* In a broadband network, the digital signals are modulated to the carrier wave. The modulated carrier
wave is transmitted to the receiver, which demodulates the signal to digital data again.

The physical bandwidth of the cable is practically separated into multiple channels and each channel has
its own carrier frequency.

e In other words, a single cable can be divided by the carrier frequency, so you can send data via multiple
channels at the same time, meaning you can transmit them at high speed. It can be compared to a road
with multiple traffic lanes.

B ocHOBHOM ceTun, Takol Kak Ethernet, ycTpoiicTeo nepenaet umMdpoBble CUrHaAbl Hanpamyto, be3
MaHUNysUMi. B cncteme 0CHOBHOM NOAOCHI YacToOT cNocob nepeaayn BU3yaansnpyeTca c
MCNO/Ib30BAHWEM JIMHEMHbIX LHYPOB.

MoeT MCNONb30BaTLCA TONbKO OAMH KaHan CBA3M, M MO3TOMY TObKO OAHO YCTPOMCTBO MOXKET
nepenaBaTb CUrHaNbl. ITO MOXKHO CPABHMTL C LOPOTOM C OAHOM NOSOCOM ABUKEHUA.

* B LUMPOKOMNONIOCHON ceTU UMPPOBbIE CUTHABI MOZYAMPYIOTCA K Hecylelt. MoaynMpoBaHHanA HecyLLan
nepeaaeTca Ha NPUEMHMK, KOTOPbIM CHOBa AEMOAYNMPYET CUrHAN B UMPPOBbIE AaHHbIE.

®dunsnyeckan Noaoca NPOMNycKaHMa Kabena NpakTUYecKM pasae/ieHa Ha HECKOIbKO KaHasoB, U Kaxabli
KaHan MMeeT CBO COBCTBEHHYO HECYLLYIO YacToTy.

e [lpyrumun cnoBamu, oAmH Kabenb MoxKeT ObITb pa3zeneH Ha HeCyLLyto YacTOTy, MO3TOMY Bbl MOXKeTe
OTNPaBAATb AaHHbIE MO HECKOJIbKMM KaHaNam O4HOBPEMEHHO, TO eCTb Bbl MOXeTe NnepesasaTb MX C
BbICOKOM CKOPOCTbIO. TO MOXHO CPaBHUTb C OPOrOM C HECKONIbKMMM NONOCAMU ABUMKEHMA.



In the context of the network, throughput means the communication speed.
Communication speed is a necessary condition to maximize network efficiency.

In order to maintain the maximum communication speed and maximize the network
efficiency, it is important that throughput corresponds to the bandwidth. The
throughput can be compared to a car's speed.

When cars run at the maximum speed allowed for each road, cars can use the roadway
the most efficiently.

The other major factor in the speed of network response is the amount of data that
passes through the network at any one time, referred to as the network traffic.

In large networks where many users are generating messages simultaneously, more
bandwidth is required to maintain response speed.

To prevent system congestion, network operating systems and protocols are designed
to manage and distribute network traffic.

This feature also prevents the transactions of one user from degrading the
performance of the network for other users. Network operating systems and protocols
can be compared to the role of directing traffic.

B KOHTEKCTe ceTV NPonyckHas cnocobHOCTb 03Ha4YaEeT CKOPOCTb CBA3M.

CKOpOCTb CBA3M ABNAETCA HEODOXOAMMbBIM YCNOBUEM A1 MAKCUMabHON 3OGEKTUBHOCTM CETU.

YT06bl NOALEPKMBATD MAaKCUMA/bHYIO CKOPOCTb CBA3U M MAaKCUMMU3UPOBaTb IGOEKTUBHOCTL CETU, BaKHO, YTOObI MPOMYCKHanA
CNOCOBHOCTb COOTBETCTBOBA/A MPOMYCKHOM CNOCOBHOCTH. MPONYCKHYH CNOCOBHOCTL MOXKHO CPaBHUTL CO CKOPOCTLIO
aBTomobunA.

Korzia aBToMoBMAN ABUKYTCA C MAaKCUMA/IbHOM CKOPOCTbIO, PaspelleHHOoM ANA KaXKA0M Aoporv, aBToOMOBMAN moryT
MCNO/Ib30BaTb MPOE3IKYI0 YacTb Hanbonee adpdeKTUBHO.

[pyrvm BarKHbIM GAaKTOPOM CKOPOCTU OTK/IMKA CETU ABNAETCA OOBbEM [laHHBbIX, KOTOPbIE NPOXOAAT Yepes CeTb B 060N
MOMEHT BPEMEHMU, Ha3blBAEMbIl CETEBLIM TPAGUKOM.

B 60/1bLUMX CETAX, T4e MHOTO NOb30BaTE e TeHePUPYIOT COOBLLEHNA OAHOBPEMEHHO, ANA NOAAEPHKAHNA CKOPOCTU OTK/IMKA
TpebyeTca 60o/bluan Noaoca NPonycKaHua.

[na npefoTBpaLLeHna Neperpyskm CUCTEMbI CETEBbIE OMEPALMOHHbIE CUCTEMbBI M MPOTOKO/bI NPeAHA3HAYeHbl A7
yNpaBAeHWUsa 1 pacnpeseneHns ceTeBoro Tpaduka.

3Ta QYHKLMA TaKKe He NO3BOAAET TPAH3aKLMAM OAHOTO NOb30BaTENA YXYALIATh NPOU3BOAUTENBHOCTD CETU A8 APYIMX
nosnb3osateseit. CeTesble ONepaLMoOHHbIe CUCTEMbI U MPOTOKO/Ibl MOXKHO CPABHWTb C POJIbIO HampaB/ieHUs TpaduKa.



IP address type
Usage conditions of network

Transmission method

Submit

Test your knowledge in a quiz!
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Network speed is expressed by bps, which indicates the
number of bits of data transferred in a second.

The faster the speed, the more data can be transmitted in a
given period of time.

Network speed is not constant. The speed changes based
on various factors, such as the physical medium,
transmission method, and amount of traffic.

CKOPOCTb CEeTU BblparkaeTcs B 6UT / ¢, UTO yKa3biBaeT Ha
KONIMYeCTBO BUT AaHHbIX, NepeaaBaeMblX B CEKYHAY.

Yem Bbille CKOPOCTb, TeM HOo/blLIe AaHHbIX MOXET ObITb NepeaaHo
B A@HHbIN Nepmoa BpeMEHN.

CKOpOCTb CceTM He NocTosaHHA. CKOPOCTb M3MeEHsEeTCA B
3aBMCMMOCTM OT Pa3/IMUHbIX GaKTOPOB, TaKMX Kak dusnyeckas
cpena, cnocob nepenaym n obbem TpaduKa.
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This lesson explains about using TCP/IP to connect network
nodes.

It also explains about the use of ports and utilities that help
with the management of networks.

12



TCP and IP are network protocols. TCP/IP is a general term for protocols such as
TCP and IP.

TCP/IP is the universal standard for network communication. As noted on the screen,
it is used to support the Internet by facilitating communication between computers all
over the world and providing access to data and applications at geographically
distributed sites.

It also supports intranets, which are private networks only available to authorized
users, and extranets, which allow for the sharing of data among multiple intranets.
TCP/IP is also used in virtual private networks, which are networks where remote
users can be given access rights to establish a virtual point-to-point encrypted
connection. The virtual connection is connected via a dedicated tunnel over a modem
to the resources of a private network.

TCP u IP aBnsitoTCs ceTeBbiMM NPoTOKOoNammu. TCP / IP - 3To 06LWMIA TEPMUH 419 TaKMX
NPOTOKON0B, Kak TCP n IP.

TCP / IP asnaeTca yHMBEPCabHbIM CTaHAaPTOM 414 CeTeBOro obuieHma. Kak oTMe4yeHo Ha
3KpaHe, OH UCNONb3yeTca ANA NoAAEPHKKN VIHTepHeTa, obaeryaa CBA3b mexay
KOMMbOTEPAMM NO BCEMY MUPY 1 obecneymBan AOCTYN K AAaHHbIM WU MPUNOKEHWAM Ha
TEPPUTOPMANBHO pacnpedeneHHbIX NaoLWaaKax.

OH TaKKe noaaepKMBaeT MHTPACETHN, KOTOPbIE ABAAOTCA YAaCTHLIMW CETAMM, AOCTYMHbIMMK
TONIbKO aBTOPM30BAHHbIM N0O/1b30BATENAM, M SKCTPACETH, KOTOPbLIE NO3BONAOT OOMEHMBATHLCA
OAHHbBIMU MEXAY HECKO/IbKUMKU MHTPACETAMM.

TCP / IP Tak»ke ncnosnb3yeTcsa B BUPTYasbHbIX YaCTHbIX CETAX, KOTOPble NPeACTaBAsoT coboit
CeTu, rae yaaneHHbIM Nonb30BaTeNsM MOTYT ObITb NPeA0CTaBAeHbI NpaBa AOCTyNa ANa
YCTaHOB/IEHMA BMPTYa/IbHOrO ABYXTOYEYHOrO 3alMPPOBAHHOIO coeanMHeHNs. BupTyanbHoe
coeZIMHEHME NOAKNOYAETCSA Yepe3 BblAENEHHbIN TYHHEIb YepEe3 MOAEM K Pecypcam YacTHOM
ceTun.
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nurmoer . )
First octet Second octet Third octet Fourth octet

IP address that is valid in a limited area: Private I[P address

IP addresses are unique numbers assigned to each computer or node on the network.

It is compared to a "network address" that is assigned to recognize each computer.

There are two ways to describe network addresses, decimal numbers and binary numbers.

Although the actual IP address is described as a binary number, it can be described as a decimal
number.

A 32-bit long number that is described as a binary number is divided into four 8-bit groups and each
group is converted to decimal numbers.

This 8-bit unit is called an "octet".

There are two types of IP addresses, IPv4 and IPv6. IPv6 was created to support the extremely high
number of IP addresses expected to be needed in the near future. This course deals with IPv4
addresses.

IP addresses that are valid in a limited area, such as inside a company, are called "private IP addresses".
Private IP addresses do not allow nodes on the network to communicate directly with the Internet. In
addition, private IP addresses may be used in other networks.

® |[P-aapeca - 3TO YHMKaIbHble HOMEpPA, Ha3HaYaeMble KaxKA0My KOMMbIOTEPY MK Y371y B CETU.

OH CpaBHMBaETCA C «CEeTEBbIM aAPECOM», KOTOPbIM Ha3Ha4YaeTca ANA PAaCNO3HABaHMA KaxKa0ro
KoMNboTepa.

CyuiecTByeT ABa cnocoba onmncaHua CeTeBbIX aAPeCcoB, AECATUYHbIX U ABOUYHbIX YNCEN.

XoTs dakTnyeckmit IP-agpec onmcbiBaeTcA Kak ABOUYHOE YMCNO, IO MOMKHO ONMCaTb Kak AeCATUYHOEe
yucno.

32-6UTHOE A/IMHHOE YMC0, KOTOPOE OMUCHIBAETCA KaK ABOMYHOE YMC/O, AEUTCA Ha YeTbipe 8-6UTHbIe
rpynnbl, U Kaxaasa rpynna npeobpasyeTca B A€CATUYHbIE YMC/A.

3TOT 8-6UTHbIN MOAY1b HAa3bIBAETCA KOKTETY.

CyuiecTByeT aABa TMna IP-aapecos: IPv4 1 IPv6. IPV6 Obin co3aaH ana noanepKkm Ypessbl4aiHo
H6onbworo ymcna IP-agpecos, KOTOPbIE, KaK OXUAAETCA, MOHAA00ATCA B BaMKawem byayuiem. B atom
Kypce paccmaTpusatoTca agpeca IPv4.,

IP-appeca, AeNCTBUTENbHbIE B OrPaHUYEHHON 061aCcTW, HaNnpMMeEpP BHYTPM KOMMNaHMM, Ha3biBatOTCS
«4acCTHbIMK IP-aapecamn». HacTHble IP-agpeca He NO3BOAAOT Y3/1aM B CETM HAaMPAMYHO CBA3bIBATLCA C
NHTepHeTOM. Kpome Toro, YacTHble IP-aapeca MoryT MCMo1b30BaThCA B APYIMX CETAX. 14



IP addresses are divided into a network ID and a host ID. The division point is regulated by the class
assignment of the default net mask.

Class Ais when the most significant bit is 0, and the leading octet 0 to 127 applies.

In Class A, the leading 8 bits is defined as the network ID, and it has 128 combinations of network addresses
and approximately 160,000 host addresses for each. They are used for very large networks because the
number of nodes is enormous.

Class B is when the most significant bit starts from 10, and the leading 16 bits is defined as the network ID.
They are used for large networks for the same reason. Class C is when the most significant bit starts from
110, and the leading 24 bits is defined as the network ID.

They are used for most organization networks.

Class D is for multicast group addresses used to send sound or image data at once.

Class E is reserved for experimentation and development,

and is not in use.

IP-apgpeca Aenatca Ha nAeHTUGUKATOP CeTU N NAEHTUOMKATOP XOCTa. TOUKa AeNeHUA peryampyeTcs
Ha3HaYeHWeMm Kaacca CeTeBOM MACKM MO YMOAYAHUIO.

Knacc A - aTo Kora cTaplmii 3Havalwmi bumt paseH 0, a npumeHaeTca cTapwnii oktet oT 0 Ao 127.

B knacce A Beayuime 8 6UTOB onpefiesieHbl Kak MAEHTUPUKATOP CETU, U OH MMeeT 128 KoMBUMHALMIA CeTEBbIX
aapecoB 1 npmubansntenbHo 160 000 agpecos xocTa Ana Kaxkaoro. OHWM UCNONb3YOTCA A5 04eHb BONbLINX
ceTei, NOTOMY YTO KO/IMYECTBO Y3108 OFPOMHO.

Knacc B - 3To Koraa ctapwmii 3Havawmin 61T HaumHaetca ¢ 10, a nepBble 16 BUT onpeaenatoTcs Kak
naeHTMduKaTop ceTu.

OHM ncnonb3ytoTcsa ana 6oNbLIMX ceTel No Tol e npuumHe. Knacc C - 370 Korga CTaplimnia 3Havalmii 6uT
HaumHaeTca co 110, a nepsble 24 HMTa oNpeaenatoTca Kak MAEHTUPUKATOP CETH.

OHW ncnonb3yoTea ana 60NbLMHCTBA OPraHM3aLMOHHbIX CeTEMN.

Knacc D npeaHa3HayeH Anda rpynnosbiX a4pecos, MCNO/b3yeMblX A7 OAHOBPEMEHHOM OTNPABKM 3BYKOBbIX
MK rpadUYecKknx AaHHbIX.

Knacc E 3ape3epBMpoBaH 419 SKCNePUMEHTOB M pa3paboTKM, 1 HE MCNOb3yeTcA.
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Specific IP addresses are assigned for special purposes and therefore cannot be
used for other purposes.

An address starting with O references the local node within the current network.
For example, 0.0.0.17 references device 17 in the current network.

127.0.0.1 references the local loopback inside a workstation, and is used to test
whether TCP/IP is successfully installed. An address with 255 is the broadcast
address. 255.255.255.255 sends a message to every node on the Internet.
Moreover, when the address is 192.168.2.255/24, messages are sent to the entire
network belonging to 192.168.2.xxx. When divided into subnets, the highest IP
address of that network is used.

OnpepaeneHHble IP-agpeca Ha3zHavatoTCA 414 CneumanbHbIX LLenen n noaTomy He
MOTYT MCNONb30BaTbCA ANA APYTUX Lienein.

Anpec, HaymHatowmica ¢ 0, ccblnaeTca Ha I0Ka/IbHbIM Y3e/ B TEKYLLEN CETH.
Hanpumep, 0.0.0.17 ccbinaeTcs Ha yCTPOMCTBO 17 B TEKYLWEN CETM.

127.0.0.1 ccbinaeTca Ha IoKanbHbIN WwWnend BHYTPM paboyer CTaHUUmM 1
MCMONb3yeTcs AN NPOBEPKM ycrellHon ycTaHosku TCP / IP. Agpec ¢ 255 siBnaeTca
LUMPOKOBeLWATeNbHbIM agpecom. 255.255.255.255 otnpasnsaeT coobuieHne
Kaxaomy y3ny B MIHTepHeTe.

Kpome Toro, Koraa agpec 192.168.2.255/24, coobleHna 0TNpaBasatoTCAa BCEM CeTH,
npuHagnexawen 192.168.2.xxx. [Mpn pa3geneHnmn Ha NoACETM UCNO/b3yeTCs
CaMblIl BbICOKMI IP-aapec aTom ceTwn.
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As mentioned previously, IP addresses are separated into the network ID
and the host ID, but there are some exceptions.

Therefore, subnetworks are used which separate the Network ID and Host
ID using a subnet mask.

In subnet networks there are cases when routers or gateways physically
separate segments or cases when they are physically part of the network
but separated logically. An example is a Class C network; by expanding the
subnet mask up to 26 bits, 00, 01, 10 and 11 subnetworks can be added in
the expanded area.

As a result, 254 host users in 1 network are divided into 62 host users on 4
networks.

Kak ynommnHanocb paHee, IP-agpeca pa3aeneHbl Ha MAEHTUPUKATOP CETU U
NAEHTUOUKATOP XOCTa, HO €CTb HEKOTOPbIE UCKIOYEHMA.

[M03TOMY MCNONBL3YIOTCA NOACETU, KOTOPbIE PA3AENAOT NAEHTUOUKATOP
CeTM N NAEHTUHMKATOP XOCTa, MCNONb3ys MACKy NOACETH.

B ceTAx noaceTen CyLWecTBYHOT Cay4au, KOraa MapLupyTM3aTopbl AW WAKO3bI
bur3nyecKkm pasaenatoT CErMeHTbl, UK CydYaun, Korda oHM GU3nYecKkn
ABNAIOTCA YaCTbO CETU, HO NOrMYECKN pasgeneHsol. [Ipumepom ABNAETCA
ceTb Knacca C; Paclwnpas macky noacety Ao 26 BUT, MOXKHO pacliMpuUTb
noacetn 00, 01, 10 n 11 B pacwmpeHHoM obnacTu.

B pe3ynbTaTe 254 xocT-nonb3oBatend B 1 ceTn AenaTca Ha 62 XoCT-
no/sib3oBaTena B 4 ceTax.
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DHCP is used to automatically allocate IP addresses. Clients acquire an IP address with DHCP by
temporarily setting their IP address to 0.0.0.0, and broadcasting a message.

DHCP servers receive the message and send a message with an available IP address.

Clients then receive the message and broadcast the available IP address.

e When DHCP servers response to the message, clients can officially set up the IP address.

As DHCP can be used to automatically set up IP addresses, it is effective when there are many terminals
under management.

However, one disadvantage of DHCP is that there may be communication errors if different IP
addresses are allocated frequently or the DHCP server fails.

As DHCP is upward compatible with BOOTP, BOOTP is no longer used.

Moreover, when DHCP cannot acquire an IP address, APIPA may automatically allocate IP addresses.
However, as link local addresses will not be routed, communication with other networks and the
Internet is not possible.

DHCP ncnonb3yeTtca ana aBTomaTM4ecKoro pacnpeaeneHna IP-agpecos. KaneHTsl nonyyatoT IP-aapec ¢
nomoulbto DHCP, BpemeHHO ycTaHaBamBan ceolt IP-agpec 0.0.0.0 n nepeaasas coobuieHme.
DHCP-cepsepbl nony4atoT cooblieHme 1 oTNPaBAAtOT coobleHne ¢ 40CTyNHbIM IP-agpecom.

3aTem KAMEHTbI NOAYYatoT COODLLEHNE N TPAHCAMPYIOT AOCTYNHbIN IP-aapec.

» Korga DHCP-cepBepbl 0TBEYAIOT Ha COODLLEHME, KAMEHTbI MOTYT OdUUMANbHO HacTpouTb IP-aapec.
Mockonbky DHCP moeT ncnonb3oBaTbCa A58 aBTOMATUYECKON HAacTPOoMKK IP-aapecos, oH addeKTUBEH,
KorZa nog ynpasaeHMemM Haxo4MTCcA MHOMO TePMUHA/IOB.

OAHako oaHMM 13 HepocTaTkoB DHCP ABnseTcA To, YTO MOryT BO3HMKATb OWMOKK CBA3M, €CIM YacTo
Ha3Ha4atoTcs pasHble IP-aapeca nam nponcxoamt cbo DHCP-cepsepa.

Mockonbky DHCP coemectm ¢ BOOTP 1 Bbile, BOOTP 6onblie He ncnonb3yeTtca. Kpome Toro, Koraa
DHCP He moxeT nonyuntb IP-aapec, APIPA moxeT aBTomaTHMYeCcKn pacnpeaenats |[P-agpeca.

OAHaKo, NOCKONbKY NI0Ka/IbHble aAapeca CCbIIOK He ByayT MaplwpyTU3MPOBaTbCA, CBA3b C APYTMMMU
ceTAMU U NHTEPHETOM HEBO3MOXKHA.
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As memorizing IP addresses is difficult, it is possible to add domains which have supported names.
Domains are acquired by combining a free name and a top-level domain tailored to the intended use.
Furthermore, domains can be accessed using browsers and the like by specifying protocols, servers and
files to be accessed, forming a URL.

Domains are managed by the DNS system. DNS servers maintain domains and corresponding IP addresses.

When accessing a web server using a URL, first the DNS server is asked for the domain name and the IP
address is acquired.

This procedure is called name resolution. You can access necessary data by accessing the acquired IP
address.

If the name is not resolved, the DNS server contacts the name server. Aname server exists for each
domain hierarchy.

The DNS server sends repeated inquiries from the top of the hierarchy until target IP address is obtained.
MocKoNbKy 3anoMnHaHue IP-aapecos 3aTpyAHEHO, MOXHO A06aBUTb AOMEHbI, KOTOPblE NOAAEPKMBAIOT
MMeHa.

[lomeHbl NprnobpeTatoTca NyTem coyeTaHna cBOHOAHOroO UMEHM 1 IOMEHA BEPXHETO YPOBHA C y4eTOM
npeanonaraemoro Ncnosib3oBaHMA.

Kpome Toro, K IOMeHaM MOYKHO MOAYYUTb AOCTYN C NOMOLLbIO Bpay3epoB 1 TOMy NOA0OHOTO, YKa3as
NPOTOKO/bI, CEPBEPLI U Galibl, K KOTOPbIM OCYLLECTBASETCA A0CTYN, 1 cdopmmpoBas URL.

[JomeHsbl yripasnatoTca cuctemor DNS. DNS-cepBepbl NoAaepKMBatOT AOMEHbI U COOTBETCTBYOLLME |P-
afapeca.

Mpu gocTyne K Beb-cepsepy ¢ ncnonbsosaHnem URL-agpeca cHavyana y DNS-cepsepa 3anpalumBaeTca Mms
AoMeHa, 1 IP-agpec nonyyaeTca.

OTa npougeaypa HasblBAaeTCA paspelleHnem MMeHU. Bbl MoxkeTe Noy4nTb A40CTyMn K HEOOXOAMMbIM
OAHHbIM, NONlYy4MB AOCTYN K IP-agpecy.

Ecnn nma He paspeweHo, DNS-cepsep cBA3bIBaeTCA C cepBepom MmeH. CepBep MMEH CyLLeCcTBYeT A4
KaXaoM nepapxmm 4OMeEHOB.

DNS-cepBep oTnpaBAseT NOBTOPHbIE 3aMNpPOChl M3 BEPXHEN YaCcTX Mepapxmm, Noka He ByaeT nonyyeH
uenesown IP-agpec.
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21 ftp — command File Transfer Protocal (Control)

23 telnet Telnet

25 smitp Simple Mail Transfer Protocol

53 domain Domain Mame Server

BT DOHCP (Server) Dynamic Host Configuration Protocol (Server)
68 DHCP (Client) Dynamic Host Configuration Protocol (Client)
80 WWW World Wide Web (HTTP)

110 popd Post Office Protocol 3

119 nntp Metwork Mews Transfer Protocol

4473 https hitp protocol over TLS/SSL

445 smib Server Message Block

TCP or UDP identifies the application transmitting data across the network by a 16-bit port number attached to the
IP address.

UDP, an abbreviation for User Datagram Protocol, is used when immediacy is more important than reliability
regarding data communication.

The IP address combined with the port number is called a socket or socket address and written as ":25".

Put simply, port numbers indicate which process or service to send the transmitting data to.

If it is compared to our world, the IP address is the location of the apartment building and the port number is the
apartment number.

Port numbers 0 to 1023 are called well-known port numbers and are mainly assigned to server applications.

For example, TCP/IP systems that function as an FTP server all use port 21.

Port numbers 1024 or higher are called high ports and are assigned to custom applications.

By combining the IP address with port numbers, one network computer can access multiple different services at the
same time.

The client IP address and port number plus the server IP address and port number are referred to as socket pairs
and they identify each TCP or UDP connection on the network.

TCP nnu UDP naeHTMdULMPYET NPUIOKEHME, Nepedatollee AaHHble No ceTu, No 16-6utHomy Homepy nopTa,
npucoeamHeHHoOMy K IP-aapecy.

UDP, cokpauieHune ot User Datagram Protocol, ncnonbsyeTca, Koraa HenocpeAcTBEHHOCTb BaXKHEE, Yem
Ha4eXHOCTb Nepeaayn AaHHbIX.

IP-anpec, 06beAMHEHHbIM C HOMEPOM NOPTa, Ha3blBAETCA COKETOM WM afpPeCcOM COKeTa 1 3aMnmCbiBAeTCA Kak «: 25».
Mpolile roBops, Homepa NOPTOB YKa3biBalOT, B KAKOM NPOLLECC MK CAyXKOy OTNPaBAaTb NepeaBaemble AaHHble.
Ecnv cpaBHMBATbL C HALLMM MUPOM, IP-aipec - 3TO MECTOMNO/OKEHNE MHOTOKBAaPTUPHOrO A0Ma, @ HOMEep NopTa - 3TO
HOMEp KBapTUpbI.

Homepa noptos oT 0 Ao 1023 Ha3bIBaAtOTCSA XOPOLLO M3BECTHbIMM HOMEPaMM MOPTOB M B OCHOBHOM Ha3Ha4atoTcs
CEpPBEPHBIM MPUNOKEHUAM.

Hanpumep, sce cuctembl TCP / IP, kKoTopble paboTatoT Kak FTP-cepsep, ncnonb3ytoT nopt 21.

Homepa nopTtos 1024 nu Bblle Ha3bIBAOTCA CTAPLWMMM MOPTAMM M HA3HAYAOTCA NOb30BATENBCKUM
NPUNOKEHUAM.

KombuHupys IP-agpec ¢ Homepamu NopTOB, OAMH CETEBON KOMMbIOTEP MOXET OA4HOBPEMEHHO 06paLllaThCaA K
HECKONbKUM PasInyHbIM CysKOam.

IP-agpec n Homep NopTa KAMEHTa, a Takxe IP-aapec 1 HoMep NopTa CepBepa HasblBAOTCA NapaMmmn COKETOB, U OHU
naeHTMdMUMpytoT Kaxxaoe TCP nnm UDP-coeamHeHne B ceTu. 20



The SNMP agent monitors the performance of the network device and notifies the SNMP manager.
The SNMP protocol is used for communicating this information.

TCP/IP provides for management of all links and nodes in the network through the use of the SNMP
agent in all network components that feed back information to SNMP managers.

For example, it is possible to require a response from an address, or to notify transmission errors
when addresses are down.

The system is based on a management information database, called MIB, that sets out the
standards for continued operation of each network component.

ICMP is another IP protocol used in network-layer management and control, and to report network
errors.

If a message cannot be delivered by a router, the router will return it to the source with an ICMP
message.

AreHT SNMP KoHTpoMpyeT Npon3BOAUTENBHOCTb CETEBOIO YCTPOMCTBA M yBeaoMAAeT meHeaxkep SNMP.
Mpotokon SNMP ncnonb3yeTca ana nepenadm 3Ton MHGoOpMaLmm.

TCP / IP obecneumnBaeT ynpasieHne BCEMM CCbIIKAMM 1 y31aMK B CETU NMOCPEACTBOM MCMO/b30BaHMUA areHTa
SNMP BO BCex ceTeBbiXx KOMMOHEHTax, KoTopble NepeaatoT MHbopmMauuio meHeakepam SNMP.

Hanpumep, moxHo noTpeboBaTb OTBET OT aZpeca 1an yBeAomuTb 06 owmbKax nepefaym, Korga agpeca He
paboTatoT.

CucTema ocHoBaHa Ha 6a3e aHHbIX ynpasastowen Hbopmaumm, Hasbisaemor MIB, KoTopas ycTaHaBAMBaeT
CTaHAAPTbI 418 HEMpPepPbIBHOW paboTbl KaXKA0ro KOMMNOHEHTa CETU.

ICMP - 370 eule oaMH NPOTOKOA IP, MCMoAb3yeMblil A5 YNPaBAEHMA M KOHTPOA CETEBOTO YPOBHA, @ TaKXKe
A5 coobueHnsa 0b owmnbKax ceTu.

Ecam coobuieHme He moxeT BbiTb 4OCTAaBAEHO MapLUPYTM33aTOPOM, MapLIPYTM3ATOP BEPHET €ro MCTOYHUKY C
coobuleHnem ICMP.
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MTU (MaKkcumanbHas eaMHULA nepeaadn): pasmep AaHHbIX, KOTOpble MOryT ObiTb OTMPAaB/AEHbI 338 OAMH pas.
®parmeHTauma IP: TexHonorna pasaeneHma pasamepa naketa B pazmep, KOTOPbIA MOXKeT HbITb NepedaH 3a o4uH
pas.

Path MTU Discovery: MoHumaeT 3Ha4yeHne MTU.

There are differences in the packet size that can be transmitted, depending on the type of data link.
For example, Ethernet can transmit up to 1500 bytes, while FDDI can transmit up to 4352 bytes.

FDDI stands for Fiber Distributed Data Interface and is a network for large scale LANs to send data via
optical fiber. The size of the packet transmitted is called the MTU. Furthermore, dividing the size of the
packet into a size that can be sent at one time is called IP fragmentation.

In order to understand the MTU value, Path MTU Discovery is used.

If the packet size exceeds the upper limit, the router sends an ICMP message back to the source.
When the workstation receives an ICMP message, it divides and sends the packet data in a smaller size.
The work station measures the MTU by repeating this data transfer. This process is called Path MTU
Discovery.

CyLLeCTBYIOT pa3inimnsa B pa3aMepe nakeTa, KOTOPbI MOXKET ObITb NepeaaH, B 3aBUCUMMOCTM OT TUNa
KaHana nepefavn AaHHbIX.

Hanpumep, Ethernet moxkeT nepegasatb A0 1500 6aitTos, a FDDI moxkeT nepeaaBaTb A0 4352 HaiiToB.
FDDI pacwmndposbiBaeTcs Kak Fibre Distributed Data Interface n npeactasnaet coboi ceTb Ana
KPYNMHOMACLUTabHbIX 10Ka/IbHbIX CETEeN ANA OTNPABKM AaHHbIX Yepe3 ONTOBONIOKHO. Pazmep
nepezaBaemoro naketa HasbiBaetca MTU. Kpome Toro, geneHme pasmepa NakeTa Ha pasmep, KOTOPbIH
MOXeT ObITb OTNPaBAEH 3a OAMH pas, Ha3biBaeTca IP-dparmeHTaumen.

YT106bI NOHATL 3HaYeHne MTU, ncnonbsyetca Path MTU Discovery.

Ecnv pa3mep nakeTa npeBblWaeT BEPXHUIN Npeaen, MaplpyTm3atop oTnpasnaeT coobuieHne ICMP
06pPaTHO UCTOYHMKY.

Koraa paboyas ctaHuma nonydaet coobuleHne ICMP, oHa pa3aenaeTt u oTnpaBAaeT NakeTHble AaHHble B
MeHbLLIEM pa3mepe.

Pabouasa ctaHuma namepset MTU, noBTopsas 3Ty nepegady AaHHbIX. ITOT npouecc Ha3biBaeTca Path MTU
Discovery.



Network utilities can help to investigate network performance or
resolve connection issues.

In Windows, the command prompt can be used for this purpose.
Let us learn more about command prompts such as ping, tracert,
netstat, ipconfig and nslookup.

CeTeBble YTUIUTbI MOTYT MOMOYb MCCNEeA0BaTb NPON3BOAMNTENBHOCTb
CETM MW PeLlnTb NPobAEMbI C MOAKAOYEHNEM.,

B Windows and 3Ton Lueam MOXKeT MCMONb30BaTbCA KOMaHAHaA CTPOKa.
[aBainTe y3Haem HO/blLLE O KOMaHAHOWM CTPOKE, TaKOM Kak ping, tracert,
netstat, ipconfig 1 nslookup.
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MNakeTHbIN NHTepHeT Mpynep

OTI'IpaB}'IHeT ,£I,VIaFHOCTVI‘-IeCKVIM NaKkeT Ha Ha3HaAYeHHbIN y3en Ana NnpoBepKy CeETeBOro NoAKA4YeHNA.

"ping" stands for Packet Internet Groper.

A ping command sends a diagnostic packet to a designated network node to
check the network connection.

If the node receives the packet, it responds, confirming that the link is

operational. If the node does not respond, the user is alerted to a link failure.

Ping uses ICMP to send the request and return the response or the fact that
the message could not be delivered.

A network administrator will ping nodes to try to identify and isolate
problems on the network and to measure performance.

«ping» o03Ha4aeT Packet Internet Groper.

KomaHaa ping oTnpaBaaeT AMarHOCTUYECKMIM NaKeT Ha Ha3HAYeHHbIN
ceTeBOW y3en A1A NPOBEPKM CETEBOrO NOAKIOYEHMA.

Ecnv y3en nonyyaeT NakeT, OH OTBEYaAET, NOATBEPKAAA, YTO KaHaN paboTaeT.
Ecnv y3en He oTBeYaeT, NONb30BaTe b NONYYaEeT NpeaynpexaeHmne o cboe
coeanHeHuA.

Ping ncnonssyet ICMP gna otnpaBKuM 3anpoca 1 BO3BpaTa OTBETA UM TOTO
dakKTa, 4To coobuleHne He MoxeT BbITb AOCTaB/IEHO.

CeTeBOM aAMMHUCTPATOP BYAET NMHIOBATb Y3/bl, YTOObLI NOMNbITATHCA
BbIABUTb MU M30/1MPOBaTb NPOBNEMbI B CETU U U3MEPUTL
NPON3BOAMNTENBHOCTD.
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The "tracert" command is used to perform a trace route and itis a very useful diagnostic tool that goes hand in hand
with pingin diagnosing common network connection issues. The tracert command is able to show the individual
network nodes a packet goes through to reach its destination.

If at any point connectivity is lost using tracert it is possible to see up to what node communication was successful.

It might be that not all network nodes will return the ping. The first number corresponds to the position of the node in
the network path from the client to the server.

The next three numbers indicate the time taken for three echo requests to reach and bounce back from that host/
router.

Finally, the Fully Qualified Domain Name, or FQDN for short, and Internet Protocol, or "IP", address, of the host/router
is shown.

ICMP or UDP is used in tracert.

Starting with Microsoft Windows 2000, a new tool called "pathping" is also available and although it is similar to
"tracert" it computes better average response times for each node on the network path.

KomaHaa «tracert» ncnonb3yerca 414 BbIMOJHEHWA MapLLIPyTa TPACCUPOBKM, M 3TO OYEHb NOAE3HbIV AMArHOCTUYECKUI
MHCTPYMEHT, KOTOPbIN MAET pyKa 06 pyKy C MMHIOM NPU AMArHOCTUKE PAaCcnpOCTPaHEHHbIX Npobaem c ceTeBbIM
nofkntoveHnem. KomaHzaa tracert cnocobHa nokasaTb OTAE/bHBIM Y3/1aM CETU, Yepes KOTOPbIe MPOXOAMT NaKeT,
YTOObI AOCTUYb MYHKTA HAa3HAYEHUA.

Ecnun B 11060 MOMEHT CBA3b TEPAETCA C MOMOLLbBIO tracert, MOXKHO YBUAETb, A0 KAKOro y3/1a CBA3b Oblaa yCnelwHoMn.
MOXKeT CAy4MTbCA Tak, YTO He BCE Y3/1bl CETU BEPHYT 3X0-3anpoc. [lepBoe YNC0 COOTBETCTBYET NOOKEHUIO Y3/1a B
CETEBOM MNYTW OT KANEHTA K CEpPBEpY.

Cnegytolime TpW YMCNa YKa3blBatoT BpeMA, He0bXoAMMOe 418 TPEX 3X0-3aNpoCcoB, YTOOb! 4OCTUYb M OTCKOUYUTL OT
3TOro xocTa / MapuwpyTm3aTopa.

HakoHel, oTobparkaeTca NoAHOe AOMEHHOE UMA, UK COKPALLEHHO NOHOE JOMEHHOE UMA, U MHTEPHET-NPOTOKON
nnu IP-agpec xocta / maplupytusaTopa.

ICMP nnn UDP ncnonesyetca B tracert.

HaumHasa ¢ Microsoft Windows 2000, HOBbI MHCTPYMEHT NofA HazBaHMeM «pathping» TakKe AOCTYNEH, U XOTA OH
MOXOX Ha «tracerty» BblMMCAAET Nyyllee cpefiHee BPeMs OTKIMKA /1A KaXK/0ro y3/1a Ha CEeTEBOM MyTH.
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I N TR TR R T [FRTRTRTRT) LIS 1 NI
TCP  0.0.0.0:445 0.0.0.0:0 LISTENING
TCP  10.10.11.156:139 0.0.0.0:0 LISTENING

Display State of Socket

LISTENING: Standby
ESTABLISHED: Connection is established and communicating
TIME_WAIT: Waiting for connection to finish

+  CLOSE_WAIT: Received FIN from partner

The command "netstat" stands for network statistics.

It is useful mostly on servers when you want to ensure that a particular
process is running and it is correctly listening on the network for incoming
connections. The "netstat" command has a number of parameters, the most
commonly used one being "netstat -an".

When running "netstat -an" you can see the protocol, port number and IP
address that each process is listening with on the network.

Addresses shown as 0.0.0.0 indicate that this process is listening on all
available IP addresses of the host machine.

KomaHaa «netstat» o603Ha4aeT ceTeByto CTAaTUCTUKY.

3TO NoNEe3HO B OCHOBHOM Ha CepBepax, Koraa Bbl XoTuTe ybeauTbea, 4To
KOHKPETHbIM MpoLEecC 3anyLeH 1 OH NPaBUIbHO NPOCYLIMBAET B CETU
BXoAAlWMe coeamHeHna. KomaHaa "netstat" nmeeT HECKO/IbKO NapameTpos,
Hanbonee 4acTo MCNoNb3yeMbim sBAsSETCS "netstat-an".

[Mpu 3anycke «netstat —an» Bbl MOXeTe BUAETb NPOTOKO/, HOMep nopTa u IP-
aapec, KOTOPbIN KaXKabl NpoLecc NPOCAYLWMBAET B CETU.

Appeca, nokasaHHble Kak 0.0.0.0, yka3bIBatoT, YTO 3TOT npouecc
NPOCNyLWKMBaeT BCe AOCTYyNHble |P-aapeca XOCT-MallnHbI.
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The "ipconfig" command stands for IP configuration and it is used to display IP-level
details of the machine.

By default, ipconfig returns a concise view that only shows the DNS suffix, current IP
address, subnet mask and default gateway.

When troubleshooting, it is best to run ipconfig using

"ipconfig /all" in order to get a more complete listing of IP-level details.

In this instance, in addition to the above, you will also be able to see DNS, WINS and
DHCP server details, as well as the NICs MAC address.

In older versions of Windows, before the introduction of "ipconfig", the command
"winipcfg" returned similar results in regard to the networking setting of the system.
The ifconfig command is used on Linux systems.

KomaHzaa «ipconfig» o6o3HavaeT KoHdUrypaumio IP 1 ncnonblyerca ana oTobparkeHuns
noapobHocTel IP-ypoBHSA MallMHbI.

Mo ymonyaHuto ipconfig Bo3BpalllaeT KpaTKoe NpecTaBAeHNE, B KOTOPOM OTobparkatoTca
ToNbKo cyddurc DNS, Tekywnin IP-aapec, macka NnoAceTv 1 WAK3 MO YMOAYAHMUIO.

Mpw ycTpaHeHUN HeNONAA0K Nyylle BCero 3anycTutb ipconfig, ncnonbays

«ipconfig / all», 4To6bl NONY4NTL BONEE NONHBIN CMUCOK AeTanel yposHs IP.

B 3TOM Ccny4ae, B LONONHEHME K BblLLECKA3aHHOMY, Bbl TAKXe CMOXeTe YBUAETb
ceegenms o DNS, WINS n DHCP-cepsepe, a Takke MAC-aapec ceTeBbIX KapT.

B cTapbix Bepcuax Windows, 0o BBeaeHMA «ipconfig», komaHaa «winipcfg» BepHyna
aHaNOrMYHble pe3y/1bTaTbl B OTHOLWEHWM CETEBbIX HACTPOEK CUCTEMBI.

KomaHpaa ifconfig ncnonbsyetcs B cuctemax Linux.
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"nslookup" stands for Name Server LOOKUP.

It is possible to validate network problems, by contacting the DNS server
and diagnosing the IP address from the domain name, and vice-versa.

For example, when a ping shows that connectivity exists but the FQDN fails
to resolve correctly to the IP address, nslookup can be used to query and
resolve the DNS server used by the client machine.

In this manner, it is also useful in diagnosing problems with the local DNS
server.,

«nslookup» o3HavaeT cepBep nmeH LOOKUP.

[MpoBepuTh ceTeBble NpPobaeMbl MOXKHO, CBA3aBLUMCL ¢ DNS-cepBepom um
BbIMO/IHMB AMArHOCTMKY IP-aapeca Nno JOMEHHOMY MMEHU, 1 Ha0bOoPOT.
Hanpumep, Korga axo-3anpoc NOKasbIBaET, YTO NOAKAOYEHME CYLLECTBYET,
HO MO/IHOE AOMEHHOE MMA He MOXKeT NPaBU/IbHO pa3pewnTs IP-agpec,
nslookup MO*HO MCNONb30BaTb A4 3anpoca M pa3pelleHna DNS-cepsepa,
MCMO/Ib3YEMOTO KIMEHTCKMM KOMIMbOTEPOM.

Takmm 0bpa3om, 3TO TaKKe NOAE3HO NPU ANArHOCTMKe Npobaem ¢
NloKanbHbIM DNS-cepBepom.
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TCPAP is a general term for protocals

Itis a protocol that prioritizes immﬂdi-ﬂ(‘_\' over reliability

Submit

Test your knowledge in a quiz!
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Ha aTom ypoKe Bbl y3HaAu, 4To:

= Knacceol M cneumansHble agpeca B IP-agpecax

= CTPYKTypa aBTOMaTMYECKOrO BblAENEHMSA N AOMEHOB ANs yao6Ho 06paboTku IP-
aapecos

= /Icno/ib3ya Macku NoAceTel, CETU MOKHO Pas3aennTb Ha MOACETU.

= TCP / IP MmeeT NpOoTOKON 419 YNPaBAEHUA CETAMM

= CeTeBble YTUAUTbI MICNOAb3YIOTCA ANA AMATHOCTUKM M YNPaBAEHNA CETAMMU

There are classes and special purpose addresses in IP addresses.

Some are not available, therefore use the appropriate number depending on your
purpose.

To make IP address management easier, there is an automatic allocation method.
Moreover, since IP addresses are a series of numbers and are hard to remember,
there is a system called DNS which converts them into alphanumeric characters.
Networks can effectively use limited IP addresses when they are simply sorted into
classes. For that reason, they may be divided into subnetworks.

TCP/IP has a protocol to manage networks. They are widely used with network
utilities such as ping.

B IP-agpecax ecTb K/1accbl M cneuyasbHble agpeca.

HeKkoTopble U3 H1UX HeAOCTYMHbI, MO3TOMY MCMOb3YNTE COOTBETCTBYOLLNIM HOMEP
B 3aBMCUMOCTM OT BalleM Lenu.

YT10ObI yNPOCTUTL YyNpaBaeHue IP-aapecamu, cyulecTByeT MeTO aBTOMATUYECKOTO
BblAeneHuA. bonee Toro, NOCKoNbKy IP-aapeca npeactaBnatoT cobom
nocnenoBaTeIbHOCTb YNCEN U UX TPYAHO 3aNOMHUTL, cylectsyeT cuctema DNS,
KoTopasa npeobpasyeT Ux B OYyKBEHHO-LUMPPOBbIE CUMBObI.

CeTnt moryT apPEeKTMBHO MCMNO/b30BaTb OrpaHnYeHHble IP-aapeca, Koraa oHu
NPOCTO COPTMPYHOTCA MO Kaccam. 10 3TOM NpUYnmHe oHM MOTYT DbITb pa3aeneHsi
Ha NOACEeTU.

TCP / IP umeeT npoToKkon ansa ynpasneHus cetamun. OHU LLIMPOKO MCNO/b3YIOTCA C
CeTeBbIMM YTUANUTAMM, TAaKMMM KaK ping.
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This lesson explains how network operating systems enable
workstations to use networks.
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® OTBEYAET Ha 3aMpPOChl M0/b30BATENEN U NPUIOKEHWNI

e ObecneuymBaeT AOCTyN K dpalinam n pecypcam.

¢ [lpeocTaBaseT ycayrm obmeHa dannamm

¢ Mo3B0/IAET PaboUMM CTaHLMAM U NepUPEePUITHBIM YCTPOMCTBAM CBA3bIBATLCA APYT C APYTOM.

A network operating system, or NOS, is a computer operating system that enables
workstations to use network resources and services.

In addition, a NOS makes such resources and services available to the rest of the clients on
the network via servers. Examples of commonly used NOS are Mac OS, Windows and Linux.
NOS respond to requests from users and applications, and delivers a variety of services.
NOS enable access to files and resources, and provide file sharing services. It can enable
workstations and peripherals to communicate with each other.

CeTeBan onepauymoHHana cuctema, nam NOS, ABNAETCA KOMNbIOTEPHOM ONepPaLLMOHHON
CMCTEMOW, KOTOPaa NO3BOAAET PAbOYMM CTaHLMAM MCMOb30BaTb CETEBLIE PECYPChI U
CEepPBUCHI.

Kpome Toro, NOS aenaet Takme pecypcbl M CEPBUCHI AOCTYMHbIMM ANA OCTa/IbHbIX KIMEHTOB
B CeTn Yepes cepsepbl. [Mpumepamm 0bblbHO ncnonb3yemblx NOS asaatoTca Mac OS,
Windows 1 Linux.

NOS oTBeYaeT Ha 3anpocCbl NONb30BATENEN U NPUNOKEHNIM U NPEAOCTaBAAET Pa3/NYHbIE
YCAyru.

NOS obecneynsaeT AoCTyn K Galiam 1 pecypcam, a TakKe NpeaoCcTaBAAeT CEPBUCDI
obmeHa painamu. 3To MOXKET N03BONNTb PaboUmMm CTaHUMAM M NeprndepmninHbiM
YCTPOMCTBAM CBA3bIBATLCA APYT C APYrOM.
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Mpenmyutectsa 64-6uTHoM OC

M MoxeT obpabaTtbiBaTh 60MbLIMIA 06bEM NaMATH, Yem 06bidHbIe OC, U obecneynBaThb AyyLLYIO NPON3BOANTENBHOCTb.
M NMopnepxusaeT 32-6UTHbIE NPUNOKEHUA.

MpeaynpexaeHune

M 64-paspagHble NPoLLECCOPb He ABNAIOTCA aBTOMaTHYeCcKM 6onee 6@30MNaCHbIMM MK CTaBUABHBIMM.

M Echv onepaumoHHas cuctema 1 NpUoXeHus, paboTatolme Ha 3TUX NPOLLIeccopax, He ABNAOTCA 64-pa3paaHbIMu
BKJ/IOYEHbI, OHM HEe MOTYT NOAYYMUTb HUKAKOro NPenMyLLEecTsa.

M Bce npaiisepsl, ucnonbayemble B 64-pa3paaHbix cuctemax Windows, TakKe [0/HbI BbiTb 64-pa3paaHbIMu.
Windows Server 2012

M OC ana cepsepos Ha H6ase Windows 8

Windows Server 2012 R2

M OC ana cepsepos Ha 6ase Windows 8.1

M [ucnetyep cepsepos 6bin NepepaboTaH, U yNpaBaeHUe HECKObKMMI CepBepamm CTano bonee ya06HbIM

M CospemeHHbIit NoNb30BaTENbCKUI MHTEpdeic

M MoxeT nepekntoyaTbea 6e3 nepeycTaHoBKM Server Core 1 yCTaHOBKM C rpadUyUecKnm nHTepdeiicom

Recent developments in central processing units, commonly known as CPUs, have allowed 64-bit
processors to become affordable and easily accessible for purchase by the general public. 64-bit
processors can offer significant advantages in speed, the size of memory they are able to address and in
other areas and potentially deliver better performance. However, operating systems that support 64-bit
processors are not automatically more secure or stable.

Moreover, unless the operating system and applications that run on these processors are 64-bit enabled
they are not able to gain any advantages.

Microsoft Windows operating editions have provided 64-bit support since Windows XP and Windows
Server 2003. Windows 64-bit systems support 32-bit applications as well for backwards compatibility. 32-
bit drivers are not supported, therefore all drivers used in Windows 64-bit systems must also be 64-bit.
Windows Server 2012 is Microsoft’s operating system for servers.

Itis an OS for servers based on Windows 8, and is a successor OS to Windows Server 2008 R2.

Windows Server 2012 is based on Windows 8.1.

As server managers have been redesigned, managing a number of servers is more convenient, and unless
Server Core mode is installed, modern Ul are available.

Unlike Windows Server 2008 R2, Windows Server 2012 can switch over without reinstalling Server Core

and GUI install.
33



MNocnegHue pas3paboTKM B LEHTPasIbHbIX NpoLeccopax, 0ObIYHO Ha3bliBaeMble MPOLECCOPamMy,
No3BOAMIN 64-pa3pAaHbIM MPOLECCOPam CTaTb AOCTYMHbIMM M IEFKO AOCTYNHbIMW ANA
npuobpeTeHuns WNpoKon Nybankon. 64-paspaaHble NPoLeccopbl MOTYT NPEeAN0MKNTb 3HAYUTEbHbIE
NPenMyLLEeCTBa B CKOPOCTU, 06bemMe NamaATh, K KOTOPOMY OHU MOTYT 06pallaTtbCa 1 B APYrmnx
obacTax, U NoTeHUMaAbHO MOTyT obecnedynTs Honee BbICOKYHO NPOMU3BOANTENbHOCTb. O4HaKO
onepaLmnoHHble CUCTEMbI, KOTOPbIE NOAAEPKMBAIOT 64-pa3psaaHble NPOLLECCOPbI, HE ABAAOTCA
aBToMaTU4eckn bosiee 6e30nacHbIMU UAK CTAbUABbHBIMMU.

Bonee TOro, ecnv onepauyoHHas CUCTEMA M NMPUNOXKEHMA, paboTatoLmMe Ha 3TUX NPOLLeccopax, He
NoAAepKMBAIOT 64-pa3paaHYI0 apPXUTEKTYPY, OHU HE CMOTYT NOAYYNUTb HUKAKMX MPEUMYLLLECTB.
OnepaunoHHble Bbinyckk Microsoft Windows npeaoctaBnsioT 64-pa3paaHyo Noaaep Ky HaumHana ¢
Windows XP n Windows Server 2003. 64-pa3psaHbie cuctembl Windows nogaepxmsatoTt 32-
paspaaHble MPUIOKEHNS, a TaKKe obecneymBaoT 00paTHYO COBMECTUMOCTb. 32-pa3paaHble
ApanBepbl He NOAAEPKMBAOTCA, MOSTOMY BCE ApPalBepPbI, MCNOAb3yemMble B 64-pa3pAaHbIX CMCTeMaXx
Windows, TaKk»e A0MKHbl ObiTb 64-pa3psaaHbIMU.

Windows Server 2012 - 370 onepaumMoHHasa cuctema Microsoft ans cepsepos.

310 OC ans cepsepos Ha basze Windows 8 n npeemHmk OC Windows Server 2008 R2.

Windows Server 2012 ocHoBaH Ha Windows 8.1.

[MoCKoNbKY MeHeaKepbl cepBepoB OblM NepepaboTaHbl, yNpaBAeHMe HECKO/IbKMMK CepBEpPamm
cTano bonee yaobHbIM, U, €CIN HEe YCTaHOBEH pexum Server Core, AOCTYNeH COBPEMEHHbIN
N0/1b30BaTE/IbCKUI UHTEPDENC.

B otamune ot Windows Server 2008 R2, Windows Server 2012 MoKeT nepektodatbea bes
nepeyctaHoBKK Server Core 1 yCTaHOBKM C rpadpmyeckum nHTepdeincom.
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UNIX is a multi-user, multi-tasking operating system that is widely used as the master
control program in workstations and servers. There are many versions of UNIX on the
market. Many IBM mainframes also run UNIX applications. Because UNIX interfaces have
been added to the operating system, they have obtained UNIX branding such as MVS and
0S/390.

Although the majority of general computers are Windows, UNIX is widely used in mission
critical applications for client/server and transaction processing systems.

Gnu/Linux is also built on the same principles as UNIX and utilizes a similar architecture.
The UNIX vocabulary is exhaustive, with more than 600 commands that manipulate data
and text.

Linux is one of the operating systems that is compatible with UNIX.

It is written without diverting other OS and published as open-source software.

Linux has a similar specification to UNIX, operates lightly, is widely used and continues to
grow in popularity.

UNIX - 3TO MHOrono1b30BaTeNbCKaA MHOr03aAa4yHan onepaLmoHHaa CUCTeMa, LWUPOKO
MCMo/Ib3yeMasn B Ka4eCTBe OCHOBHOM NPOrpaMmsl yrnpaBieHna Ha paboumx CTaHUMAX U cepBepax.
Ha pbiHKe cyuiectByeT mHoro Bepcuin UNIX. MHormne maiiHdpelimbl IBM Takke paboTatoT ¢
npunoxennammn UNIX. Nockonbky nHTepdericel UNIX 6binn gobaBieHbl B 0NepaLyoHHY0 CUCTEMY,
OHM NonyYnam mapkmposky UNIX, Takyto kak MVS 1 OS / 390.

XoTs 6ONbLWNHCTBO 0ObIYHBbIX KOMMbloTepOB ABAtoTca Windows, UNIX LWMpoKo ncnonsayerca B
KPUTUYECKM BAXKHbIX MPUNONKEHUAX AN CUCTEM KAMEHT-CepBEpP M 00paboTKM TpaH3aKLMM.

Gnu / Linux Tak»e NocTpoeH Ha Tex e npuHumnax, 4to 1 UNIX, n McnonbsyeT aHas0rMyHyto
APXUTEKTYPY.

Cnosapb UNIX aBnseTca ncyepnbiBatowmm, ¢ bonee yem 600 KoMaHaaMM, KOTOPblE MAaHUNYANPYIOT
O3AHHBIMUW N TEKCTOM.

Linux aBnaeTca 04HOM M3 onepauMOHHbIX CUCTEM, cCOBMECTUMbIX ¢ UNIX.

OH HanucaH 6e3 ncnosnb3zosBaHua apyrix OC 1 onybanKoBaH Kak nporpammHoe obecrieyeHue ¢
OTKPbITbIM UCXOAHbBIM KoAOM. Linux nmeeT cneundmkaumto, aHanornyHyto UNIX, paboTaeT cnabo,
LWMPOKO MCMOb3YEeTCA M NPOAOKAET PACTX B MOMYAAPHOCTU.
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UNIX has a sophisticated set of printing utilities that are sometimes used under other operating systems.
They are called the LPR system and are TCP/IP based protocol.

In this system, data to be printed is "spooled" to a file, where it waits until the printer is free to print. This is
known as print queuing.

The queue is scanned by the line printer daemon, which acts as the print server.

The benefit of the LPR system is that it quickly moves the file to the spool area, freeing up the operating
system to carry out other tasks, while the LPD manages the printing.

LPR is used with TCP/IP under NOS such as Windows and Mac OS to increase print speed.

However, today most Linux and some UNIX systems use the Common UNIX Printing System, CUPS for
short, instead of LRP/LPD.

CUPS is an open-source printing system modularized for the UNIX OS. Users can use CUPS with a web
browser.

UNIX MMeeT CnosKHbI Habop yTUAUT NeYaTu, KOTOpPble MHOTAA MCMONb3YIOTCS B APYTMX ONePaLMOHHbIX
cucTemax.

OHM Ha3bIBatoTCA cMcTemol LPR 1 ocHoBaHbI Ha npoTokose TCP / IP.

B 3TOM cucTeme AaHHble, KOTopble ByayT HanevaTaHbl, «nomellatoTcs B bydep» B dain, rae oH oxuaaeT,
noka NpuHTep He ocBoboaUTCA ANA nevaTu. ITO M3BECTHO Kak oyepeab nevaTu.

Ouepenb CKaHMPYeTCA AEMOHOM JIMHEMHOTO NPUHTEPA, KOTOPbLIN AENCTBYET KaK CeEPBEp NneyaTu.
MpenmylLectBo cuctembl LPR 3akatoyaeTca B TOM, YTO OHa ObICTpo nepemeltaeT ¢paiin B 061acTb cnyna,
ocB0OOOXKAan ONepaumoHHYO CMCTEMY ANA BbINOAHEHWUS APYruX 3a4ad, a LPD ynpaBnaeT nevaTtbto.

LPR ucnonbsyetcs ¢ TCP / IP noa NOS, Hanpumep, Windows 1 Mac OS, ans yBean4eHus CKopoCcTM nedaTu.
OAaHako ceroaHa 60NbWNHCTBO cucTem Linux n HekoTopbix cuctem UNIX ncnonbsyoT obulyto cuctemy
neuvatn UNIX, cokpauweHHo CUPS, Bmecto LRP / LPD.

CUPS - 370 cucTema nevatm € OTKPbITbIM MCXOAHBIM KOAOM, MoaynbHad ana OC UNIX. MNonb3osaTenn moryT
ncnons3osatb CUPS c Beb-6paysepom.
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Apple's Mac OS X is designed to run only on Apple’s line of hardware. High stability is
ensured by creating hardware and OS in one company.

Awindow system that is established in an original user interface called Aqua is built-in and
offers intuitive operation. Mac OS was developed based on UNIX, so this is also a robust OS
like UNIX and has comprehensive command-line tools.

Apple now supports TCP/IP as the base communication protocol for Mac OS X, unlike some
of its earlier operating systems.

As a result Mac OS X machines can co-exist on the same network as Linux and Windows
workstations, and connect to the same file and print servers and to one another easily.

Apple Mac OS X npeaHasHa4yeHa 41a paboTbl TONIbKO Ha JIMHEKe obopyaoBaHua Apple.
Bbicokas cTabunbHOCTb 0becneymBaeTca co3gaHmem obopyaosaHunsa n OC B ogHOM
KOMNaHuu.

OKOHHaA cncTemMa, KOTOpas yCTaHOB/AEHa B OPUTMHAZIbHOM NO/1b30BaTENLCKOM UHTepdelce
noA HasBaHMem Aqua, ABNAETCA BCTPOEHHOM M nNpeaaaraeT MHTYMTUBHO NOHATHOE
ynpasneHne. Mac OS bbina pa3pabotaHa Ha ocHoBe UNIX, Tak 4To 3TO Takke HagexHaa OC,
TakaA Kak UNIX, 1 umeeT KOMNEKCHbIE MHCTPYMEHTbI KOMaHAHOM CTPOKM.

Apple B HacTosee Bpema noaaepxnsaet TCP / IP B KauyecTBe 6Ha30BOro NpOTOKOAA CBA3M
ana Mac OS X, B 0OTan4me OT HEKOTOPbIX ero 6osee paHHUX ONepPaLMOHHbIX CUCTEM.

B pe3ynbTaTe mawmHbl Mac OS X MOryT COCyLLeCTBOBATb B TOM e CeTH, 4To 1 paboume
cTaHumm Linux n Windows, 1 nerko noAKato4aTbCa K OAHUM M TEM »Ke cepepam Gpannos u

neyaTn U Apyr K Apyry.
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OCHOBHbIMM KOMMNOHeHTamu asaatoTca Mac OS X,
BK/ItOYaA cepBepHoe nporpammHoe obecneyeHune. B
[AONONHEHME K OCHOBHbIM GYHKLUMAM CcepBepa,
MMeeT CBOU DYHKLMM

B Buikv-cepsep

M iCal Server (ynpasneHue pacnvicaHviem)

M Podcast Producer (ynpasnerue
pacnpocTpaHeHnem NoaKacToB)

B Spotlight Server (cogepxu1moe NoMCcKoBOM ceTh)

OS X Server is a server operating system only for Macintosh,
developed and sold by Apple.

Basic parts such as the operating screen are the same as Mac OS X,
and include open source and server software. In addition to basic
server functions such as Web server, mail server, and directory
service, original functions such as Wiki Server and iCal Server,
Podcast Producer, Spotlight Server are available as well.

OS X Server - aTO cepBepHaa onepaLmnmoHHas CMCTeMa TONbKO ANA
Macintosh, pa3paboTtaHHas 1 npoaasaemasn Apple.

OCHOBHble YacCTK, TaKMe KaK pabounii akpaH, Takme xe, kKak Mac OS
X, M BKNOYatOT B ceba nporpammHoe obecrneyeHme ¢ OTKPbITbIM
MCXOAHbIM KOAOM M CEpBEPHOE NporpaMmHoe obecneveHue. B
nononHeHne K 6a3oBbIM GYHKLUMAM cepBepa, TaKMM Kak Beb-
cepBep, MOYTOBbIM CepPBEP M CNyKDa KaTaNoroB, TakKe AOCTYMHbI
OpuUrMHanbHble PyHKLMK, Takme Kak Wiki-cepsep u iCal Server,
Podcast Producer, Spotlight Server.
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Cny»kba KaTanoroB MOXeT LLeHTPaIM30BaHHO YNPaBAATb MMEeHaMM NoNb30BaTeNel, NapoaAMU U MMEHAMM KOMMbIOTEPOB.
MpoTokon: LDAP (obneryeHHbIM NPOTOKOA AOCTyNa K KaTaaoram) nonynsapex

Microsoft Active Directory

M Chyx6a kaTanoros, BcTpoerHas 8 Windows Server

M Noanepxka ayTeHTUPUKALMM NOAL30BATENA M yNPaBAEHMA KANEHTOM

NetlQ eDirectory

B Vepapxnyeckan 06bEKTHO-OPUEHTUPOBaHHAA 6a3a JaHHbIX

M 3ddekTBHO peannsoBaTh AeTanbHOE YNPaBAEHNE, NCNO/b3YA AMHaMUYECKOoe HaceA0BaHMe 1 3KBUMBANeHTHOCTb
NOAHOMOYMIA.

Directory services hold various information such as user names and passwords to use the network,
machine names, and the like, and LDAP is a popular communication protocol. Typical directory services
include NetlQ eDirectory, Apple Open Directory, Microsoft Active Directory.

LDAP is a communication protocol to access directory service using TCP/IP networks.

Microsoft Active Directory is a directory service built in to Windows server since Windows 2000, and is used
to centrally manage various data or authority on resources and users on the network.

In addition to the directory service, it also provides support for user authentication and client management.
NetlQ eDirectory is a hierarchical object-oriented database that represents every asset in the organization
in a logic tree. Assets include people in the enterprise, network devices, network applications, relationships
between information, and so on.

By using dynamic authority inheritance and equivalence, detailed control can be implemented efficiently.

Cny»bbl KaTaNOroB COAEPKAT Pa3/IMYHYI0 MHPOPMALMIO, TAKYIO KaK MMeHa NoNb30BaTeNen M NAPOIU ANA
MCNONb30BaAHMA CETU, UMEHA KOMMNbIOTEPOB M TOMY NoAo0bHOoe, a LDAP aBnaeTcs nonynapHbIM NPOTOKOOM
cBA3W. TUNMYHbIe cny*Kbbl KaTanoros BrAtoYatoT NetlQ eDirectory, Apple Open Directory, Microsoft Active
Directory.

LDAP - 3T0 NpOTOKOA CBA3W A4 AOCTyna K cay»kbe KaTasoros ¢ ucnonbsosaHmem cetert TCP / IP.

Microsoft Active Directory - aTo cnyxba KaTanoros, BcTpoeHHasn B cepsep Windows HaumHasa ¢ Windows
2000 1 ncnonb3yemad And LeHTPasM30BaHHOTO YNPaBAEHWA PA3ANYHbIMKU AaHHBIMU UKW MOTHOMOYMAMM B
OTHOWEHMN PEecypcoB M NOIb30BaTeIeN B CETH.

MomuMMo cnykbbl KaTaNoroB, OHa TakKe obecneynBaeT NOAAEPKKY ayTEHTUDUKALMM NONb30BATENEN U
ynpaBaeHnA KANeHTamu.

NetlQ eDirectory - 3To Mepapxmnyeckana 0OBbEKTHO-OPMEHTMPOBaHHAA Ba3a AaHHbIX, KOTOPaA NpeACTaBAseT
KaXkAbl aKTMB B OpraHuM3aLmMmn B TOrMYeCKOM AepeBe. K akTMBam OTHOCATCA NtOAM Ha NPeanpUATAN,
CeTeBble YCTPOWNCTBA, CETEBbLIE NMPUNOKEHMA, B3aMMOCBA3M Mexay nHbopmaumen n 1. [. Mcnonb3ays
AMHAMMYecKoe Hacne0BaHNe M 9KBUBAIEHTHOCTb MOJTHOMOYMIA, MOXKHO 3GbEKTUBHO peann3oBaTb
OeTanbHOe ynpaBaeHue.
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A systern that perfarms unified management of various information swch as
user names, passwords and machine names.

A system that replaces an IP address with alphanumeric characters,

AN Gperating system

Submit

Test your knowledge in a quiz!
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Ha aTom ypokKe Bbl y3Hanu, 4to:

Il OnepaupoHHble CUCTEMBI BKAKOYAAM KaK 32-pa3pagHble, Tak U 64-pa3pagHble
BEPCUM.

B Windows. Macintosh, UNIX - 4acTo ncnonb3yemble ceTeBble onepaLnoHHble
CUCTEMBI.

B YTuauTbl neyaT nog HassaHnem UNIX LPR MOXHO MCMONb30BaTb B ApYruX
onepaumoHHbIX CUCTEMAX.

M Cnyx6bl KaTanoros MCNONb3YIOTCA ANA LEHTPaNN30BaHHOMO yNpaBAeHNa UMeHamMu
nonb3osaTenei, NapoaaMmn U UMEHAMU MaLLWH.

Currently, operating systems include both 32-bit and 64-bit versions.

64-bit processors provide the maximum amount of memory usage, but users need to
be cautious in terms of compatibility aspects.

Windows, Macintosh, UNIX are commonly used network operating systems.

Each product provides different features, therefore each plays an active roll in different
scenes.

Besides UNIX, which plays an important role in large companies and financial systems,
an advanced printing utility called LPR are adopted for use with other NOS. Moreover,
by adopting directory services such as NetlQ Directory or Microsoft Active Directory, it
is possible to manage network user names, passwords, and machine names in a
centralized way.

B HacToAwWee Bpema onepaLmoHHble CUCTEMbI BKAKOYAKOT Kak 32-pa3pagHble, Tak 1 64-
pa3pafHble Bepcun.

64-pa3paaHble npoueccopbl 0becneynsaoT MakCMManbHbli 06beM MCNONb30BaAHMA
NaMATK, HO NOIb30BaTENN AO/MKHbI ObITb OCTOPOXHbI C TOYKM 3PEHNA COBMECTUMOCTY.
Windows, Macintosh, UNIX - yacTo ncnonb3ayemsblie ceTeBble onepaLyoHHbIe CUCTEMbI.
Kaxabli NpoAyKT NpeaoCTaBAAET pa3nyHble GyHKLUMM, MOITOMY KaXKAbli UrpaeT
aKTMBHbIN PO B Pa3HbIX CUEHaX.

Mommmo UNIX, KOTopbIh MrpaeT BaXKHYH PO/b B KPYMHbIX KOMMNaHUAX U GUHAHCOBbIX
cucTemax, 41a cnonb3osanuna ¢ apyrumm NOS NpUHATLI pacluMpeHHble YTUANTI
neyaTn noA HassaHuem LPR. bonee Toro, npmHaB Takne cay»kbbl KaTanoros, Kak NetlQ
Directory nnm Microsoft Active Directory, MOHO LEHTPaIM30BaHHO YNPaBAATb
MMEHaMKM NoNb30BaTeNeN, MAPOAAMMN U UMEHAMMN KOMMbIOTEPOB B CETY.
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Ongoing network maintenance is essential for efficient network
performance.

Networks require both hardware and software maintenance, which in turn
requires a range of different network tools. This section explains typical
network tools, including cable testers, protocol analyzers, network testers
and Wireshark.

Tekyuwee 0b6CNyXKMBaAHNE CETU MMEET BaXKHOe 3HavyeHne a5 adPeKTMBHOM
paboTbl ceTu.

CeTn TpebytoT 06CNyKMBaAHMA Kak annapaTHOro, Tak M NPOrpaMmMHOro
obecneyeHus, 4To, B CBOKD o4epenb, TpebyeT Lenoro psaaa pasandHbix
CeTeBbIX MHCTPYMEHTOB. B 3TOM pa3zaene onucbiBatoTCa TUMMYHbIE CeTeBble
NHCTPYMEHTbI, B TOM Yncae KabesbHble TecTepbl, aHa/IM3aToPbl MPOTOKO/0B,
ceTeBble TecTtepbl U Wireshark.
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A cable tester is essential for analyzing considerable amounts of cabling and numbers of connections.
They measure voltage and resistance levels at as many nodes as possible around the network.
Voltmeters are instruments that measure system voltages and inform the engineer if network signals
are at appropriate levels.

Ohmmeters measure the resistance of a device in ohms. Ohmmeters typically test for open and short
circuits in network hardware, thus informing the engineer of the integrity of connections between
cabling and network hardware.

Multimeters are devices that can be used to test voltage or resistance and can be used to test for
open circuits or signals within networks.

By measuring the resistance between two connectors, it is possible to test for open circuits or bad
cable connections.

KabenbHbln TecTep Heobxoaum A/1A aHa/IM3a 3HaYMTEIbHOTO KOIMYecTBa Kabenel n Koandyectsa
COeANHEHWNN.

OHM U3MEePSAIOT YPOBHM HaNPAXKEHUA N CONPOTUBAEHMA HAa MAaKCMMalbHO BO3MOXHOM KOJIMYeCTBe
Y3/10B B CETU.

Bo/IbTMETPbI - 3TO NPUBOPbLI, KOTOPbLIE N3MEPSIOT HAMPAXKEHME B CUCTEME U MHDOPMUPYIOT MHKEHEPA],
HaXOAATCSA /1N CETEBbIE CUTHA/Ibl HAa COOTBETCTBYHOLLIMX YPOBHSX.

OMMETPbI U3MEPAIOT CONMPOTUBAEHME YCTPOMCTBA B OMax. OMMETPbLI 0ObIYHO TECTUPYIOT Ha 0OpPbIB U
KOPOTKOE 3aMblKaHWe B ceTeBOM 060pya0BaHMM, TakMM 06pa3zom MHGOPMMPYA NHKeHepa O
LLeIOCTHOCTM COeAMHEHMI MeXK Iy Kabenem n ceTeBbiM 060pya0BaHMUEM.

MyNbTUMETPbI - 3TO YCTPOMCTBA, KOTOPbIE MOTYT MCMO/1b30BATLCA /19 MPOBEPKM HAMNPAKEHUA UM
COMPOTMBAEHMNS U MOTYT UCMO/1b30BATLCA /19 MPOBEPKM 06PbIBA LENN UAN CUTHANOB B CETAX.
N3mepsaa conpoTUBEHME MeXAY ABYMA Pa3beMaMm, MOXKHO NMPOBEPUTL Ha 0OPbIB LIeNu 1 naoxume
KabesibHble COeIMHEHMA.
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Protocol analyzers are software testers for tracking and interpreting network protocols.
Protocols are essential for the efficient operation of networks and provide information on
interactions between workstations, servers and peripheral devices. Therefore, protocol
analyzers can help diagnose intricate problems of incompatibility between different network
devices. Because of stable standards that define LAN and WAN interconnectivity and
communication, there are very few protocol incompatibilities in software and hardware
components that are shipped for use by businesses.

This has lead to the diminishing use of protocol analyzers by everyday network technicians and
administrators. However, they remain extremely important and useful tools for network
designers and other IT specialists.

AHaNM3aToOpPbl NPOTOKO/IOB - 3TO NPOrPaMMHbIE TECTEPbLI A7 OTC/NIEXKMBAHMUA U MHTEPNPETALMUM
ceTeBbIX MPOTOKO/I0B.

MpoToKoNbl HeobX0AMMbI ANA 3GGEKTMBHOM PabOoTbl ceTen M NPeaoCTaBAAT MHGOPMALMIO O
B3aMMOAENCTBUAX MeKAY Pabouymmm CTaHUMAMMK, cepBepamm 1 nepudepuinHbiMm
yCTponcTBamm. Taknm 06pa3om, aHanM3aTopbl MPOTOKOI0B MOTYT MOMOYb AMArHOCTMPOBATb
CNOXKHble NPOHAEMbI HECOBMECTUMOCTN MEXKAY Pa3/IMYHbIMM CETEBLIMM YCTPOMCTBAMU. 13-3a
CTabuNbHbIX CTaHA4APTOB, onpeaenarowmx B3anMmocBsasb 1 cBa3b LAN 1 WAN, oueHb mano
HECOBMECTMMOCTEIM MPOTOKO/I0B B MPOrPamMMHbIX M annapaTHbIX KOMNOHEHTaX, KOTOPble
NOCTaBAAOTCA A/1A MCNOJIb30BaAHNA NPEeANPUATUAMMN.

3TO NPUBENO K YMEHbLLEHMIO MCMONb30BaAHNA aHAIM3aTOPOB NPOTOKO0B 0ObIYHbIMMU
ceTeBbIMM TEXHMKAMM U aAMUHUCTPATOPAMM. TEM HE MEHEE, OHM OCTAtOTCA Ype3Bbl4alMHO
BaXHbIMM M MONE3HBIMN MHCTPYMEHTAaMM AN5 pa3paboTymKkos cetern n apyrux NT-
cneuyanmncTos.
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A network tester decodes and analyses data transmitted over a network.
There are numerous types of testers available, ranging from relatively simple
software programs to purpose specific workstations.

Testers not only receive existing network data, they can also formulate and
transmit data packets designed to test specific aspects of the network.

Most network testers are software-based, typically running on a laptop PC.
However, there are still some that are hardware-based, such as the one
shown here.

TecTep ceTn AeKOAMPYET N aHANN3UPYET AaHHble, NepeaaBaeMble No CeTw.
CyLLecTByeT MHOXECTBO TMMNOB TECTEPOB, HaYMHANA C OTHOCUTENbHO NPOCTbIX
NPOrpaMmm M 3aKaHYMBANA KOHKPETHbIMM PabOYMMM CTAHLMAMM.

TecTepbl He TO/IbKO MOJYYatoT CYLLECTBYIOLIME CeTEBbIE AaHHbIE, OHUM TaKKe
MoryT GOpMynMpPoBaThb M NepeaaBaTb NAaKeTbl AaHHbIX, NpeAHa3HaYeHHbIe
ANA TECTUPOBAHMA ONpeaeeHHbIX aCMeKTOB CETU.

BONbLWMHCTBO CETEBbIX TECTEPOB OCHOBAHbI HAa MPOrPaMMHOM obecrnedyeHnn
1 0bbl4HO paboTatoT Ha HOyTOYKe.

Tem He meHee, eCTb HEKOTOpble, KOTOPble OCHOBaHbI Ha annapaTHOM
obecneyeHnm, TakMe Kak NOKa3aHHbIM 34eCh.
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Wireshark is network analyzer software used to analyze and display data
flowing across the network.

Computers running Wireshark can collect and record network packets,
analyze protocols, display unique control information for each protocol, and
can be used to investigate the cause of network faults and trouble.
Wireshark has a function to analyze more than 600 protocols, including IP
and DHCP, and supports many other file formats such as Sniffer Pro and
tcpdump.

Wireshark - aTo nporpammHoe obecneyeHune ansa aHaam3a cetu,
MCNONb3yemoe ANA aHanM3a 1 oTobpaxkeHMsa AaHHbIX, NepeaaBaeMblx Mo
ceTu.

KomnbloTepsbl, Ha KOoTopbix paboTaeT Wireshark, moryt cobupatb u
3aMMCbIBaTb CETEBbIE MAKETbI, aHAINM3MPOBATb MPOTOKO/Ibl, OTOHPaXKaTh
YHWKANbHYI YNPaBAAOLLYO MHPOPMALMIO A8 KaXKA0ro NpoTOKOAa U MOTyT
MCNOb30BaTbCA ANA paccaenoBaHMa NpuynH cboes n npobaem B ceTu.
Wireshark nmeet pyHKUMIO Ana aHanm3a 6onee 600 NPOTOKONOB, BK/ItOYAA
IP n DHCP, n nogaepmnBaet MHOrMe gpyrme popmatbl $arios, Takne Kak
Sniffer Pro n tcpdump.
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Open state of network
Resistance
Protocol information

Communication speed

Submit

Test your knowledge in a quiz!
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Ha 3Tom ypoKe Bbl y3HaAu:
M O page MHCTPYMEHTOB ANA aHaM3a ceTeBbix Npobaem.

M Bam Heob6x0aMMo BbIGPaTh M MCMONL30BATL ANArHOCTUYECKMIA MHCTPYMEHT,
COOTBETCTBYIOLLMI Npobaeme.

To solve network problems, diagnostic tools are necessary to understand the

cause.

For example, a cable tester can be used if there could be a problem with
cabling, or a protocol analyzer if there could be a problem with a protocol.
It is necessary to identify the problem according to the situation and use
appropriate tools to specify the cause.

[lna peweHus ceteBbix Npobiem HeobxoaMMbl AMArHOCTUYECKME
MHCTPYMEHTbI, YTOObI NOHATb NPUYMHY.

Hanpumep, KabenbHbll TECTEP MOMKET MCMO/Ib30BATLCA, EC/IN MOXKET ObITb
npobnema c kabenem, UM aHaNM3aTOP NPOTOKONA, ECIN MOXKET ObITb
npobaema c NPOTOKO/IOM.

Heobxoamnmo onpeaenntb Npobaemy B COOTBETCTBMU C CUTYaLMEN K

MCNOJ/1b30BaTb COOTBETCTBYHOLWNE MHCTPYMEHTDLI ANA onpeaeneHna npmnynHbl.
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B aTOM Kypce Bbl y3Hanu, 4To:

Il CkopocCTb ceTh 3aBUCUT OT pas/inUHbIX GaKTOPOB

Il TCP / IP luMpOKO MCMONb3YeTCA B YNPaBAEHNN CETbIO

Il CyuiecTsyioT KOMaHbI 419 YNPABAEHWA CETbIO

W [locTynHbl paznnuHbie Buabl ceTesbix OC

B CyuiecTByeT MHOXECTBO AMArHOCTUYECKUX MHCTPYMEHTOB

This is the end of the course. Let us look back what you have learned in this course.

Transmission speed is a very important factor when using a network.

Speed is affected by various factors, therefore, you must pay attention to show optimal performance
when managing networks.

TCP/IP, which controls communication, is extremely important in network management.

It is necessary to grasp the usage of IP addresses and management in TCP correctly, and to diagnose or
solve problems by using appropriate commands for the situation. Workstations can be connected to a
network by introducing a network OS.

It is necessary to grasp the characteristics of various operating systems and manage them
appropriately. Diagnostic tools may be helpful in understanding network issues.

A variety of diagnostic tools are available, ranging from tools to understand electrical problems with
cables, to items that can be used to analyze information in units of packets.

IT0 KOHeL, Kypca. [laBanTte NOCMOTPMM Ha3az, YTO Bbl Y3HA/M B 3TOM Kypce.

CKOpPOCTb Nepeayn ABAAETCA OYeHb BaXKHbIM GaKTOPOM NPU UCNOb30BAHUM CETU.

Ha ckopocTb BAMAKOT pa3anyHble GakTopbl, MO3ITOMY Bbl AO/IXKHbI 0OPaTUTL BHMMaHMe, YTOObl NOKa3aTb
ONTUMANBHYHO MPOU3BOAUTENBHOCTL MPW YNPaBAEHUMN CETAMM.

TCP / IP, KOTOPbI KOHTPONMPYET CBA3b, YPE3BbIYANHO BAXKEH B YNPaBAEHUM CETHIO.

Heobxoammo npaBuabHO NOHMMaTL MCNONb30BaHMe IP-aapecos 1 ynpasaeHue B TCP, a Takxke
[AMArHOCTMPOBATb MM pellaTb NPobaeMbl C MOMOLLBIO COOTBETCTBYOWMX KOMaHA, 414 AaHHOWM
cuTyaumm. Paboumne CTaHUMM MOXKHO MOAKNOUUTL K CeTH, NpeacTasme ceTesyto OC.

HeobxoaAnMO NOHMMATb XapPaKTEPUCTUKIM PA3ANYHBIX ONEPALLMOHHbBIX CUCTEM W YNPABAATb UMUK
COOTBETCTBYOLLMM 06pa3omM. MHCTPYMEHTbI AMAarHOCTMKM MOTYT BbITb MONE3HbI A8 MOHUMAHWA
npobnem ceTu.

LJOCTYyNHO MHOXeCTBO AMArHOCTUYECKMX MHCTPYMEHTOB, HaYMHAA OT MHCTPYMEHTOB 414 NOHUMAHUA
SNeKTpUYeckmx Nnpobaem c kabenamm 40 31eMeHTOB, KOTOPbIE MOXKHO MCNOb30BaTh 418 aHa/M3a
MHGOPMaLMN B €AMHULLAX NAaKETOB
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Congratulations! You have now completed the OUTWARD
course on computer network management.
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